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Consider the following RSA usage for the next three questions.

Ali’s Setup: p=11andq=3. Ali chooses }y'{private key =3.

Ali’s public key is: =2 ‘ / 200)t! 2!% \ é&
H
| 9% 2

Ali’s Setup: p=11 and q = 3. Ali’s public key is 3:

D
Rabab sends him message M=14. The message received by Ali will be: 5/
Msmoo\ 3% - l"fgmacl 33 7
Ali’s Setup: * p= 11 and q =3, private key =3 | ;
Mohammad send§ to Al cipher text =19 , / §

The real message received by Ali is:

'
CJ/LI'b, 23 - \C\‘ wodd 0,

The AES algorithm includes operations: Sub Byte, ShiftT0ws, Mix Columns, Add round key and Key schedule.

Each of these operations provides confusion or diffusion or both, Fill the following table with Y or x

[

Confusion

/

Sub Byte L™ e

Operation / . S Diffusion

\
Shift rows /I/Q - / ]\p

Mix Columns ( e //

L
Add round key \f/ v~ /74 / /

Key schedule / v’ / /
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AES uses g

. . ’t "
———_ _ bitblock size and g key size of _—— bits W#m]
128: 128 or 256 At T R ey

Like DES,

a) True
Ise

How many rounds does the AES-192 pérform?

(10 2y e 16 ]

How many rounds does the AES-256 perform? / A
|

[0 [12 — iy 116

also uses Feistel Structure,

. N /’
Today is Thufsday. What day it will be after 200 days: | W }’(“ﬂ“‘
L

Now it is 12 o’clock.
After 100 hours the time will be: (writ your answer in 24 hours format) r \6 )i M— \

A cyclic group is built using prime number p=5.
The cardinality of this group is: Y 4 Y

L

A cyclic group is built using prime number p=5.

The number of elements that have a ¢ cle length of 1 is: \ j

2

- 1 g1 - 1

A cyclic group is built using prime number p=5.

'The number of elements that have a cycle length of 2 is: \

|

\\ 0 1 150 3 4
7’ g

~)
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A cyclic group is built using prime —
I p=

The number of elements that have

‘5.

0

A cyclic group is built using prime number p=5

0

1

A cyclic group is built using prime number p=5

Possible generator(s) is (are):

a cycle length of 3is:

& T 4

The number of elements that have a cycle length of 4 ;
is:

2 3 4

7

If you know that 13x11 =143

Then 93! mod 143 is:

J

.

97 and 269 are prime numbers
1\

23 2680 mod 269 is:

= .

|

Which trees are used in Blockchain technology?

(\‘ ]

[

AN

"4

In relation to Blockchain define Merkle root.

#

What are the important traits

/

Immutability

(features) of Blockchain technology? /_._——ré

Transparency \ All of the pdentioned j

I Decentralization

What are the advantages of Blockchain technology?

ser control over data Cost-effective transactions

@and speed /I/U

)

All of the mentioned
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- - BTN .

of'the first block in a Blockchain? ’

Gew l Origin block Block one None of the above

e

What is the incentive for miners to validate transactiong? il -
: : Nonce Additional memory \ W X

[7 Appreciation of the community

Find the least positive value of x such that > 78+ x =3 (mod 5)

G|

=

Ali and Rima wanted to agree ona shared key. They decided to use Diffie-Helman algorithm for
that purpose: They agreed to use prime number p=23 and generatog a=>5.

Ali chose his private key as 6 and Rima chose her private key as 15.

The shared key will be: >
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