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Which of the following is a block cipher?
DES
3-DES
AES
All of the abo
None of the above

Message authenticatjon provides mainly:

ailability
All of the above

Ali and Ahmad are friends. Ali sends a signed message to Alhmad.
Describe the operations that Ali hgs{uxsccie@k}n todo that.

How many keys are used in creating a digital envelope? What are they? What is the purpose of each key?

Active attacks can harm:

Confidentiality

Integrity
Availability

All of the above
None of the above
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Al
aNd Ahmad are friends. Ali sends a signed message to Ahmad.

De
SCribe the operations that Ahmad has to undertake to authenticate the source of the message.

What are the main components of a digital certnf‘cate"
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What happens first, authorization or authentication?

Authorization .
thentication —" ’ :
/~ Authorization and authentication are the same
None of the mentioned

Which o

e following does authorization aim to accomplish?

estrict what operations/data the user can access ¢ —
Determine if the user is an attacker

" Flag the user if he/she misbehaves
Determine who the user is
None of the above

‘Which of the following is an authentication method?

Secret question
Biometric
Password
S code

1 of the above,—

Assume password authentication.

Describe the protocol of a secure remote log-in.
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Why is one-time password safe?
It is easy to generate
It cannot be shared
It is different for every acfessZ—

It is a complex encrypted password

‘Which of the following does authentication aim to accomplish?
Restrict what operations/data the user can access
- Determine if the user is an attacker |
Flag the user if he/she misbehaves
Determine who the nsepds, —

Noné of the above

In role-based access control, each user is assigned one or more roles, and the roles determine which parts of the system the

user is allowed to access.

Truee”"
Fals

Stream cipher enc

One bit at a time
One byte at a time
One block at a time
Onlyaand b

All of the above

Which of the following cannot be used in digital signatures?

RSA
Diffie-Hell M
DSS

Elliptic Curve

Digital signature can be achieved by:

Stream cipher

Block cipher M
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Sym
Metric
Publje key eencryption
ACryptio

Public k.

BY encryption ;

| CTYPtion is stronger than symmetric key encryption
1 Hashing provides:

Data integrity
Data confident
Data availability
All of the above

! None of the above

1 Encryption provides:

| Data integrity

| Data confidentiality
Data availability
All of the above
None of the abov

For the next two questions assume statistical biometric authentication method.

Description: The profiles of the biometric characteristic indicate that the average matching value of the genuine user is
less than the average matchingwalue of the imposter with some overlap of the probability density function

The effect of increasing the decision threshold on the false match possibility will:

Increase’”_
Decrease - = --

Does not change
None of the 'abqve

-

" The effect of increasing the decision threshold on the false non-match possibility will:

/J' & -
pecrease
ge
None of the above

giometric authentication system can be used for verification and/or identification.

what is the aim of each procedure?
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