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Computer Security:
Principles and Practice

Fourth Edition, Global Edition

By: William Stallings and Lawrie Brown

Chapter 2

Cryptographic Tools
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Message Authentication
Without Confidentiality

Messo?e encryption by itself does not provide a secure

form of authentication

It is possible to combine authentication ang..
coan)idenﬂcli’ry in a single algorithm by encrypting
message plus ifs authentication tag

Typically message authentication is provided as
separate function from message encryption

Situations in which message authentication without

confidentiality may be preferable include:

. There are a number of applications in which the same message is

broadcast to a number of destinations
. An exchange in which one side has a heavy load and cannot afford the

time to decrypt allincoming messages : : ; ]
. Authentication of a computer program in plaintext is an attractive service

Thus, there is a place for both authentication and
encryption in meeting security requirements

message
Authenticabion
Cocle

T

Message
) (1
—> >Transmit <
_—
Y
iFa@#);'@ " -%’s "“?j J =3 Compare
| chongeo! i cocle iHhe (ode
wilf be changee| tb. 17 ]
MAC o (eCievey
algorithm Fodie <2
MAC, o Cocle | W
X ok , pr (D'
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Figure _..3 Ms..ssagu Authentication Using a Message
Authentication Code (MAC). )
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~ Public-Key Encryption
| Structure

Asymmetric

e Uses two
separate keys

s Public key
andprivate

| key

s Public keyis
made public
for others to
se

Publicly
proposed by
Piffie and

Some form of.

Based on i
protocol'is

mathematical

tunctions needed for

disfribution

Hellman in
1976

H\ woy % _
R RPN

eregp . public & decr = privEe legy

pu.b}l" Vas
’ GF{EC&'W‘\ PR, Alice 's private
key key

I e
ConbiolinE T

Transmitted
ciphertext

¥ = E[PU, X] 7
Plaintext ) .
Encryption algorithm Decryption algorith Plaintext
input (e.g..RSA) iy Boxitam output
Bob (a) Encryption with public key Alice

@ Plaintext
e Readable message or data that is fed into the algorithm as input

® Encryption algorithm

o Performs transformations on the plaintext

® Public and private key

e Pair of keys, one for encryption, one for decryption

® Ciphertext

e Scrambled message produced as output

® Decryption key

e Produces the original plaintext
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oty DE 4
o d#/ﬂ/; ’b N:Imcl“ Encryption algorithm Decryption algorithm _P;:l::::'
upu ?
(e.g, RSA)
the sendlel ————
[‘ 10 {-el)“all'a}'onl Bob (b) Encryption with private key Alige
1en—
' Y e Fe
" | = j ‘,C’/ )
L i )LJ Figure 2.6 Public-Key Cryptography
g

Q)b ol S|

" ‘s f’ < . 4 .
aegp by M = 9 User encrypts data using his or her own
private key

@ Anyone who knows the corresponding
public key will be able to decrypt the

message

Table 2.3

Applications for Public-Key Cryptosystems

Encryption of

Elliptic Curve

" Algorithm  Digital Signature  Symmetric Key
Distribution Secret Keys
RSA Yes Yes Yes
o " o@ Diffie-Hellman No Yes No
DSS Yes No No
Yes Yes Yes
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Requirements for Public-Key
Cryptosystems

~ Computationally
- easy to create key
pairs
Computationally ‘
easy for sender

Useful if either key
knowing public key

can be used for

each role to encrypt
messages
COmprGflonclly Compufoﬁonoﬂy k‘}ﬁ \ 5\ 4“'“&" 6_\ X

infeasible for
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otherwise recover
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Algorithms

pert
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G Developedin 1977 implemented approach te plaintext and cipherext +
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n-1 for some n. d Qq:y

Enables two users fo : bt ij; ),'c o‘ \y o‘&*‘ﬁ'bw‘-n'o n
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key for subsequent 1 Keys
E—-vmmohic encrypti
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Digital Signatures

o NISTFIPS PUB 186-4 defines a digital signature as:
"The result of a cryptographic transformation of data that,
when properly implemented, provides a mechanism for
verifying origin authentication, data integrity and signatory

non-repudiation.”

AV feaalny

" o5 o Thus, a digital signature,is @ data-dependent bit pattern,
generated by an agent as a function of a file, message, or

other form of data block
o FIPS 186-4 specifies the use of one of three digital signature

algorithmes:
o Digital Signature Algorithm (DSA)

e RSA Digital Signature Algorithm
e Elliptic Curve Digital Signature Algorithm (ECDSA)

Alice

’—__I_T B
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Cryptographic
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J (2) Boh signs a message Ml 7 ) Xlice verifies the signature
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( Figure 2.7 Simplified Depiction of Essential
Elements of Digital Signatyre Process
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Random
Numbers

Uses include
generation of:

Je@wolom num i s«urb MFerent-
4'1*044 ("alho/om Mum’s in ’D(agrahmg ,

Suclo Candom % we gendale  pouch
fandom i Secu(‘rt;

o Keys for public-key
algorithms

o Stream key for symmetri,.
stream cipher

o Symmetric key for use g
a femporary session key
or in creating a digital
envelope

o Handshaking to prevent
replay attacks

e Session key

% Ceftain shuchue With cerbain coptwil thed can 3mmfre Ce \akiy\a psuolo

* n\d'*b wsecd i Mdbile pPhaves,

Toundam
cacle

Random Number
Requirements

Randomness

e Criteria:
e Uniform distribution
e Frequency of occurrence
of each of the numbers
should be approximately
the same
e Independence
e No one valuein the
sequence can be inferred
from the others

Unpredictability

e Each numberis
statistically independent
of other numbers in the
sequence

e Opponent should not be
able to predict future
elements of the
sequence on the basis of
earlier elements
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- ASsurance Level

MOI‘G'S‘peci‘fically _

a 1s defined as:
~ Describes an '
~ organization’s i
- The degree of confidence
degree of (= inthévetting pravc;-?s :

. iy
o, : usedtoestablish the
identity of the individual

certainty that a
csedhas
presented a
credential that
refers to his or her

towhom the éredential
was 1ssued

The degree of confidence
thatthe individual who

 Four levels of
assurance

Leveld

s Little or no confidence in the
asserted identity’s validity

Level 2 °

+Some confidencein the asserted
identity’s vahidity

Level 3

sHigh confidence in the asserted
identity’s validity

1dent1ty uses the credential is the
; ¥ - individual to whom the Level 4
au# A D‘qu‘l" Lﬂ)'p ? credential was issued Z #Very high confidence in the
|£(EL UeﬂE\jIS (.x‘o ‘:_\_5 Au.ﬁ - _' ' % asse_rtud identity’s validity
"{_‘_ s — b ~ user~ U‘ 2 77
= = . = b\ b-& - l ‘1) [ 127 o -~
= - \ 3-«5\? L5 ) ox
e TR SN § <L Yol AT T o J) UseDime (oo £ 45 le7
Btes pds

Potential Impact

« FIPS 199 defines three levels of potential
Impact on organizations or individuals
should there be a breach of security:

(Vo Low e

« An authentication error could be expected to have a
limited adverse effect on organizational operations,
organizational assefs, or individuals [mnor hgrm‘x

® o Moderate
. « An authentication error could be expected to have a

P, el ,Serious adverse effect
(8o High
. An authentication error could be expected to have a
severe or catastrophic adverse effect
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Password-Based
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» Widely used line of defense against

infruders
o User provides name/login and password
o System compares password with the one stored for that
specified login

v 4

A A
il ® [The user ID:
Z#e uzer o Determines that the useris authorized to access the system

o Determines the user's privileges
o Is used indiscretionary, access control
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Improved
,\ Implementations

OpenBSD uses Blowfish
block cipher based hash
algorithm called Bcrypt

It *Most secure version of Unix
Much stronger hash/sa hash/salt scheme
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4 *Uses 128-bit salt to create
Unix

192-bit hash value
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function is based on MD5
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Dictionary attacks

. D_cwlop a large dictionary
OE POSSIDIE passWorde and
try each against the
password fil¢

* Each password must b
hashed using each salt
valtie and then Compared
t0 stored hash valies

" Password crackers
exploit the fact that
people choose easily
guessable passwords

= Shorter password lengthse
ate also easier to crack
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Rainbow table attacks

= Pre-compute tables ol
hash values for ail'salts

* A mammoth table of hash
values

+ Can be countered by using
a sufficiently large salt
value and a sufficiently
large hash:length

John the Ripper

® OmenEshiirce password
cracker first developed an
m 1996

& Uses a combination of
brute-forcé and dictionary
techniques

551005 Nash dotcs
” al e
ﬁ«S‘? J) &S aF @ls;

OPen =ource (Preg@umming
Can be useo| +4 crack

Petssiayd s

Modern Approaches

« Complex password policy
o¥ Forging users to pick stronger passwords
i s

. Howé(‘?er password-cracking techniques

have also improved .

o The processing capacity available for password cracking has
increased dramatically

o The use of sophisticated algorithms to generate potential
passwords

o Studying examples and structures of actual passwords in use
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Card Type Defining Feature - Example
Embossed Raised characters only, on Old credit card
front
Magnetic stripe Magnetic bar on back, characters on front [ Bank card
Memory Electronic memory inside Prepaid phone card
Smart Electronic memory and processor inside Biometric ID card
Contact Electrical contacts exposed on surface
Contactless Radio antenna embedded inside
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Defining Feature

Raised characters only, on [ Old credit card
front

I Card Type
/ Embossed

f Magnetic bar on back, characters on front | Bank card
—/

(Magnetic stripe
Prepaid phone card

Electronic memory inside

Memory
Smart oni Insi
Electronic memory and processor inside Biometric ID card
Contact Electrical contacts exposed on surface
Contactless Radio antenna embedded inside
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Memory Cards

dop ansidentiabts

i L
« Can store but do not process data A%WCZ level 4

+ The most common is the magnetic stripe card
» Caninclude an internal electronic memory

* Can be used alone for physical access 5. b
o Hotelroom _» Assumnee level no need 4 e at high level [eas,lj 15 [eyﬂ
o ATM

* Provides significantly greater security when combined
with a password or PIN

* Drawbacks of memory cards include:
o Requires a special reader
o Loss of token
o User dissatisfaction

I\ 2w

Smart Tokens ‘e

Physical characteristics:
o Include an embedded microprocessor
o A smart token that looks like a bank card
o Can look like calculators, keys, small portable objects

* Userinterface:

o Manbal interfaces include a keypad and display
for human/token interaction

Electronic interface

o A smart card or other token requires an electronic interface to
communicate with a compatible reader/writer

o Contact and contactless interfaces
. . ; Fyou wonffouse Hak smaf/‘(aro//l@w You
Authentication protocol: — / . ' :
I hu W afz Uus,
o Classified info three categories: '€ auffdicated while 4o iy

« Static

+ Dynamic password gene\roto;
+ Challenge-response C A==l
assul” g2 Lrt=

levels
3 or/—/

Such wmart caraf
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Use of 4 smart card as a natmnal

1dent1ty c:ard for mtlzens

$

CAN = carg access number
RZ = machine readable zone

PACE = Password authenticated connection establishment

PIN = Personal identification number

(—"’"f ) ;
Can serve the same purposes as other national q{as human-readable data printed on its \
ID cards, and similar cards such as a driver’s surface
license, for access to government and
commercial services sRersanaldaty
e ey M) *Document number
4 *Card access number (CAN)
R — «Machine readable zone (MRZ)
Can prowde stronger proof of identity and can b
be used in a wider variety of applications
~————" 2/
9
e
In effect, is a smart card that has been verified
by the national government as valid and
authentic
—— J
. P PACE :
Function urpose Passiord Data Uses
Vg O Offline biometric
«L2 | Authorized E““ MASE WO dentity
© ffline i i ingerprin ficati
( ePass) offline inspection | 0 Rz | images verification
(mandatory) systems read the 2 reserved for
oy (optional), MRZ T bl 3 4
ata 7] government a e b
access
Online
applications read Family and given s —
the data or acess eID PIN names; artistic g??::;‘::;?(;n' .
1 C # = L]
=) funcuqn.s as name and community ID EleCtI‘OHIC
D m authorized doctoral degree: ST cation:
elD (4 Offline date and place of | 0 F t
optional inspection birth: address el Reation, uncrions
; entific
systems read the CAN or MRZ and community ( :
S TR pseudonym);
data and update ID; expiration revocation query and Data
the address and date
community ID
A certification fOI‘
authority installs
eID PIN
é’ the signature . Electroic eID CardS
eSign (Certificate) | certificate online Signature key; | &
> P stgnature
optiona Citizens make CAN X.509 certificate cteation
electronic
signature with
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Biometric Authenticatlon

Attempts to authenticate an individual based on
unigue physical characteristics

Based on pattern recognition

LI Vg = G

{,
Is technically complex and expenswe Whe,':/
compared to passwords and tokens ¢ ¢

Physical characteristics used include:
o Facial characteristics &)
o Fingerprints @
o Hand geometry(y)
o Retinal pattern®)

vse authentication +echa%m
e [access conttdl yechs ]
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user)l }o
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o Signature®
o Voice @)
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Accuracy

Fioure 3.8 CosbVersus Accuracy of Various Biometric
bCharacteristics in User Authentication Schemes.
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Fioure 3.12 Actual Biometric Measurement Operating Characteristic Curves, reported
gure 3.12

in [MANSO1]. To clarify differences among systems, a log-log scale is used.
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4 Authenticators Examples Typical defenyes
Al Password - Guessing, e!fhaustive Largénm& limited |
search attempts
3 >, 2 - \
P J’l‘okm Exhaustive search n[(,tm'gg cqniop}-- limited
ik Y T TP, theft of b
ci et all requires Presence
T 4 o P Y e
Biometric False match Large entropy; limited
attempts
L —— s\t the
/ Password P _gainn.;\t‘xllluﬁ. i Hashing; large entropy;
ctionary’ ", austive Pprotection of password
search database
" Token Passcode theft Same as password; I-time
Host attack Passcode
s
Biometric Template theft Capture device
authentication; challenge
response
pRs e Password "Shoulder surfing" User diligence to keep
secret; administrator
diligence to quickly revoke
compromised passwords; |
multifactor authentication
v esdmpping, L — H
Ea . and Token Theft. counterfeiting | Multifactor authentication; -
.wp;“g 'ware tamper resistant’evident
token
Biometric Copying (spoofing) Copy detection at capture
biometric device and capture device
authentication i
Password Replay stolen password Challenge-response
“‘ response protocol
b (@ el Token Replay stolen passcode Challenge-response
”‘M‘;f response protocol; 1-time passcode
Replay Biometric | Replay stolen biometric | Copy detection at capture .
template response device and capture device |
e
authentication via
! ‘ m e challenge-response protoc
Password. token, | Installation of rogue Authentication of client o
: iomehis client or capture device capture device within
Trojan horse trusted securitypeTimeter —
Lockout by multiple Multifactor with token

Denial of Password, token,
service biometric

failed authentications

Table 3.5

Some Potential
Attacks,
Susceptible
Authenticators,

and

Typical Defenses

e is on page 96 in the textbook)
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Discretionary access
control (DAC)

o Controls access based on the
identity of the requestor and on
access rules (outhorizoﬂons)

stating what requestors are (or
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ccess pased on

.. Attribute-based access
& control (ABAC)
o Controls access based on

user
[eu\pjecﬂ attributes of the user.
ssed, and

Rule ot f@df.’a‘@[ P

il e
Role-based %lgc%s? O”__:
conirol (RBAC)

o Controls access pbased on the
roles that users have within the

system and on rules stating
what accesses are allowed to

users in given roles
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Viers Cer 7E0 Controls @ _ _
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An entity capable of

accessing objects

| Aresource to which

Three classes

+ Owner#”
* Groups”
*Worlde™

\

L_ Entity used to contain

™ Subjects, Obiacts o
Access Rightg

[T T

access is controlled

L.

Ve

J

<)

and/or receive
infotmation

and

Describes the (Zaylin

—1 which a subject may

access an object

.

(Could include:

*Read
«Write
«Execute
*Delete
«Create

Search

Discretionary Access Control

(DAC)

Scheme in which an entity may be gronjed access
rights that permit the entity, by its own violation, to
enable another entity to access some resource

Often provided using an ACCess matrix

o One dimension consists of identified subjects that may

aftempt data access to the resources

o The other dimension lists the objects that may be

accessed
Each entry in the

maftrix indicates the access rights

of a particular subject for d particular object
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e — e | Table 4.2
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/— .
A O ik . :
N | kile? | Authorization
File 3
SRR QWi e, Table
e,
B : . .
L e el | for Files in
2 Own File 2 Fi 40
. B Read File 2 1gure =.
PN
B Write File 2
B Write File 3
B Read File 4
i Read File 1
C Write File 1
& Read File 2
C Own File 4
C Read File 4 '
3 > (Table is on page 113 in the textbook)
C Write File 4
T [ gerken Lo\ abetdoh
aCC?f; QRIECTS. o & Seefures
:‘ dﬁ ec "’ e ds ssm%ihﬁ C. n, 1o files p'rocesses disk drives
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| SUBJECTS S, control write « | execute owner seek
S control write stop
3
» = copy flag set
Figure 4.3 Extended Access Control Matrix
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X
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Rule Command (by S o) Authorization Operation
o 4 ar
R1 | transfer oS X |'a*inA[S ), X] store in A[S, X]
a o ‘
a* ) T . fiat
R2 [ grant to S, X owner' in A[S, X] store ¢ inA[S, X]
(74 o
‘control" in A[S, S]
R3 | delete o from S, ¥ or delete o from A[S, X]
‘owner' in A[S, X]
‘control' in A[S, §]
R4 |wereadS X or copy A[S, X] into w
'owner’ in A[S, X]
add column for X to A4:
R5 ‘ . N 2
create object X None store 'owner' in A[ S, X
R6 | destroy object X ‘owner' in A[S, X] c;clete column for X from
add row for Sto 4;
R7 | create subject § none execute create object S;
store ‘control" in A[S, $]
4 ; v T, J e  for § from A;
8 | destroy subject S owner' in A[S S delete row byl
L yIrvl (55 81 execute destroy object §

Table 4.3

Access
Control
System

Commands

(Table is on

page 116 in the

textbook)
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Protection Domains

: W/‘BEE%fS fogether with aceess rights to those objects
» More flexibility when associating capabilities with

protection domains wyreprr s L
. Interms of the access matrix g ] -
domain / defmes a Ql’(_.')i_e_(_:’ﬂo_[l

« User can spawn processes with a subset of the access
rights of the user ancther T Sepbain na 2ok
. ) a.c"%u;/_ i—-é‘f‘! — acs‘_” U ~=
« Association between a prd€ess and a ddMah can be
i@_’@)or dynamic <=--2(ctle o1 dpees User Il 141
i oalbﬂlér *ﬂ:l.i oéwd
In user/mods certain areas of memory are protected
from use and certain instructions may not be executed

In kerel mode privileged instructions may be executed
and protected areas of memory may be'accessed

W e neof fotection d”m""'?’l d 7‘91//77,4:‘ azslg;‘ (j:)k: are d/bWQ_a/ within thit

AiAL o ! 7
ADVHATN A3 or (% ==
S W —

UNIX File Access Control

e Control structures with key information needed for a particular file

* Several file names may be associated with a single inode

* An active inode is associated with exactly one file

* File attributes, permissions and control information are sorted in the
inode

¢ On the disk there is an inode table, or inode list, that contains the

inodes of all the files in the file system .
* When a file is opened its inode is brought into main memory and

stored in a memory resident inode table

‘hierarchical tree

* May contain files and/or other directories

s Contains file names plus pointers o associated inodes
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<  Fast exponentiation.d...
W W~ V2

Modular Exponentiation
Allows to evaluate a° = ¢ mod d

Methods of computing

o Brute force

o Factoring

o Memory efficient

o Successive squaring

o General fast exponentiation

Brute Force refer to complementary material

Naive approach.

Calculate a® then reduce mod d

Example:

3°mod5 = 27mod 5 =2

As the exponent gets larger this becomes harder
Longer time to compute.

Quickly run out of memory.

319 mod 5 difficult

Factoring

Better, if we know the factorization of a number.
If e factors into e=xyz then

2= 2™ = ((@)"y)"z

Example:



Number theory

1. The integers

The set of integers {...,—3,—2,-1,0, 1, 2, 3,...} is
denoted by the symbol Z.

Definition: Let a, b be integers. Then a divides b
(equivalently: a is a divisor of b, or a is a factor of b)
if there exists an integer ¢ such that b = ac.

If a divides b, then this is denoted by a|b.

Example : -3|18, since 18 = (-3)(-6). (ii) 1730, since
=(173)(0).
The following are some elementary properties of
divisibility.
Facts (propertle of divisibility)
eferto Complementary material
Foralla, b, c e Z, the following are true:
(i) a|a.
(ii) Ifa|b and b|c, then a|c.

(iii) Ifa|b and a|c, then a|(bx + cy) forall x, y € Z.

(iv) Ifalband b|a, then a = h.

Definition (division algorithm for integers)

If a and b are integers with b > 1, then ordinary lonr
division of a by b yields integers q (the quotient) an @
r (the remainder) such thata=qb +r, where0<r<



Introduction to
Blockchain

ASSEMBLED BY: PROF. ANDRAWS SWIDAN
DESIGNED BY: MOHAMMAD SALAMEH

Block chains

Coupled, therefore Distributed

database

Data structure can’t be altered or
removed

How does Blockchain Technology work?

T [ istri
ransactions are Distributed

Database

Cryptocurrency protected through
digital signature




