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COMPUTER AND NETWORK SECURITY |

Jonathan Katz

Modified by: Dr. Ramzi Saifan

“SECURITY”

* Most of computer science is concerned with achieving desired
behavior

» Security is concerned with preventing undesired behavior
» Different way of thinking!

* An enemy/opponent/hacker/ adversary who is actively and

§*Le <L maliciously trying to circumvent any protective measures you put in
place
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ONE ILLUSTRATION OF THE DIFFERENCE ':.

' ram
» Software testing determines?whether a given prog

implements a desired functionality
» Test I/O characteristics
= Q/A

= How do you test whether a prograri does not allow for

undesired functionality?
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SECURITY IS INTERDISCIPLINARY

» Draws on all areas of CS
» Theory (especially cryptography)
» Networking
» Operating systems
» Databases
= Al/learning theory
= Computer architecture/hardware

= Programming languages/compilers
* HCI, psychology

Scanned with CamScanner )




—_

FORTUNATELY, WE_KRE WIN
SECURITY BETTLE R

a3, 6\_& :lfn\ms\of\ é&e_c(q’o.\ S‘:}Sltm (]:(35)
. Strong Cryptography '\\‘TUS\QV\ Pevention SjSLm CIPS )

» Firewalls, intrusion det ction, virus scanners

» Buffer overflow detection/prevention EC\(QX K \/tr‘
» User education ——
-
Firewall CBw)
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 Product Name

-
= O

12

source: https://www.cvedetails.com/top-50-products.php?year=2017

W O N OU A W N

Linux Kernel
Iphone Os
Imagemagick
Mac 0s X
Windows 10

. Window
Windows Server 2008
Windows Server 2012

Debian Linux
Windows 7
Windows 8.1

2016

TOp 50 Products By Total Number Of

Yendor Name
Google
Linux
Apple
Imagemagick
Apple
Microsoft
Microsoft
Microsoft
Microsoft
Debian
Microsoft

Microsoft

/’/ N

"Distinct" vulnerabilities in 2017
'____A
Product Type Number of Vulnerabilities
842
= 453
0S
0s 387
Appi‘ication 357
02 299
0s 268
05 252
o5 243
oS 235
0s 230
05 229
03 225

VULNERABLE APPLICATIONS BEING

EXPLOITED

Source: Kaspersky Security Bulletin 2017

(@ Adobe Flash @ Androld

5 Browser @ Jaua @ office @ ppr
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*PHILOSOPHY OF THIS COURSE

= We are not going to be able to cover everything
» We are ; :

Course Organization

LA @
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R NEIVE VIEW s
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IN REALITY. ..

= Where does security end?

password

forgot password?

SSN DSechd) %«—Cmf\'&\\:) e Kgf\’) (f})

ONE 600D ATTACK

» Use public records to figure out someone’s password
» Or, e.g., their SSN, so can answer security question...

» The problem is not (necessarily) that SSNs are public

» The problem is that we “overload” SSNs, and use them for more
than they were intended
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K NAIVE VIEW

« Achieve “absolute” security

s

IN REALITY...

= Absolute security is ew

= How...?

= Absolute security is impossible to achievel
L Why. - .? — :3‘

» Good security is about risk ma ement
it

- H@Q of f'\g\LS

_ S)c:s.Sw'\ol[\'\ oV each rigl
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SECURITY AS A TRADE-OFF

» The goal is not (usually) “to make the system as secure as
possible™...

» ...but instead, “to make the system as secure as possible withi
certain constraints” (cost, usability, convenience)

» Must understand the existing constraints S~ CD\NQ_O
= E.g., passwords... u

COST-BENEFIT ANALYSIS

* Important to evaluate what level of security is
necessary/appropriate

» Cost of mounting a particular attack vs. value of attack to an
adversary

= Cost of damages from an attack vs. cost of defending against the
attack

* Likelihood of a particular attack

* Sometimes the best security is to make sure you are not the
easiest target for an attacker...

@
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“MORE” SECURITY NOT ALWAYS BETTER

" i the
* “No point in putting a higher post in the ground when the
enemy can go around it”

* Need to identify the weakest link

= Security of a system is only as good as t
point...

he security at its weakest

= Security is not a “magic bullet”

= Security is a process, not a product

\. COMPUTER SECURITY IS NOT JUST ABOUT
SEQ‘LB‘Jelggon, response, audit

= How do you know when you are being attacked?
» How quickly can you stop the attack?

. Can you identify the attacker(s)?

¢ Can you prevent the attack from recurring?

" ‘ Recover i l

. Can be much more important than prevention

« Economics, insqra_’_:nga,gisk managem%
o ————————— —_— ——

. Offensive techniques

C
v
¥
.

Scanned with CamScanner



COMPUTER SECURITY IS NOT JUST ABOUT
COMPUTERS

« What is “the system”?

» Physical security _ya~2w 2\ 2 <

» Social engineering
- A — —_— LKSQ QDH_\‘%L\V\‘ C. "
2>~ $Bribes for passwords VGl Wens Yo attack

-M <« Q_’.E;i —s Ulees q\-\»qglcw &.‘._hé‘s Ao% Ga Cmcfn\ Pf&_\rb\g’w%\-b

1] LR . . b . O\Ar‘()q.\\( o am
» “External” means of gettin e'1ki“\1formati01¥1(w P and

¥» Legal records
%= Trash cans

C‘SKS dc\k ‘o
Some AL ond shz{ﬂ '

s\\o NY

SECURITY MINDSET

/ﬁ

= Learn to think with a “security mindset” in general
= What is “the system”?
* How could this system be attacked?
» What is the weakest point of attack?
» How could this system be defended?

» What threats am I trying to address?
» How effective will a given countermeasure be?
» What is the trade-off between security, cost, and usability?

®
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SUMMARY

« ) a network
* ‘The system” is not just a com uter oI

* Prevention is not the only goal

" Cost-benefit analysis
" Detection, response, recovery

" Nevertheless...in this course, we will focus o computer

security, and primarily on preven tion _
= If you want to be a security expert, you need to keep the restin
mind

)\

COMPUTERS ARE EVERYWHERE, .

= ...and can always be attacked

= Electronic banking, social networks, e-voting
= iPods, iPhones, PDAs, RFID transponders

» Automobiles

» Appliances, TVs

» (Implantable) medical devices

= Cameras, picture frames(!)
= See http://www.securityfocus.com/news/11
499
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“TRUSTING TRUST”

« Consider a compiler that embeds a trapdoor into anything it

/ compiles
= How to catch?
« Read source code? (What if replaced?)

» Re-compile compiler?

« What if the compiler embeds the tro]an code whenever it

compiles a compiler?
« (That’s nasty...) & jj’ Glom b=
\-fO AOO( Cl\\‘e.‘\)'\(%S)- ,C[;'@ J_&‘—“’*’
_-J“-—‘———’“ & IS ip NS,
V—(\c_ CPP Y E—CI‘PS‘?— ‘
m

\_) bv\t\‘j cXe_ @

“TRUSTING TRUST"

=« Whom do you trust?

- Does one really need t0
» Probably not

» Sometimes, y€S
plex.. and_gssennally_lmpism\bl‘?

« Shows that security is com
1sk/benef1t trade-off

» Comes back{oL

be this Iﬁa_ﬂg_ifl_??

/
N
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Next time:
begin cryptography

. s
— 3

COMPUTER END NETWORK SECURITY
LECTURE z *

- Jonatha nKatz |
Modified By: Dr. Ramzi Saifan
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A high-level survey of
cryptography

GOALS OF CRYPTOGRAPHY

_ * Crypto deals primarily with three goals:
_ "X« Confidentiality
e, Integrity (of data)

PR, . ot
g = \ Authentication (of resources, people, systems)

cu

\:\J

* Other goals also considered
* E.g., non-repudiation — \{ et S, Gends @ reSSece We ol Jeny k-
. ll&ccountal‘nility_> Someoae 15 @sPonsibe %

s A COM ~
. \é’; \- \CV\D\A e Of \.Q\Na,{t_ \ aen Ya 0“\6 ACA| om

G MRS Qa@

EQV‘ Q(L_'\ UW -
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"‘“"‘Mﬂ — Yeegption | — Cipher X (ren-veadable

wesSSag e
Cv\gxﬂﬁ\ ’“&Ssqap_ D\crz\?\ee\ G

CRYPTOGRAPHIC SYSTEMS

: dent dimensions:
Cc‘\ta: : - Chal'actenzed along| three indepen

ey

L e

Q\Wal\w The type of| \ Thw'
_operations use for e number 'of keys_ the plaintext is
 transforming T used Al ~ processed
' plaintextto 0 e e
- ciphertext : : "
et | e - =
T Yy
A b =
R LR g da
Z%--(\.I U -
s R
= kéb‘ ~c
\_,..:.2_-1 oJ_D‘JM :
dy= : i 4
&-i_f—q"' : " QI
bwf\ﬂ A ComPDloyi v \(A [
Q- [ s N 7] L A “I
Yf\c\){(g‘:b\ C}l B ’\‘C«\‘.J (@ Dl/\Z!‘l-{’Y“ _—)\\\J\Lt’ *.\UY\ | o f\,',—,‘\l\
i ) \ ar Texts .
- [} \
Cnch K el v Ko £ Ky ASes -~y IS WS -
DeC YV Ko 5 QQQ \

¥ PRIVATE- VS, PUBLIC-KEY SETTINGS

= For the basic goals, there are two settings:

= Private-key / shared-key / symmetric- -key / secret- key
* Public-key

» The private-key setting is the * ‘classical”

years old) WS of
= The pu}alic—key settin dat?s tq the 19705
)é‘ %L(ewm S{ C\P\,\Qr { )L @)\OL\( C|P)W v
ressane Nov digded Bidide e e bleckee of
e Decie g8
Pladay J -
2 G phec
Block SiZe s alCorhwn . lL@*S Che) — O\lixe
) s \’\ﬂ— %,\Q(d?\.‘uv\ &
L Agente, bc) > G

. /"——_—_‘
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(EY CRYPTOGRAPHY

PRIVATE-]

« The communicating parties share some information that is

(randomy and Secret

» This shared information is called a key

w Key is not known to an attacker

» This key must be shared (somehow) in advance of their
communication

Secrel key shared by © Secret key shared by

sender and recipient sender and recipient
A5 A
3
Transmitted g‘“
ciphertext i
ciphertex
Y= KK, X Y=DiK.Y) |
i .
Plaintext . N Plaintext
input Eneryption algorithm Decryption algorithm sutput

algorithm)

fe.g., AES) treverse of encryption

T0 EMPHASIZE

» Alice and Bob share a key K
= Must be shared securely
» Must be completely random

» Must be kept completely secret from attacker

» We don’t discuss (for now) how they do this |
» You can imagine they meetona dark street corner and Alice hands

a USB device (with a key onit) to Bob

@
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CANONICAL RPPLICBTIONS

' ica
distinct parties commuil

Ol
—As

‘ ver an insecy
ting O Ure

* Two (or more)
network
» E.g.(secure communication)

i . TP : fn over tlme
* A single party who is communicating with itsel

» E.g., Eecure storage |

< )
'\ |
|
——— ’ |{
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SECURITY THROUGH OBSCURITY?

full details of crypio protocols and

- Always assume that the

algorithms are ubli
» Known as Kerckhoffs’ principle

{ '!'_Ee onIZ secret informationis a key)

« “Security through obscurity” is a bad idea...
» True in general; even more true in the case of cryptography

» Home-brewed solutions are BAD!
» Standardized, widely—aCCepted solutions are GOOD!

@
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SECURITY THROUGH 0BSCURITY?

= Why not?
an a
» Easier to maintain secrecy ofa key than

* Reverse engineering
* Insider attacks

= Easier to change the key thaworithm

= In general setting, much easier to share an algorithm than for
everyone to use their own

Igorithm

Private-key encryption
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Functional deﬁnition

Secret Key shared by
sender and rmpienl

C

Secret key shared by
sender and recipient

Transmitted '
ciphertext
- Uil=rred
Y= EKX) X=DIK,Y) |
i f
Plaintext Encryption aleorith ( s Plaintext
input yp Rorithm Decryption algorithm ot
{eg.  AES) (reverse of encryption outpu
algorithm)
)
C\ji*&f“ mts\
Encryptlon C <« EK(\s poss1b1y randomized!

"QrdP}-l

Decryption algorithm: m = DK(c)

Correctness: for all K, we have)/l

D(B(m) = m ) i)

L‘j

i~

cenin @

ENCRYPTION SCHEME SECURITY

» Unconditionally secure 2.5 Acu Canl break b .

- No matter how much time an opponent has, it is impossible for
him or her to decrypt the ciphertext simply because the required

informafion is not there

= Computationally secure o

» The cost of breaking the cipher exceeds the value of the
encrypted information

= The time required to break the cipher

lifetime of the information

W\QAQQ
Y ‘Yo Can L({_‘\ \¥ \g \dav\\qo\\)&, o\A::\r\ fegmu(%%%\%

‘i\p-& need Vesouees
wao = tham N\ Ce

QQt \L\L,\\*-Q

o (;f\ m‘-;‘\ on

exceeds the useful
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MODEL OF SYMMETRIC CRYPTOSYSTEM

A
W )
)2 y Hies o AueSS 4| cryptanalyst 2
%{ = > \L - k “"J
) X
' | Deeryplion oL S
Messaei X Encryplion - 71 Algorithm Destination
ouree " Alporithm ¥ = E(K, X}
' 3
Y
Secure Channel
Key
Source
Figure 22 Model of Symmetric Cryptosystem @

(N2
frevens

CRYPTANALYSIS AND
BR" 'E-FORCE ATTACK

o s Vo ek anfph'tw\ A\&cf'\\-lf\w\

@Crzgtanalysis @ %e attack

» Attack relies on the nature of the
algorithm plus some knowleiqe
of the general characteristics of

theplaintext

" Bttacker tries every possible
key on a piece of ciphertext

until an intelligible translation
into plainfextis obtained
1?11 average, half of all possible
:°YS must be fried to achieve
: Success.
* To supplement the brute-force

approach som
b}
1 e degree of

4 ab
Plaintext {5 nez.uieﬁte expected

» to attempt to d c ific

plaintext or to deduce the key
g being used R s T

o Q\Q:L M%L Si"‘*spl& A‘C&of(»\r\lﬂ\s
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Type of Attack Known to Cryptanalyst

Ciphertext Only * Encryption algarithm
7 | * Ciphertext TKBIIE 2.1
Known Plaintext * Encryption algorithm ' TYPES (OF
* Ciphertext r—’Q
* One or more plaintext-ciphertext pairs formed with the secret ATTACKS
key ]
Chosen };laintext * Encryption algon’thn{ - QH
* Ciphertext ENCRYPTED
* Plaintext messagd chosen by crypianalyst)together with its
corresponding ciphertext generated with the secret key MESSAGES
Chosen Ciphertext * Encryption algorithm r
* Ciphertext

* Ciphertext chosen by cryptanalyst, together with its

corresponding decrypted plaintext generated with the secret
key

Chosen Text * Encryption algorithm

* Ciphertext

* Plaintext message chosen by cryptanalyst, together with its
corresponding ciphertext generated with the secret key

* Ciphertext chosen by cryptanalyst, together with its

corresponding decrypted plaintext generated with the secret
key

R CLASSIC EXANIPLE: SHIFT CIPHER

. T T e S ety
EnC(jP'“D'\ VO UHM »«wqc\(n‘(-’ gﬁb\

Dec rgPHivn Mo C-Y mMoa lny
» Assume thegﬁr?glish uppercaske alphabet (no lowercase,

punctuation, etc.)

» View letters as numbers in {0, ..., 25}
* The key is a random letter of the alphabet AR g DE

. : iti dulo 26 —
Encryption done by addition modu CDELA >

. A l: L
* Is this secure?
* Exhaustive key search

» Automated determination of the key

.. —_—
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T KEY  ogqv og chvat Vg vaic po
) nffu nf bgufs uif uphp abg,
meet me after the toga nartz
bewd Co%'jé’i 1dds 1d zesdd Sdd snfz o,
Qayy| 5 eer ke ydmed =06 mmey ayy,
9 y jbbg ib xcqbo geb gldx Doy
BRUTE-FORCE Lo i s 50 e
8 hzzo hz vaozm OC2 ojby k%t
CRYPTANALYSIS OF | 2 on oo veess s i e
0 fxxm £x tymxk max mhzt itkny
SHIFT CIP .R 11 ewwl ew sxlw] lzw Igys hsjlg
e dvvk dv rwkvi kyv kfxr grigp
- cuuj cu gviul JXu Jewg fghy,
) ptti bt puitg iwt idvp epgi,
15 assh as othsf hvs hecuo dogpy
16 zrrg Zr nsgre gur gbtn Cheq}
17 yaaf vaq nmrigd ftg fasm bmdfg
18 xppe Xp lgepc esp ezrl alcej
19 wood wo kpdob dro dygk zkbdi
20 vanc vn jocna cqn cxpj yjach
21 urmb um inbmz bpm bwei xizhg
22 t1ia tl hmaly ael avnh whyaf
23 skkz sk glzkx znk zumg vgxze
54 rijy ri fkyiw ymj ytlf ufuyd |
2c giix gi ejxiv x1i xske tevxc 1

PHAW PH DIWHU WKH WRID SQ
R )

Figure 2.3 Brute-Force Cryptanalysis of Caem(@

Q’Dl)(

MONOKLPHABETIC CIPHER

» The key is a random permutation of the

al
* Note: key space is huge! pPhabet

= Encryption done in the natura] way

» Is this secure?
= Frequency analysis

\(S> qg(mb Moo o\\)\\q&de C,\P\r»q,(-

\ wened ‘o
W o do Wenkd vo bk i\ V\SNVB o “{_v
23 Vool Vhal Caa \*('\‘:) \ooo w

So) s

0(‘(&

%\ e
) N~

oo v (QIEVLY |
566 - \\'t«j oA WG AL e > . \Q‘i} ' c
W} » ‘5 \\Wﬁ ‘5\ /
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=
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£ 2 E
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= = A x }
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e
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=
?{ v 1 = -4 -
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Figure 2.5 Relative Frequency of Letters in English Text

MONOALPHEBETIC CIPHERS

original alphabet
v——”_——_\

« Countermeasure is to provide multiple substitutes
(homophones) for a single letter

{ Digram] (2 » (=52 & o) 6
« Two-letter combination
Veq, 26%26 U

Ll Most common is th

Sze
Trigra ¥

= Three-letter combination
= Most frequent is the

\Wves

T e
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K
ENOTHER EXAMPLE: VIGENERE CIPHE

: .t ciphel
» More complicated version of shift cIP

ars
» Believed to be secure for over 100 ye

» Is it secure?

ooy ciizg, o

- et NUTY L NI
POLYALPHABETIC CIPHERS) ¢

= Polyalphabetic substitution cipher

« Improves on the simple monoalphabetic technique b using
different monoalphabetic substitutions as one_p(;:lpu )

ce h
the plaintext message eds throug

All these téch’niques-have t
features in comm

- A set of related monoa] habetic

substitution rules is yseq
/ Y

» A key determi whi

he following
on:
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VIGENERE CIPHER

» Best known and one of the sim

plest polyalphabetic substitution
ciphers

» In this scheme the set of related monoalphabetic substitution

rules consists of the 26 Caesar ciphers with shifts of 0 through
25

» Each cipher is denoted by a key letter which is the ciphertext
letter that substitutes for the plaintext letter a

@
_\_

EXANPLE OF VIGENERE CIPHER

= To encrypt a message, a key is needed that is as long as the
\_
message

* Usually, the key is a repeating keyword

= For example, if the keyword is deceptive, the message “we are
discovered save yourself’ is encrypted as:

key:
deceptivedeceptivedeceptive

plaintext: Wearediscoveredsaveyourself
ciphertext: ZICVTWQNGRZGVT WAVZHCQYGLMGI
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VICENERE EUTOKEY SYSTEM

" A Ml@fmﬁpmm@xumeli ©

provide a running key

= Example:
key: deceptivewearediscoveredsav

plaintext: wearediSCOVeredsaveyourself

ZIC V'I‘WQNGKZEIIGASXSTSLVVWLA

= Even this scheme is vulnerable to cryptanalysis
- Because the key and the plaintext share the same frequency
distribution of letters, a statistical technique can be applied

%\l'\%\c«\tr G Pher 18 wot oW Gecure o ernsls Qyécvu\g.,\cﬁ
QAo j%\_\_. . bm&- We \/\Cx\)L e AQ‘., \

\Cne Ve~ DfeCessine, ‘o
e W\ \\Q/\Qlf\f\ DQ e KCQ %ﬁ‘\ (j
oo

ciphertext:

(e e Nerginaf e Kpudo ) @
o ‘(wa.mcé Q“Q\ﬁb§§
S
. RTTACKING THE VIGENERE CIPHER
/- » Let p; (for i=0, ..., 25) denote the ffequency of letter i in English-

/ language text
(+ Known that X p/ = 0.065|

I
i
1

- For each candidate period t, comput _
in the sequence cy, ¢, c,,, ... pute frequencies {q;} of letters

- For the correct value of t, we expe/» .w Pl exk  Mon Al ff;
- For incorrect values of t, we expect 5 pr = cip
i

‘ - 1/2.6 .;)Y'osr '(E\\r\éow\
= Once we have the period, can use fre ke
case of the shift cipher quency analysis as in the

e dos e w700 g
Iy, Cigher V6 ¥ Prguencg o nst i oy 07
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MORAL OF THE STORY?

] LY ]
» Don’t use 'simple” schemeg

» Don't use SChemes th .
at you desi
» Use schemes that ot gn yourself

analyzed... her people have already designed and

_

£ aSSume Ken \t«cskln = ¥ al Sl C(P}\Qp/ Ped & G Yor =k

\L\%ef \n C\@\c«” Lext .
W %
5’ 2 0068 He Ko Nenghh <

\- © Q\SL Kea \Q'\S‘:‘_\(\ ? \ (;SS‘-\& h’\c\v\d
R ASHA \Qm\w‘ L w\‘\i“&\f\
( Q 0 Mnb (B |
©, L, 4.6, - . E(i[, C/“\ Q_\ \i"%
‘ A\ Q \‘
b Y e BT, W e ?rcub Cis Ye .
: g
ZZ rCr—= S
L’_‘\"‘ ".\} AN N EOIE )
‘\.’o -\ -
&C\')_)

A FUNDAMENTAL PROBLEI

—’—""_’-—’_—\__

* A fundamental problem with “classical” cryptography is that no
definition of security was ever specified

= It was not even clear what it meant for a scheme to be ‘“secure”

* As a consequence, proving security was not even an option
* So how can you know when something is secure?
* (Or is at least based on well-studied, widely-believed assumptions)
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SECURITY GOALS?

« Adversary unabl .
T Good, but is it enough

o an rmation at all about the
o determine = - i

info
P

« Adversary unable t
laintext
= Formalize?
= Sounds great!
= Can we achieve it?

CMSC 414
Computer and Network Security

Lecture 3

Jonathan Katz
Modified by: pr, Ramzi Saifan
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Perfect secrecy

teediatuttndhig
bl QC’S\'E\OV\Q | Secure

<_\

Defining secrecy (take 1)

* Even an adversary running for an unbounded

amount of time learnd nothing about the
message from the ciphertext

~ (Except the length)

* Perfect secrecy

* Formally, for all distributions over the

message space, all m, and all c:
jr[l\/l:m | C=c] = Pr[M=m]

— Means C\P}Wf "Q(k' a"\)l_: Ne
?‘B \)‘v\\'\, \ \E‘LHQCI{U’_ ) \'\‘QO(N\O\-Hbf\ at g)) %
o C;;;:esrn;xb . whouk te Plain b eat,

——— "‘\E_S&-xg& Ui?/u
S’P&Cncigw'-ssqse.
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e

e+ The key is-atrul

-time pad?
Propertiés of t/J
*(Achieves perfect Swwerfm) can

e
att
—No eavesdropp?rfgrmg,'cion _\MDQI.S_Q@—‘Le—r about the

determine any IN

laintext :
. wapsa(;r;\z(loped by Gilbert vernam in 1918,

» (Stream ciphel: The mwas
a binary string.

dom sequence of 0s ang
1’s of the s length as the message. '

_—+The encryption is done by XOR the key and

the message.

S sk bum@@ﬁ < kable

— 46 be_ \arub (Ondom 4:&{ c \ )
ange g

anven tle boibs bo o —EbE

Pg'\o":'\;\):/& >SPle=1 :ZQL_
G=mi @K .
. vers Why OTP is perfect secure?

rG’T)

my

B>

> L

= CA\ @K\

» The security depends on the randomness of
the key.
e In cryptographic context, we seek two

fundamental properties in 3 binary random
key sequence:

. - bugngeld(;ftﬂaglg)gét}cz probability of a certain bit
all previous bits. qual to % even if you have

— Balanced (Equaql Distribution ):
* The number of 1’s 34 0’s Shou.|d be equal

/

4
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« the probability of a key bit being 1 or 0 is
exactly equal to %.

Mathematical Proof

» The plaintext bits are not balanced. Let the
probability of 0 be x and then the probability

of 1 turns out to be 1-x.

* Let us calculate the probability of ciphertext

bits.
. AN\QY/
Mathematical Proof h S
%
m k; prob.| ¢  prob. |
prob.
0 x| 0w |(0) 1wy
0 x| 1 w1 2 x
1 lx | 0 %> | 1 %(1-x
1 tx |t v [0y %(-y

*  We find out the probability of a ciphertext bit
being 1 or 0 is equal to (Y2)x + (£)(1-x) =@
Ciphertext looks like a random sequence.

He _Q.“;Lef\.éx\, gkq‘)q_ omc} Conbent c\ot&y\f\, C\e,PenA ona Bhe me g

i

|
h\-k
| :

ge |
da)

=TS —
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Disadvantages

* (Essentially) useless in practice...

— Lang key length
—~ Can only be used once (hence the name!)

—(Insecure against known-plaintext attacks)
— Key distribution & Management difficult.

* These are inherent limitations of perfect
secrecy -

M
A computationally Sécure scheme

* A pseudorandom (humber) generator ( PRNG)

IS a deterministic function th
at takes g¢ ;
seed and outputs a string SRl
.\

* If seed chosen at random, oy

© tput of th

) should IOW” (i.e., bewm
S ule OwE{% qclj

TSeudo ROV\CBQMP\\)MM\\Q*;S/CEKIK% S aSeed [

____> Qenerake \Q’_Q L. \QMQH‘ :O“QJ\QLQP
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Notes

* Pseudo-randomness must be indistinguishable
from random for all efficient algorithms

— General-purpose PRNGs not sufficient for crypto

» Pseudorandomness of the PRNG depends on
the seed being chosen “at random”

— Note in particular that if a seed is re-used then the
output of the PRNG remains the same!

— In practice: from physical processes and/or user

behavior e
( .
Ken- 1 o0 ol (PP, O
?‘8 % Q;C) A \ g,iuj O A)
{Iz\\\(z ‘ la (}LSL\\ S &{d \Son /;g—\\\\w =
Su_cx : m%wm+ \ ¢
\\b ?@‘Q = k&U J \O == Sq"’L X /

v W)
3 C>C\°é C\é}mf / __> C
<__adei) M2 Lo" by

Computational secrecy
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Computational secrecy

* We can overcome the limitations of perfect
secrecy by (slightly) relaxing the definition

* Instead of requiring total secrecy against
unbounded adversaries, require secrecy
against time-bounded adversaries except with
some small probab///ty |

—E.g, sécrecy for 100 years, except with probablhty
280 _, Gy

- He e i1

%The take-home message

. Weakening the definition slightly allows us to .
construct much more efficient schemes!

e Strictly speaking, no longer 100% absolutely &
guaranteed to be secure '

_ Security of encryption now depends on security ol
building blocks (which are analyzed extensively, -
and are believed to be secure)

_ Given enough time and/or resources, the schem®
can be broken ]
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1 )
ta

: Block Cipe;s and the Data
: Encryption Standard (DES)

Modified by: Dr. Ramzi Saifan

£} Block ciphers

¢ Keyed, invertible

key space, large block size :
* Eapele s gl ke

¢ A block of plaintext is treated as a whole and used

to produce a ciphertext block of equal length

"+ Typically a block size of 64 or 128 bits is used

- ' # The majority of network-based symmetric
 cryptographic applications make use of block

ciphers
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Data Encryption Standard (DES)‘

E
3

¢+ Developed in 1970s by IBM / NSA / NBS

— Non-public design process P ey 3
Ze

A7

¢ Block size = 64-bit input/outp@

: , 54
¢ Key size = 56 bits out of a 64 bits Yeyse =2
— One bit in each octet is a parity-check bit

. Wa§ the most widely used encryption scheme untj|
the introduction of the Advanced Encryption
Standard (AES) in 2001 ]

¢ Proposed the use of a cipher that alternates
substitutions and permutationg

Is the structure used by man
symmetric block ciphers ¢y

Y Significant :
Irently in yge.

|
'
|
%
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gous'm o\ .
\G@? 3 e grmerate Qound

+ Block size

Larger block sizes mean greater
security but reduced
encryption/decryption speed for a
given algorithm

e Key size
— Larger key size means greater
security but may decrease

encryption/decryption speeds

'+ Number of rounds
_  The essence of the Feistel cipher
is that a single round offers

inadequate security but that
multiple rounds offer increasing

security
+ Subkey generation algorithm

_  Greater complexity in this
algorithm should lead to greater

difficulty of cryptanalysis

OQutput (plaintext)

RDy=LEg | LDy7=REy

Input (plaintext)

Round 16

Raund 15

Round 1S
Round 2

LDg=REj, | RDa=LExs

Input (ciphertext)
—_—

Quitput (cipbertext) Q
—_—

Figure 33 Feistel Encryption and Decryption (16 rounds)

Feistel Cipher Design Features

¢ Round function F
_  Greater complexity generally
means greater resistance to

cryptanalysis

+ Fast software
encryptlon/decryption
In many cases, encrypting is
embedded in applications or
utility functions in such a way as
to preclude a hardware
imp]ementation; accordingly, the
speed of execution of the
algorithm becomes a concem

+ Ease of analysis
_ Ifthe algorithm can be concisely
and clearly explained, it is easier
to analyze that algorithm for
cryptanalytic vulnerabilities and
therefore develop a higher level 0
assurance as to its strength
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eistel Example 7 [

Encryption round Decryption round

F(03A6,12DE52) @
[F(03A6, 12DES2) ©DETF]
DE7F 036 03A6 = DE7F

et i e
g V0 T 0 B S S AT € R S e

Round 15

12DES2

Round 2

0346  F(03A6, 12DES2) ©DETF F(03A6, 12DES2)@DETF 0346

Figure 3.4 Feistel Example

64-bit plaintext

F«—/\\’ﬁ 64-bit key
¥

= Inilih!Pe:l'niulal_inn .
A

A'56

v
. Ky 4 = — y
C Round 1 Mmuk’d Choice 2 : Left circular shﬂ
- :

; > 48 (7 : |
( Rou."d 2y 2 Permuted Choice 2. Left eircular shify ' ‘
s . U5 I B :' 3

¥ s Encryption 2

Ky 48

i ( lgoundiﬁ_ .

(i f3z-bi': swap )

Permuted Choitle 2 L:cﬂ cir(;ul.-i' shif
S ! - l 3

2 Al gorithm

64 bits
v

Inverse [nitial -
- Permutation = - -

\_’-—V—g

64-bit ciphertext

Figure 3.5 General Depiction of DES En(‘ryptim
n

Algorithy, : R
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‘Orn\tlﬁ—OfOL <\ V! Q&P%Qb\e t“jS
ComPuYe Con Qo \ Aec /e 7 5‘

\ \P
Round Function Seal 2 on oveg

Half Block (32 bits) Subkey (48 bits)

1
L : &*Polso“

S %% h -
bxe —. 7 T T i
S1 || S2 i S3 S411S511s6 S7|/s8| —= Ei&i e
Uxg — NO'\-\\'Y\QQN,
G:f\A g\w i A
— k a U\k G
L P QQQFM\A‘C\L—\ C)f\)
verage Time Required for Exhaustive Key
I Search
:_ Number of Time Required
Key size Altef native Time Requiyed . ]:
(bits) Cipher Keys decryptions/s ™ | decryptions!s g
56 - 1 .
56 e 236 =72 285 ns = 1.125 years -—hg—
— 1016
_ e — —
AES ) (2128 =34x  |212Tms=53x1021 |s3x1017
128 . . »
1038 Vears Vears
ek Triple DES | 2168 =37x  [2167ns=53x1033 |55 %1029
1050 Yeurs years
192 AES 2192 =63x |2191ns=98x1040 |95 1036
1057 years | years
256 AES 256 =12x | 2255ns=18x 1060 | 18 x 1056
1077 yaars yaars
26 characters | Monoalphabetic [ 26'1=4x 1026 |2 x 1026 ns =63 x 6.3 x 106 years
(permutation) 109 years il
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Block Cipher L %
Design of Functio F

Design Principles;

i have
¢ The heart of a Feistel The algorlthm should ' good
block cipher is the avalanche properties
function F

¢ The more nonlinear F,
the more difficult any
type of cryptanalysis
will be

~+ TheSACand BIC |
~ criteria appear to ! 3

strengthen the | States thatany output  States that output

effectiveness of the = bitj should change with J and k should chayy

confusion functi L@ probability 1/2 any ~Incependently wy

ontusion function ? single input bit i is any smtglg nfnput bitj

. : ; foralli.i inverted for allj ;

Y A\\ O\\O\“CLQ, C/’((l—{’/f('q wnerted foralil ) and k 2
C\f\wwje, UQ Otv\j bt in k-LL "“P"‘B

=K Q\I\waje, any Voiig i b RN

w
~

Concerns about DES

¢ Short key length

— Does not mean

security depends on desired
¢ Short block length
S— Repeated blocks happen “too frequentl .S
' —Or(?lzigle:: ?;itvlvcal) altacks have bee '
public discove?ygo DE Csignery 15 ;ai(;l;)r;?ore
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\'<‘Q"S . 5 E\ \\\\ A 2“2
>6 \3?2 - 12 i B i e the_(
Sa —_— © Ca

Double DES e

Oon GUQ_(‘QjL \"ﬁ

4
@\\l&“ P&\( "-S;‘ (P\O\V\ 2 thh‘.)(k') 9

. ot ) D (
QD&&L%\» \«\Lgp\mr Fexe usn o o e\gza\lg\g - (ﬁc el P Ea D\q( D

@ Enc%?\~ M \xg‘,\3 o\ (a) DOUble EMign ~

et &

N—"

Bbgg \(D b4 ’ . — < : '
\ \ \(, \Qe_:-\] > \ r‘\h\ N g -

S
Meet-m-the-Middle Attack
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. _he-middle attack is
meet-1 ﬂxl;ith three different

eys _ ost of the meet-in—‘(hg—middle attack to
. '751}12? {Jslllgig;tigeb%yond Wha't ‘iS P; 31‘{3:; gt OF
" 56 %l i—df ggg?tcskv%{l]ifgg%r;ylgbe somewh_at1 élré\rzlvclf}lg}tfion
. :1165 };n alternative’Tuchman pI‘OPOSed a trip

method that uses only two keys

i ' 1lar
I keys 1S a relatively popt |
aﬁgrEnSat?xfrlg}[cEvg)ES gnd has been adg?gc{% flo7r :rslg llns ,
the key management standards AN :

8732

(b) Triple Encryption

Figure 6.1 Multiple Encryption
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Triple DES with Three Keys

Many researchers no
w feel that three-key 3DES ;
the preferred alternative yIPEs

-‘ o | e, ". -y -y
Three-lay SRS ey
o ;Ff‘nc-ﬂv;.. leean

e oo it B K SRR AR

laugth af 164 biggad . €= E(K; D(K,, E( Ky Py)
S AN

e RPN

Back ard
comoztinility vriih
; (‘"1~". o i < e 4 = =
E DES i3 et vidad by K3=K;orK, =K,

1 1%

<3 B
RV IDUIHIBA !
i SR 2 - 1
et S R e S /

A number of Internet-based applications have

adopted three-key 3DES including PGP and
S/MIME

Next 1s AES

e
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candi ir of Keys
(a) Two-key Triple Encryption with Candidate Pair
a WwOo-

. B; key I

(c) Table of intermediate
values and candidate
keys

{b) Table of n known
plaintext-ciphertext
pairs, sorted on P

Figure 62 Known-Plaintext Attack on Triple DES

Advanced Encryption
Standard

Modified by: Dr. Ramz;j Saifan

Scanned with CamScanner
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4 Why AES?

¢ Symmetric block cipher, published in 2001
| ¢ Intended to replace DES and 3DES

DES is vulnerable to multiple attacks Lﬁp ]
‘ N

3DES has slow performances

= NIST Criteria to Evaluate
Potential Candidates

¢ Security: The effort to crypt analyze an algorithm. |
ould be practical in a wide

o Cost: The algorithm sh
range of applications.

¢ Algorithm and Implementation Characteristics :

Flexibility, simplicity etc.
5 final candidates have been chosen out‘o]_’_{ 5
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{
Plulntext = 16 bytes (128 bits) Key . 41 Iytey ;

o 0 0 O ‘
A Key
]"l'(‘u"I[ Nllu::. Round 0 key (M byles)
(16 hyte (16 bytewy
_...} [ il tewnstormution |
State nfter =
Initiul 2
tranaformatlon i
(16 hytes) &
;l‘
Round 1 Round 1 key 8
[ ] (4 transformations) (16 bytey) g f
Encryptlon 4
"] 3
Round 1 < i
output stule 4
(16 bytes) 4
rocess - |
_ =t . :
I
Round N —1 Round N - | key 1
(4 transformuations) (16 byten) i
Round N -1 [T
output state E {
(16 hytes) - |
Round v key
Round (16 bytes)
-%> (3 transformatlons) A 4

Final state
(16 bytes)

No ol

rounds

—_—

S—>

Figure 5.1 AES Encryption Process

BN
Cipehertext - 16 hytes (128 bits) R

ing | ing | ing,

Y §| 5 Ry 5 ‘

00 701 ] So2 | 5oy 500 | So | So2 | 5y, outy | outy | outg |out,y|

ins | ing | in S0l S | sip | s ; i
S Rl B RN K S| S $i2] 5,4 outy | onts | outy lout,y| |

X . 3 =] =— e LTS . —] — i
ing Myg | 1y Su, 3'2'| IZJ .\‘:_‘ |

520 [ S21 | 522 Sip

outy [ onty loutygloutyy| |
ing |iny |ingg

530 | 501 [ $32 | 535 outy | outy fouty, |ontys

Wi | V3| |

W ',\J (b) Key and €xpanded key

T

e el S

B
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Convert to State Array
Input block:
0]4]8 |12 .So,o 86,1 So,z So,s
0 ! 5 9113 5 | 61T 8 S1.0 S1,1 51,2 S1.3 4115
i 611014 S2’,0 Sz,’i 52,2 3.2,3
L 119 S30/S5.1|S32[S55
& Table 5.1
: AES Parameters
8| Key Size (words/byteshbits) 4/16/128 6/24/192 8/32/256
Z5A] Plaintext Block Size (words/bytes/bits) | 4/16/128 46128~ | 4/16/128
Number of Rounds 10: =\ 12 =13 wb ‘=’1.5
Round Key Size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Expanded Key Size (words/bytes) 44/176 52/208 60/240
* RO\Ans O
l
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Key
(16 byles)

Plaintext
(16 hytes)

— w0, 3]

Add round key

Round 9

' Round 1

T
Round 10

Cipherteat Ciphertext
(16 hytes) (16 hytes)

(a) Encryption (b) Decryption

Figure 53 AES Encryption and Decryption !

Detailed Structure

The key that is provided as input is expanded into an array of forty-four 32-bit
words, w/i]

L Boguediflaeent s

Eon e

| « Substitute bytes —uses an S-box to perform a byte-by-byte substitution of the block
; « ShiftRows — a simple permutation
{ « MixColumns — a substitution that makes use of arithmetic

fi

|

i

Can view the cipher as alternating operations of XOR encryption
(AddRoundKey) of a block, followed by scrambling of the block (the other thre¢
stages), followed by XOR encryption, and so on

£
f
¥

Each stage is easily reversible : I

The decryption algorithm makes use of the expanded key in reverse order, il
however the decryption algorithm is not identical to the encryption algorithm

Final round of both encryption and decryption consists of only three stages |

Scanned with CamScanner



State ey

SubBytes [sl] [s\] [s]

State 1 | I

Al

ShiftRows

< 3 i

State | S| 1

\ l/ |

MixColumns M _]
State 1 | I I I
Ty ry ry re

AddRoundKey \69 \69 &EB \EB \EB \E

State =T I I I I

Figure 5.4 AES Encryption Round

% Missed g1
' AddRoundKey CANReg by 17, 05
e e L
¢ XOR each byte of the round key with its =T

corresponding byte in the state array L.
Tasog
—=l4

-

(%)
o Y
U/J
2}
o
w

l:iovj

g 0.2
% L1B1,[S, s = So1
2 5,,|S 1 e o
é:(ﬁl_;'-z S"2'3 Rog— poz|Ros :,Oss ..°.°f23:‘,"3
Sél 32{933 R'1;‘cR1,1 2 R1s S1 _ls}§1,2$1,3
= QB85S0
e RafR, RacfRas 357, Fasdas
Ao Sa—'32S:4
| Ra—Ra2|Rss 57—
i Ry -
|
T
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* Replace e T e/in the state array with its

corresponding value from the S-Box

0i2§4|56789a|7bcd‘3§f
€| 77| 7b| f2]|6b] 6| 5| 30| 01| 67| 2b | fe a 76

| 82 | c9 | 7d | fa|[50] 47| £0 | ad | d4 | a2 | af | 9c | ad | 72 | co|
fd | 93| 26 | 36 3f) £7 | cc | 34| a5 | e5 f1]| 71| d8 31__—1}%
84

0
—

2]

|31 04| 7| 23 o3[ 18|/ 06] 05| 9a| 07| 12| 80| e2 | eb | 27 | b2
2109 | 83 [ 2c| 1a | ib||6a] 5a| a0 52| 3b| d6 | b3 | 29 | e3| 2t

21 531 d1 [ 00 [ ed | 20| | BL| 55| 6al cb | be | 39 | 4a]| 4c| 58| ot
| 21 40| ef | aa[ b | 43|44 33| 65| 45] £9] 02| 7£] 50 | 3c | 9| a8
71 51| a3[ 40 [ 8f | 92|/ od| 38| £5 | bc | b6 | da| 21| 10 | ££| £3 | a2
8
9]
3
B
B
4
e
£

1 ©d| Oc | 13| ec | 55|57 44| 17| c4 | a7 | 7e | 3d| 64| 54| 18| 73
60| 81| 4f [ dc| 22 || 22| 90| 88| 46| ee | b8 | 14 | de | 5e | Ob db
el | 32| 33| 0a 49 || 06| 24| 5¢c| c2 | d3 | ac| 62| 91| 95| e4 | 79
e7 | e8| 37 [ 6q Bd ||d5| 4e | a9 | 6c | 56| f4 | ea | 65 | 7a | ae 08
ba| 78| 25 [ 2e lc||aé6|| b4 | c6| e8| dd| 74| 1f | 4b | ba 8b | 8a
70 3e | bs 66 | 48 [| 03 f6 | 0e| 61| 35| 57 | b9 86 cl 1d | 9e
el | f8| 98 [ 11| 69 ||as| 8e| 92 9b le | 87 | eS| ce | 55| 28 | af
Bc.: al 89 0d | bf ([es]| 42| 68 41| 99| 2d| of | bO 54 | bb | 16

| e v |

Scanned with CamScanner

(a) S-box
0T T[T 2T3T 47157 T3 fﬁJ\—n 7 . E

0 [ & 7C[77 [ P e o > HLT? 2ICTD
I [CAT 8 [C9 [ 7D [FA[ 59 | 47 | B0 [ AD [ Do L3 R
2 [B7[FD] 93 [ 26 [ 36| 3F | 7 A Era e AF | 9C | A4
3[4 CT| B3 [C3[ 18 [9% TWTTT FL [ 71 [ D8
4 [09 [ 8 [2C|TA[ 1B [ 6B T“AO—:-TTTO_ E2 [EB | 27
5 [ 53] DI]00 [ED[ 20 [ FC TTH“@* | D6 | BI[29 B3
6 |[DO] EF[AA[FB | 43 [4D 3T‘E“F&-£ 39 | 4a4C
LI IS A3[40 | 8F[ 929D TTT“B(?"BTS"E— TF 50 [3C
8 [CD[OC[ 13 | EC| 5F [ 97 [ 47 —W—E-Tﬁ__%_ 21 |10 | FF
9 [60] 81 |4F [DC| 22 [2A ] 50 W—%_.,E_iqo 64 | 5D
A E0| 32 [3A[0A |89 | 06 [ 205 -@--B'ijff_ 4 [DE | 3E
B | E7| C8| 37 | 6D | 8D [ D5 ‘@-@—T.ﬁ_ | AC| 62 [ 91 [ 95
C |BA| 8| 25 [2E| IC [ A6 WTE\SQ‘ | F T FA [ & [7A
D |70 [3E[B5 |6 | 80T | ppietoo]| 2% | IF [45 [BD
E [EL| F8| 98 [ 1T [ 6 [D9 | 3E [0 [opt—ol 37 | B9 [ 86 [ CI
F [ 8C | AL[8 [ OD | BF 5—6-77"6?@ | LE | ST B [CE[ 55
L2 [ D or[m %]

A




' Q—"’L’p'))l’ @’ Z"/‘ ~L

() Inverse S-box ]

O | T T2 1374567 TE TS TATE [ [E]T
(1’ gé OEi %\ DS {30 |36 [ A5 [38 [BF [0 [A3 [OF |81 [F3 [ D7 [FB.
o R s 83 OB [2F |FF (87 [34 |8E |43 |4 |C4 |DE [E9 |CB
A E 32 A6 [C2 [23 |3D [EE [4C [%5 | 0B [42 |[FA[C3 [4E
e ?1 |28 |DO |24 [B2 [76 | 3B |A2 |49 [6D [8B | DI [25
{ 6 |64 |86 [68 |98 [16 |DI [AT|35C [ CC 5D |65 [Bo [9%2
5 9:)2 70 |48 |50 [FD [ED | BO |DA [SE [ 15 [46 |57 | A7 |8D [ 9D [34
6 D8"|'AB |00 | 8C [ BC [D3 [0A [F7 | B4 |58 [05 |BS B3 45 |06
o |7 DO | 2C |TE §8F [ CA[3F [OF |02 |CI AF [BD (03 |01 |13 |8A [6B
g [3A [9T |11 [41 |4F |67 |DC [EA [97 [FZ [CF |CE |F0 | B4 [E6 [T
5 [96 [AC |73 |22 [E7 [AD |35 |8 [EZ [ B9 |37 [I8 [IC |75 |DF |6E
A {47 [TT [IA [7T [ID | D [C5 |89 [6F | BT |62 |OE [AA[T8 | BE |IB
B [FC [ 36 [3E [45 [C6 |D2 [79 |20 |JA [DB|CO [FE |78 |CD|5A [H
C |IF | DD [A8 |33 [88 [07 | C7 [31 [BI 77 (10 |59 :27 |8 |EC]|3E.
D [60 |31 [7F [A9 [ 19 |B5 [4A [0D [2D |ES [7A [9F |93 C9 [9C | EF_
"E |A0 |E0 [3B [4D [AE [2A | B B0 [CS [ EB [BB [ 3C |83 |33 | |6
~F |17 [ 2B [04 |7E [BAJT77 | D6 |26 ET [69 |14 |63 |55 |21 JOC 7D
S-Box Rationale
¢ The S-box 1S designed to be resistant to known
cryptanalytic attacks
.. ' asa
+ The Rijndael developers sought a design that %,t
low correlation between input bits and ogtput 1tS
and the property that the output 18 not a liear
mathematical function of the input

R
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(a) Shift row transformation

AES Row and Column Operations

ShiftRows

¢ Last three rows are icyclicalli shif‘tg@

I]
-

o n O SR en B it
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Shift Row Rationale

On encryption, the first 4 bytes of the plaintext

are copied to the first column of State, and so
on

The round key is applied to State column by
column
e Thus, a row shift moves an individual byte from

one column to another, which is a linear distance of
a multiple of 4 bytes

Transformation ensures that the 4 bytes of one
column are spread out to four different
columns

(b) Mix column transformation

Figure 5.7 AES Row and Column Operations

(Figure can be found on page 144 in textbook)
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MixColumns

:

rmation 1o each columy

|
|

¢ Apply MixColumn transfo

Mix Columns Rationale

—

¢ Coefficients of a matrix based on g linear code
with maximal distance between code words

ensures a good mixing among the bytes of each
column

¢+ The mix column transformatiop ¢
~ the shift row transformation ensur
~ few rounds all output bits depend

mbined with
€s that after a
on all input bits
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RoundKey Transformation |

The 128 bits of State are

bitwise XORed with the > P 1 S
128 bits of the round Ratlona Covu

key

3

;i\g.f‘.

,‘,,
(Y
o

Operation is viewed as a
columnwise operation
between the 4 bytes of a
State column and one

word of the round key The corap!
sy e

iy of the rg
wiising oli

e Can also be viewed as a

byte-level operation e
State matrix
o at beginning
of round
I tS —‘Jr SubBytes
B S-box
fO r ShiflR(;si
Single
ln g 02 03 01 01
01 02 03 0|| mj
or ol 02 03 |
03 01 0l 02]
MixColumns matrix Round
d L
RO u n XOR — Addl‘loun' Key [ —
State matrix
. , atend
of round
Constant inputs Variable input
Figure 5.8 Inputs for Single AES Round
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Uy
S ) QQJQ. e / {
Vi anSlOﬂ :
T AES Key Expansi” s

byte)

Takes as input @ four—w0fd7(61)6by§[zs .

linear array of 44 words. (1 o poyword 10 und key for the initig)
. Xgﬁéi)zﬁgfg;;nztig fn\gizgh (())f the 10 rounds of the cipher

o the first four words of the expanded

Key is copied int
key

e The remainder of the expan

time

Each added word w[i] depends
preceding word, w/i— 1/, and the wor
back, w[i— 4]

e In three out of four cases a Simp

« For a word whose position in the w array 1
more complex function 1s used

ded key is filled in four words ata

on the immediately
d four positions

le XOR is used
s a multiple of 4, a

2= Expansion L ’j@ 8| B, 5, [ By

Figure
.- 59 AES Key Expansion

ko | ks | kg | k12 "
ki | ks | ko [ K13
: ky | ke | kyo | K1g
£ ks | ko ke | & 4
< AES 3 | k7 [k | ks B, | B, | B, | B:

ik

Wa | W5 We | wy
N r

) 4 e
(\‘ ch ‘;,‘,m

(b) Function g

(2) Overall algorithy,

.
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¢y Expansion Rationale

The Rijn@ael developers designed the expansion
key algorithm to be resistant to known
cryptanalytic attacks

In.ch.lsion of a round-dependent round constant
eliminates the symmetry between the ways in
which round keys are generated in different

rounds

Key Words Auxiliary Function
w0 = 0f 15 71 c9 RotWord(w3)= 7f 67 98 af = x1
wl = 47 d9 e8 59 SubWord(x1)= d2 85 46 79 = yl
w2 = 0c b7 ad dé Rcon{1l)= 01 00 00 0O
w3 = af 7f 67 98 yl @ Rcon(l)= d3 85 46 79 = zl
wd = w0 @ z1 = dc 90 37 b0 RotWord(w7)= 8l 15 al 38 = x2
w5 = w4 @ wl = 9b 49 df e? SubWord(x4)= Oc 59 5¢ 07 = y2'
w6 = wb @ w2 = 97 fe 72 3f Rcon(2)= 02 00 00 00 *
w7 = w6 @ w3 = 38 B1 15 a7 y2 @ Rcon(2)= 0e 59 5c 07 = z2
w8 = wd @ z2 = d2 c9 6b b7 RotWord(wll)= ff d3 c6 e6 = x3
w9 = w8 @ w5 = 49 80 b4 Se SubWord(x2)= 16 66 b4 8e = y3°
wlD = w9 @ wéb = de 7e c6 61 Recon(3)= 04 00 Q0 00 ; X
wll = wl0 @ w7 = e6 ff d3 c6 y3 @ Rcon(3)= 12 66 b4 8e = z3
wl2z = w8 @ 23 = c0 af df 39 RotWord(wl5)= ae 7e c0 bl = x4
wl3 = wl2 @ w9 = 89 2f 6b 67 SubWord(x3)= e4 £3 ba c8 = y4
wld = wl3 @ w10 = 57 51 ad 06 Rcon(4)= 08 00 00 00
wls = wld @ wll = bl ae Te c0 y4 @ Roon(4)= ec £3 ba ¢8 = 4
wle = wl2 @ z4 = 2c 5c 65 fl RotWord(wl9)= 8c dd 50 43 = x5
wl7 = wl6 @ wl3 = a5 73 Oe 96 SubWord(x4)= 64 cl 53 1la = y5
wl8 = wl7 @ wl4 = £2 22 a3 90 Reon(5)= 10 00 00 00 :
wl9 = wl8 @ wl5 = 43 8c dd 50 y5 @ Rcon(5)= 74 ¢l 53 la = z5
w20 = wl6 ® z5 = 58 9d 36 eb RotWord(w23)= 40 46 bd 4c = x6
w2l = w20 ® wl7 = fd ee 38 7d SubWord(x5)= 09 5a 7a 29 = y6 -
w22 = w21 @ wl8 = O0f cc 9b ed Rcon(6)= 20 00 00 00
w23 = w22 ® wl9 = 4c 40 46 bd y6 @ Rcon(6)= 29 5a 7a 29 = 26
w24 = w20 ® z6 = 71 c7 4¢c ¢2 RotWord(w27)= a5 a9 ef cf = x7
w25 = w24 @ w2l = 8c 29 74 bf SubWord(x6)= 06 d3 df 8a = y7
w26 = w25 @ w22 = B3 e5 ef 52 Rcon(7)= 40 00 00 00
w27 = w26 @ w23 = cf a5 a9 ef y7 @ Rcon(7)= 46 d3 df 8a = 27
w28 = w24 ® z7 = 37 14 93 48 RotWord(w31l)= 7d al 4a £7 = x8
w29 = w28 @ w25 = bb 3d e7 £7 SubWord(x7)= £f 32 d6 68 = y8
w30 = w29 @ w26 = 38 d8 08 a5 Rcon(8)= 80 00 00 00
w3l = w30 ® w27 = £7 7d al da y8 ® Rcon(8)= 7f 32 d6 68 = 28
w32 = w28 ® z8 = 48 26 45 20 RotWord(w35)= be Ob 38 3c = x9
w3l = w32 ® w29 = £3 1b a2 d7 SubWord(x8)= ae 2b 07 eb = y9
w34 = w33 @ w30 = cb c3 aa 72 Rcon(9)= 1B 00 00 00
w35 = w34 ® w32 = 3c be 0Ob 38 y9 ® Rcon(9)= b5 2b 07 eb = 29:
W36 = w32 © 29 - £d 0d 42 cb RotWord(w39)= 6b 41 56 £9 = x10
w37 = w36 ® w33 = De 16 e0 1lc SubWord(x9)= 7f 83 bl 99 = yl0
w38 = w37 ® w34 = c5 d5 4a 6e Reon(10)= 36 00 00 00
w39 = w38 ® w35 = £9 6b 41 56 yl0 @ Rcon(10)= 49 83 bl 99 = 210
Wi0 = w36 @ z10 = b4 8e £3 52
w4l = w40 ® w37 = ba 98 13 4de
w42 = wil ® w38 = 7f 4d 59 20
wdl = w42 ® w39 = 86 26 18 76
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/"A’fi;l-'/— M'u_Columng ;
: A | gunows RCRE L
W}E&ﬁs’"
-’Tﬁ'?e,ﬁ’ 59 94 57 75 |
0T 8 e 4 »/sﬁ?’f”a ge 16 51
oe b £0 4 8e
oo 2820 ad | a2 c6 9 7% | 9p e 2% 74 |2d c5 1252
do 6 9b €5 |27 o4 b1 cl 0b co|
74 c7 €8 2a [511 74 de’ﬁﬁb—’b—f— £3 8b 07
70 ££ €8 72 34 o bE [42 150000 |ba 1f 6a c3
SRR R
T 72 a2 64 g 18 67 €2 |7 05 14 (@3 11 fe 0F 7o grpiy
v 34 31 12 83 14 d2 22 a3 52 4a £f 3b 44 06 73 | sc 73 2
M O ot B e EE | 86 57 93 5% | 20 b 62 37 |es te gy e
e se a2 50 5 as c6 7a £1 7% |19 b7 07 ec | 51 o 50 g8
15 dc da 29 2 92 6 7a de 36 £3 3w T A
;6 74 ¢7 bd 6 £3 93 de 1 8d fe 29 83 e8 18 ba |94 ¢q ¢ e
e e
78 b4 0C g5 9a 3 78 87 € b 10 Oa f3 |eb 7d ey
SRinliiun @i sy
ae a ob 30 £ do 2 €129 o
e8 21 9; ;"; 70 £4 lg gg 6f 48 2d ;3 ;49 83 18 52 |[dc 14 :f::
T 06 a1 £a |72 6f 65 aa |65 44 37 94 |94 cd 43 b |2 be gy o
b3 20 be 65 | 37 b7 s 2¢ |28 0 e Ta <0 B0 [ 37 i
50 6 o7 4o | 63 3¢ B e 2 a9 35 |0c 50 53 <7 |14 3g o
00 S o1 85 | 67 a’ 76 a9 |99 a6 dg 8 | 3b d7 00 ef |93 ¢y anl
Bo £9 o5 e5 |35 99 68 of |68 0f 61 2 | b7 22 72 e0 |40 ¢ B4
gg £7 £7 0 | 61 B0 ) fa | fa b1 21 £5 | bl Ta 42 17 148 €5 gy
7b 11 14 | bl 21 5 | b9 32 41 d 2f ec b6 |26 1p (XY
> 32 41 £ 3d £4 ad |3 a5
db al £8 77 3c 3d £4 | 3¢ 2 04 |0a 6b 2f 42 2y
18 6d 8b ba | ad 04 30 2£ | 30 2f 03 0e | 9% 68 £3 b1 | 20 772
28 20 08 ao | 36 03 0e ac |ac 16 3 £1 31 30 3a ez [id fe c5
ff d5 d7 aa 99 1e 73 £L |99 le 30 af | ac 71 8c c4 [0d 16 g5 P
9 e9 8f 2b 2 18 15 30 1§ 15 84 dd |46 65 48 eb | 42 eg LEW]
1b 34 2f 23 g4 dd 97 3b |97 3b 08 Oc |6a lc 31 62 |cb 1c 6e 5¢
4f c9 8? g9 | 08 08 0c a7 | a7 08 16 e2 | 4b 86 8a 36 | bd ba J¢ g
bf bf sf 35 | 4b b2 16 e2 | 4b b2 79 32 | bl cb 27 Sa | Be 98 44 o
23 &7 55 af |32 85 b 19 7w f2 97 | £b 2 22 at 2o
i 7 52 de 20 5
02 aa | £2 97 77 ac 3 cf | cc 5a 5b cf
giggﬁfgfl 32 63 cf 18 |18 32 63 c
£ff 08 69 64
0b 53 34 14
84 bf ab 8f
4a 7c 43 b9
Number of B
Round thEﬁBLﬁel'j
0123456789abcdeffedcbad876543210 |
0023456789abcdeffedcba9876543210
0 6e3634aece7225b6f26b174ed92b5588 1
0f3634aece7225b6f26b174ed92b5588 A
] 657470750fc7ff3fc0e8e80a4dd02a9c 0
c4a9ad090fc7ff3che8e8ca4dd02a9c i
—_—m = = —
1 he ) 5c7bb49a6b72349b05a2317ff46d1294 58
Avalanc ‘ fe2ae569f7ee8bb8clf5a2bb37ef53d5
—— I
3 7115262448dc747e5cdac7227da9bd9c 59
Effect gco93dfb7c45343d689017507@485e62 | e
4 226222e8b437a5210c24c1974cffeabc 61
e
N 5972§4df808e8d9364ee0ae6f5 | o
721eb200ba0
‘1n AES: Change 3 7b28a5dSEd62§26dde4bce704fa654e 68
- ] :Oadgdass 37e006c099bb375302 | e
| 89fg : N
6 3bes f77bclc5f7118585fb14 64
. c d8b6798d8ac4f 3
in Plaintext EEhR dbl8agsray ¢36ald891ac1g;, | o
aledsg
_— 9fb8bsqs, d5f88b08d777ba4eaa 67
— 023c70280e5c4bb9e555a4b
8 f91b4fbfe93&c§b -
f8f2f8
20 5812
726491126b21939f7f b b084939 o3
9 cca104a13e6785 -~ 3f9b2d6d&40 _,./
00ff5q TRy .
& ; bSGaO341}.)2.7'.':)()l:;a?cifdfgzsf3bafaa34 o
b ff0b844a0853bf7 -~ 23dedss 7555 S
0126893984, - €693

osooc(1 4ab43s4148fb9 58 |
e11<52‘7.7<;e72433f0 /
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Number of Bits

Round that Differ
K 0123456789abcdeffedcba9876§§3210 0
. 0123456789abcdeffedcba9876543210 i
0 O0e3634aece7225b6f26b174ed92b5588 1
0£3634aece7225b6f26b174ed92b5588
Avalanche :
1 657470750fc7ff3fc0eBe8cadddb2a%¢c 22
2 c5a%ad090ec7ff3fcle8eBcad4cdb2ad¢c
Eﬁ‘ect 2 5c7bb49a6b72349b05a2317ff46d1294 58
20905fa9563356d15f3760f3b8259985
3 7115262448dc747e5cdac7227da%9bd9c 67
.IIIA&IEE;' ) 18aeb7aa794b3b66629448d575c7cebf
l * 4 f867aee8b437a5210c24cl1974cffeabc 63
£81015£f993c978a876ae01l7cb49e7eec

72lebéOObaO6206dcbd4bce704fa654e 81

5
(:}lallége 5955¢91b4e769f3cb4a94768e98d5267 4

0ad9d85689£9£77bclc5£71185e5£b14

. o dc60a24d137662181e45b8d3726b2920 o

1mn ]gifz)/ 7 db18a8ffaléd30d5£88b08d777badeaa 74
fe8343b8f88bef66cab7e977d005a03¢c

8 £91b4fbfe934c9bf8£2£85812b084989 67

da7dad581d1725¢5b72fa0£9d9d1366a

ccall4al3e678500££59025f3bafaa34d
Occb4c66bbfd912£4b511d72996345e0

10 ff0b844a0853bf7c6934ab4364148£b9 53
fcB8923ee501a7d207ab670686839996b

Implementation Aspects

AddRoundKey is a bytewise XOR operation
ShiftRows is a simple byte-shifting operation

SubBytes operates at the byte level and only requires
a table of 256 bytes

MixColumns requires matrix multiplication

MixColumns only requires multiplication by {02}
and {03}, which can be converted to shifts and

XORs.

Designers believe this very efficient implementation
was a key factor in its selection as the AES cipher.
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&0\-1 ) _ c
DTS . AES s we Wloc) crphe

) Modes of Operation

To apply a block cipher in a variety of

applications, five m_%s_g@m;_;_havc been

defined b\ NIS

—

o The five modes are intended to cover a wide variety

of applications of encryption for which a block ciphef
could be used

e These qlodes are intended for use with any symmetl'i" ,
block cipher, including triple DES and AES |

R s
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:-\\L\Rr\t Q\B\OA\'A'\‘-LX\- tnla \nl‘o( \c .

éli&é\) LCOJ\S '\ E - -
Same Vblac\C e k _y K
R Uph%?xlbg\: | Eneypt N [ I
¢ Lnsé; Dloc\e MC‘L‘)\DE_
oddng |
IElectronic | | iy
—_— . o] -

b \S N 4 K ¥

'IVL: WOP Ao&syil— P(UPﬁUIW_Q» Decrypt l——» Decrypt PRI
*?a(u\\ez\ E}'\L/DQQ
= ﬁos\: ey’ ¥ v ‘

Py | P, I Py

(b) Decryption

C. = E(P)); the cipher text is (C, ..., C))

<

Security?

+ ECB should not be used ) We mess cae_ s
— Why? ‘o acoks (6{31\3&\?'\0« ey
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v

I\) - Encrypt

original

Cipher BI Ini
. Cipher Block C%C)

y

2]
N

Sae oo Won\ BN Senna

IV; C

—
. ——

1

EK(mi @D C

SO\WQ \O\Q c_\( S @em C(\Sﬂ)\Qg ’\/\\ﬁt)
Sane. %\‘3W ex:- -

7,

A4

. (b) Decryption
e benle P

encrypted using ECB mode

i.1); the ciphertext is 1v, c,,

RN,

‘Tmages from Wikipedia | |

LY |
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Cipher Feedback Mode

_[Jpw x}rperurve 'ﬂjml

{ ¢ For AES, DES, or any
block cipher, encryption
is performed on a block

: | Cipher
of b bits | feedback

— In the case of DES b= 64 (CFB) mode
— In the case of AES b—

1 28 feedback
(OFB) mode

Output

Counter
(CTR) mode

—b1t Cipher Feedback (CFB) Modé P

S QY-?J(CM\\‘ CV:Q\Q\“LM

il T
N ll- r: l: IE‘:' ﬁu ND
5 % tho\ ll J
i <
I——y Encrypt + E rore 7
Q) w\ e
bits| & -« bits
- e e
s bits
(a) Encryption
Cra ;
- i
l |
h rc slcr = 3 - 1
TR |
) i
. Encrypt . : |
_ |
Sal Divcard T
e | et | |
-
\
). 4 ) 4
? <]
s bits [ s bits
s bits s blls y - e
(b) Decryption g

—— .
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PR Heam &\ §3\PQ"

utput Feedback (OFB)Mode

emmaea=-- - -

.

(b) Decryption

Counter]; 2z =F(IVH): C. = |
(Counter], C ,C.) 5 Ci=z ® m; the ciphertext is

/—\\J_
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¢ Hardware efficiency

: ¢ Software efficiency
i Advantages

¢ Preprocessing

—_——— =

. of ¢ Random access
CTR ¢ Provable security
¢ Simplicity
f P alall |
* \:c«sk

Sl wonl \Brm?aﬂqtqé '
 No ?Qgg‘\% (Srfeam Ciphen)

Security

¢ CBC, OFB, and CTR modes are secure against
chosen-plaintext attacks

—_—

S C«% \(D\o C,KQ' w\\\

\'\c.\)P\ A\%’ka
c\e\f\ﬁrf‘ bexl -

"Images from Wikipedia
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' Ci des of Operation
Table 6.1 Block Cipher Modes \p\ on

Mode

Description

Electronic Codebook (ECB)

Each block of plaintext bits is
encoded independently using the
same key.

T);pical APP“catio,l

*Secure transmissjoy of
single values (e.g.,ap
encryption key)

& Cipher Block Chaining (CBC)

The input to the encryption
algorithm is the XOR of the next
block of plaintext and the
preceding block of ciphertext.

*General-purpose block.

oriented transmissigy
s Authentication

4 Cipher Feedback (CFB)

Input is processed s bits at a time.

Preceding ciphertext is used as
input to the encryption algorithm
to produce pseudorandom output,
which is XORed with plaintext to
produce next unit of ciphertext.

-— 9
*General-purpose streay,
oriented transmission

*Authentication

butput Feedback (OFB)

Similar to CFB, except that the
input to the encryption algorithm
is the preceding encryption
output, and full blocks are used.

«Stream-oriented
transmission over noisy
channel (e.g., satellite
communication)

Counter (CTIZQ)

Each block of plaintext is XORed
with an encrypted counter. The
counter is incremented for each
subsequent block.

*General-purpose block-
oriented transmission
*Useful for high-speed
requirements

¥-Data Integrity

Modified by: Dr. Ramzi Saifan
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Encrypt\ig@{)\tion

: \ i
¢ Provides message confidentiality.

¢ Does 1t provide message authentication?

Message Authentication

e Bob receives a message m from Alice, he wants to know

0((Data origin authenticati@ whether the message was

really sent by Alice;

O((Data integrity) whether the message has been modified.

* Solutions:

[0 Alice attaches aimessage authentication code (MAC
to the message. nﬂbbtje_ — — MAC

U Or she attaches

digital signature to the message:

Ve Yo \5&3{ . 3
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Eve can simpfy
change the
message

Yhe_ M'\éc\\t
C\\:\: o\C_\( .

Integrity Protection with MAC

k=27,
\I__MMV/‘\C=?Z L
e Eve can not
forge MAC
when k Is
unknown

shared key k to generate authenticate message

) lo Ca\'Ou[ﬁ\‘t ,‘MQ 2\;&‘3“ \E"hs\\ EunUciuv\ C\‘\MA (—)

. : Ac)
L’//—, , Q\\:\r\e( .\:Qck\n tol/v\;es’g«//J
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MAC Authentication (1)

¢+ MAC allc.)ws tWo or more mutually trusting parties to
authenticate Mmessages sent between members

Only Alice and me know

- k,one of ussent M. .
N ’ """”"M
""‘u-m\ Va

ey e
Hono, e £
S g o i
N F

If I do not send M,
then Alice must
have sent it. )l

.
Aty it
v
"t s it

o

MAC Authentication (II)

¢ MAC allows two or more mutually trusting parties'
to authenticate messages sent between members

Only Alice, Chris, Doug
and me know £, one of
us sent M. it

Vi
P S—
A N e

e

[S S
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Integrity with Hash

“ compute h(M’) ,,

S

s e
- gt

e

Can we simply send the hash with the message to serve message authentication ?

Ans: No, Eve can change the message and recompute the hash. i

Using hash needs more appropriate procedure to guarantee integrity

Message Authentication Code

1> A function of the message and a secret key that produces
I a fixed-length val serves as the a icator

Generated by an algorithm :
> generated from message + secret key : MAC = F(K,M)
> A small fixed-sized block of data

~

> appended to message as a signature when sent

Receiver performs same computation on message and
checks it matches the MAC

«——Sourcc A

| M ) —

() Message authentication

“————Destination B——

Compare
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=
a
@
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=
o
=
oL
a
[45]
g
=
a
=
@)
=
o
=

2 > But encryption can also provides authentication!
=1 > Why use a MAC?

® sometimes only authentication is needed

® sometimes need authentication to persist longer than
the encryption (eg. archival use)

MAC Properties 7 i
» A MAC is a cryptographic hash |
MAC = Cx(M) i | ‘

® condenses a variable-length message M % 8 '

® using a secret key K
® to a fixed-sized authenticator

> A many-to-one function
® potentially many messages have same MAC

® but finding these needs to be very difficult

- ————sssser
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T

d Q (‘“ l \A VQ' 1
(7 ? N c)\/ ‘ v P
Bit 1 Bit 2 S m‘l.\;
Block 1 b“ hz] ,’NI il
Block 2 by, bsn bn:‘.
- T—
Block m b, b, !
HaSh ) d I nm
ode C, C, G, .
Figure 21.1 Simple Hash Function Using Bitwise XOR

' Keyed Hash Functions as MACs

> Want a MAC based on a hash function

® because hash functions are genera|| faster

® crypto hash function code is widel available

® But hashing is internally has ng key!

> QOriginal proposal: S Coar
¢ o b NG e
- \KeyedHash = Hash (Key Mes;;;e)

® some weaknesses were found wih pic
is

gl < T

> Eventually led to developmept of HMAC

| L__'_______ \ ﬂ;d
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Security requirements

CO\'\ wle \I\) QY\&

. : . = \\c,\\ = (Z
* fh(m) =y, mis a\{Qi)re ;?nage of y. — harder 4

M(.SSC.CJQL\\CJ\:V L\C'A'S S I’\QS\‘

S
e Each hash value typically has multiple pre-images. el
g o COlllEfn apalr of (m,m"), m#=m', st. h(m) = h(m'). — easiv
Con we Wi an Mess hex) = h
& Qg #: X j J
‘ A hash function is said to %e \\ N )\b_‘i A Tinsy ~F
- o Pre-image resistant if it is computationally infeasible to
find a pre-image of a hash value.
e |Collision esistant if it is computationally infeasible to
:); iStant if it s comp y
find a collision. '
.{A hash function is a cryptographic hash function
if it is collision resistant.
HSG _a@_; hash H(\Yowﬁahﬁ At M adoiact b
SES IS \'B( \\Q_bb@d( ba'\ aSE \~ MQSL\
To be useful for message Vo le Punchon -g >

authentication, a hash function H must have the™
following properties: |

b Can be applied to a block of data of any size

Produces a fixed-length output

H(x) is relatively easy to compute for any given x

One-way or pre-image resistant
. Efq;nputgtlpna}ly infeasible to find x such that Hx)=h . - =

e i St e i R et B R R S s A AR R S R R L s Rl T et e i A e S ey

Computationally infeasible to find y # x such that H(y) = H(x) s

Collision resistant or strong collision resistance
/= Computationally infeasible to find any pair (Gy) such that Hx)=H(y) .«
#5 AOnatrl SRR S EE I g A TOTH ARC L O S ISR Soh ST SR U SRR T e U R
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B

n \3\»~>

nopess,

sy Qn-.(}

e Q'\f\c)a Co\llgion — 9

that at least two people have the same birthday?
UHaving the same birthday is a collision?

“e Consider a hash function /: {0,13" > {0,1}".
e Ifwe randomly generate k messages, the probability 1
of having a collision depends on 7. :

e To resist birthday attack, we choose n to be sufficiently large that 1

it will take an infeasibly large k to have a non-negligible probability

of collision. |
o s |
Yle. hash Maluwa g . i
o (e M aspect = 7 .~ MR SItteg
a Pe- m-\m(t\a on auelEge [ S AR = = ¥,

N/ 2

——

L] e "
— R \ )

—_—

Collision-resistant hash functions

¢ Collision-resistant hash functions can be built
from collision-resistant compression functions
using{Merkle—]_)amgalﬂ'c?onstruction1

98, Shudenis 9 ‘:
e Yass @Q | |
whak 1S Y Pf‘obab'\l\'\»a Hhal- any N L\o\jQ\,l,Q- Sane. b\(kuij_ 'i
pve-Amege s b

2 365

g B3
2/5 36S . 4
e o 20 hits tren Yo Q\N\ Collmion W wil H’j '




Merkle-Damgard Construction

m
1 mZ }723 mk

I
| IV:»@—»QD_?@_* o () 2E, h(m)

Compression function £ :{0,1}"** — {0,1}"

e Insecure: MAC,(m) = h(m) with IV =k.
(For simplicity, without padding)

m = m, ni, nig nmg

" Wﬁéﬁéaéa _{b_. ) h(m)
‘(c\?\act WY @\ Za\oe VeCho v
wilth \(e,Q ‘
e Easy to forge: |
(m', h(m"), h(rmy—( )— hymlim,, )

!
where m'=mUm,,,

mg,
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l| CMAC (Cipher-based MAC)

i# - * “Hashless” MAC
: — Uses an encryption algorithn
generate MAC

— Based on same idea as cipher block chaining

+ Compresses result to size of single block (unlike i
encryption

0] (DES, AES, etC.) to

&= CBC CMAC Overview

Time =1 Tim
v Py

y

e G A s

. v v N
K —pi Encrypt ! K —p Encrypt I - . - K Encrypt I ]
e C

Cx

Cy C
v
K —p] Decrypt K —p| Decrypt ° A s
v
Py Py

(b) Decryption

Scanned with CamScanner



¢ Advantageg:.

— gan US€ existin cncryption functions

— Encr 1 i
,EYPLL%CUOMMprQﬁeS that resist
Preimage and collision attacks

_ MO . .
messt exlnlant strong avalanche effect — minor change in
Sage gives great change in resulting MAC

® Disadvantage:

— Encryption algorithms (particularly when chained) can
© much slower than hash algorithms o

¥

: * Interest in developing a MAC derived from a
cryptographic hash code

" Cryptographic hash functions enerally execute faster

* Library code is widely available
® SHA-1 was not deigned for use as a MAC?because it does not
"~ ™~

rely on a secret key

® TIssued as RFC2014

® Has been chosen as the mandatory-to-

implement MAC for IP securi
ransport Layer

® Used in other [nternet protocols such a
Security (TLS) nd{Secure Electronic Transaction (SE@

N
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t
HMAC  Cong be - \

v HMAC(Km) = H( (K' @0z |

Con, 5
“enat, on “ha, 1 1
P d 1

H(K @ipad) Im) ),
hic hash function, composed of multiple r,

H : is a cryptograp OR, XOR, NOT, and SHIFT. Very effigi

with operations AND,
to compute.

K: is the secret key,
M: is the message to be authenticated, N

K’ is another secret key, derived from the original .

key K (by padding X to the right with extra zeroes .to.the Input
block size of the hash function, or by hashing K if it is longer thay
that block size,

|| denotes concatenation,

opad is the outer padding (0x5¢5¢5c¢... 5c5¢, one-block
long constant),and

ipad is the inner padding (0x363636...3636, one-block long
constant).

+Lbits_,  bbits | b bits_,

Si Yq Y > o o Y11 I

n bits

H(S; 1 an

Pad to b hits
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Hash functions in practice

¢+ MDS5
s
— 128-bit output

= Introdl'lced in 1991...collision attacks found in 2004...several
extensions and improvements since then

— Still widely deployed(!)
. IR SHA-1

— 160-bit output

— No collisions known, but theoretical attacks exist
¢ SHA-2

— 256-/512-bit outputs

« Secure Hash Algorithm
[ (SHA)

| © SHA was originally developed by NIST
Published as FIPS 180 in 1993
Was revised i 1995 as SHA-1

® Produces 160-bit hash values

NIST issued revised FIPS 180-2 in 2002

® Adds 3 additional versions of SHA

* SHA-256, SHA-384, SHA-512

® With 256/384/512-bit hash values

® Same basic structure as SHA-1 but greater security

® The most recent version is FIPS 180-4 which
added two variants of SHA-512 with 224-bit and

256-bit hash sizes

&
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Comparison of SHA Parameters

{ SliA'
" SHA-1 SHA-224 | SHA-256 | SHA-384 SHA-512 512/224
| l\.lessage < 964 <264 <264 <2128 <9128 <2128
. suze -
| \}’ ord 1 3 3 64 64 64 64
size
—
l?:lock 512 512 512 1024 1024 1024 1024
Size
—!
: ~ Message
\‘\“S\\ \]a\ue_, e—digest 160 224 256 384 512 224 256
size
(M | N b
umber 30 64 64 80 80 80 80
. j_«, ¢—— of steps
NOOWNAC - 3
Security 80 112 128 192 256 112 128
Notes: 1. All sizes are measured in bits,
2. Security refers to the fact that a birthday attack on a message digest of
size n produces a collision with a work factor of approximately 22, :
< N F 1024 bits —>
< L bits —> <128 bits»
Message |100“n I L

r—— 1024 bits ——+——— 1024 Dbits —p

E M, M, oo

—— 1024 bits ——p

My

+ =word-by-word addition mad 25

Figure 21.2 Message Digest Generation Using SHA-512

e

gl
\ 1
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A H; <
L
message ; \°<<
schedule i , N

al 6] el d| e /]
! ¥ Y v vy fv gv ’w

i’L Round 0 & }ﬂ i
N R A

é"
@
/s

Lot ) e e

! . “Round ¢ ;

R A N A

!

45 o 4 < 4| o Y

&*( Round 79 L
| +[+H]+][+ ][+ ][+H]+]+
v
H,

Figure 21.3 SHA-512 Processing of a Single 1024-Bit Block

¥ SHA-2 shares same structure and ' erations
as its predecessors and causes concern

& Due to time required to replace SHA-2 should it
become vulnerable, NIST announced in 2007 a
competition to produce SHA-3

e Requirements e

 Must support hash value lengths of 224, 256,384, and 512
bits

* Algorithm must process small blocks at a time instead of
requiring the entire message to be buffered in memory
before processing it

S
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Hash Function

¢ The ideal cryptographic }W—m@ain
properties:

1) itis quick to compute the haSWSSage 4
2) jtis infeasible to generate a mesw%t‘<

by trying all possible messages ,-
a small change to a message should change the hanW\%ﬂlLego .

; iﬁn : ‘QC‘ ‘
N 24 extensively
e 4) it s infeasible to find two different messages with the same pag
' value \ ?
T oSt |

" Encryption + inte ority

> simultaneously protect confidentiality and
authenticity of communications

® often required but usually separate

> approaches

® Hash-then-encrypt: Ex(M || H(M))
© l\iAC-then-encrypt: Exv,(M || MAC
o EEEr!pt-then-MAC: (C=E
® Encrypt-and-MAC: (C=E

,,;,-L-.i}"é‘éi;m« Tia

k1(M))
kM), T=MACy,(C) |
- : kM), T=MACK1(M) |
> decryption /verification Straightforward ?‘
ar
|

> but security vulnerabilitieg With all th
ese
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Replay attacks

¢ A MAC inherently cannot prevent replay attacks

¢ Replay attacks must be prevented at a higher level
of the protocol!

— (Note that whether a replay is ok is application-
dependent.)

+ Replay attacks can be prevented using nonces,

tlmc stamps, etc. ) |

M) L—\l, [T 1

[Ealr L Hen |

) e \ . \

Alice 7 > (\JY\ . O Qecr \V\ |
vl T ML IMVE— i
:QD CoVeuluyve \A L *‘4\\

S O ( UN\P l[Q,‘) ,
—— . - ‘rc_ é*(v ‘)\«J TR ‘
"{»”L\\‘("‘- Vhal (S TN BN ‘,»\"""\:f Y Sy CQ\(A k'uv

v £ C I

i Cruptoa(amn o
\S ktd\ L,(\.\(eérf\._n‘ )! lB ‘ \X

i

\ {

¥ =1 Messae (\\.\" renbry Cabron . i
: !
{

B)

3 Public Key Encryption

HoSupm et 1 XDemds ont
/ U'\'u“AP\EI (ounds c@ mbSl—»\ruhbﬂS A- fix‘:“»\\'ﬂt\ﬁv\ﬂ
“AS '\md(\c_éamdx an o
©Furd lore o rartn (g (ot )
Modified by: Dr. Ramzi Saifan =~ |
r(,\t\.}oe}cs “o C[.\,_C\Q\Q N o P“MQ m

eSS Nt o
e o iake) -7 Vo OWidROn 2,3,
Ve (B)ad (=) L AJn\ Jide o C‘d '}'f them \l\u\ LEN ‘:rmq_
wihe) he iy Vaor velabnel
T /> ‘S\U\Sﬂu? ¢ R ‘:}’D“ﬁ % P-CASL (E,tmf-l\k.lj
>Cac.,(—ora\ Co-sposn\:_ eXPonen) 1al Lime n!"”"""“b"’ uv
\_ﬁb""c" a lofae aB Aambe IS Uk Prime ‘?) Birs
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Prime Numbers

have diViSOngfjﬁE_(_i_it\se’lf? |

i bers onl i
Prime num Y roduct of other numberg %

e They cannot be written as 2 p

Any integer a > 1 can be factored 1n a unique

way as

al
q= al*pza,’l*.”*ppl

pl
where p, <p,<... <p, are prime numbers angd |
where each a; is a positive mteger

|

This is known as the fundamental theorem of
arithmetic

i Table 8.1
Y Primes Under 2000

_‘%
Nal 2 | 100 ]2110) 307:] 401 | 503 | 601 | 701 | 809 | 907 | 1009 1103 [ 1201 | 1301 1409 | 1511 | 1601 | 1709 | 1801 | 1901
2] 3|03 | 223 | 311-] 409 | 509 [ 607 | 709 | 811 | 011 [ 1013 | 1109 | 1213 1303 | 1423 | 1523 | 1607 | 1721 | 1811 | 1907
G
7

10751227 1 313:1.419 1,520 ). 613 | 719 | 821 | 919 | 1019 | 1117 | 1217 | 1307 | 1227 | 1531 | 1605 1723 | 1823 | 1988] |
i 109 1229 | 317 | 421 | 523 | 617 1 727 | 823 | 99 [woat | 1123 | 1923 | 319 | wams | o e T s Fiosr (il
sy 11 10 73 % | B e 619 | 733 | 8ar ) 037 1 1031 | 129 | 1209 | 31 | 1w | sae isio Tivar Tien 1933
e 15 | 127 | 200 | 07 [ 33 | 547 [ 63 | 999 | @0 [ ot | 1033 | st | voa1 | 1337 | s T ams Tear T 1727 | 1ser | Todill
o 24 439|557 | 641 | 743 | 839 [ 947 | 10 T —— . |
2o i i“ 2 [ 5o e [ i[85 953 103? 1153 | 1237 | 1361 | 1447 | 1559 | 1637 | 1753 | 1867 1950
s Mk W el Bl S . — | [ 9] 1163 | 1249 | 1367 | 1451 | 1567 | 1637 1759 | 1871 | 193]
] 23 [ 139 | 257 | 353 | 449 | 569 | 647 | 757 | 857 | 967 | 1051 | 1071 [iang e et EL
D — =2 | 1373 | 1453 [ 1571 | 1657 | 1777 [ 1873 | 19
20 | 149 | 263 | 359 | 457 | 571 [ 653 | 761 | 859 | 571 | 1061 | t1e1 ] 1277 38y 1459 | 1579 [ 1663 il
31 [ 151 | 269 | 367 | d61 [ 577 ['659 | 769 863 | 077 1063 | 1187 1279 T 395" Tl 579 | 16637 1783 | 1877 Bl
37 | 157 | 271 | 373 | 463 | 587 | 661 773 | 877 | 983 | 106 flﬁm—\._mgl 1583 | 1667 | 1787 | 1879 £
41 | 163 | 277 | 379 | 467 | 593 | 673 | 787.] 881 | 991 | 1087 o = 1597') 1669 | 1789 | 1889 '11’5
43 | 167 | 281 | 383 | 479 | 599 | 677 | 797 | 883 [ 997 | 1091 Y "’14@;“‘3 R JE
47 | 173 | 283 | 389 | 487 683 887 T O e N 7 8
53| 179 | 293 | 397 [ 491 691 e R S ) Ny = T
59| 181 Lich T T Temr— 14
oo — 13
67| 193 S e N E é
T7:l97 —— 1
79 \:\\\ |1
83 - i \-;_\_\ / {
89 \-\\ / '
—1 | _— _
- S——— - ] 4.
e 1 1 _ E .
B - 1 1 j

Scanned with CamScanner



s Vind

\ v \acoe_ e A
- ; AR (R Belemmiashi<

; .

| D
Miller-Rabin Algorithm (pebestic e )

Typically used to test a large number for primality
Algorithm is: TEST (n)

— Find integers k, ¢, with k > 0, g odd, so that (n — 1)=2%q ;
— Select a random integera, I <a<n—1 ;

— if a9 mod n = ] then

* return (“inconclusive™); s (@lurn Ir eldhe, oith

— forj =0to k- I do high Pridoiiy o
s if(@Tmodn=n—1)then  Sne\) poh N
* return (“inconclusive") ; \}i . PCimg
— return (“composite") ; P

?‘(\o\b v Vs P(\'W\L

\\\-I\l X
M

It can be shown that given an odd number n that is not prime and
a randomly chosen integer, a with 1 <a <n - 1, the probability
that TEST will return inconclusive (i.e., fail to detect that n is
not prime) is less than 1/4. '

Thus, if t different values of a are chosen, the probability that all
of them will pass TEST (return inconclusive) for n is less than
(1/4)' . For example, for t = 10, the probability that a nonprime
number will pass all ten tests is less than 106 .

+ Thus, for a sufficiently large value of t, we can be confident that n
is prime if Miller's test always returns inconclusive .

-+ invoke TEST (n) using randomly chosen values for g | If, at any
point, TEST returns composite , then n is determined to be
nonprime. If TEST continues to return inconclusive for t tests,
then for a sufficiently large value of t, assume that n is prime.

Scanned with CamScanner



Primality Algorithm

known methOd of

- no
Prior to 2002 there was lity of very large

efficiently proving the prima
numbers

All of the algorithms in use produced
result

In 2002 Agrawal, Kayal, and Saxena developed an

algorithm that efficiently determines whether a given

large number is prime P
 Known as the A__K_S_a_llgorithm

* Does not appear to be as efficient as
Miller-Rabin algorithm

- DW
\P % ER V\Adm«a\-iCak Q&(a\\—\'(ﬂ\i\,\/\( P PRV lp *j

a probabilistic

Grow W B e - . \
?(Q &g \FLI\ ,\Jk ;WL Coawm \Du\—«o\(-\ o-f\_o(j Mccqg\i@\ £ - Ynow We \
s — |

‘Fﬂb]:c Kedi Kncadn Lo &Jt/{j bc:c)j
e ‘?(\Ja\—c, Ite.,)'- Onl\j Knodn Yo (ks ownec

Alice

e, | Alice's public PR, | Alice’s private
key “ key

X=

Mike

Transmitted

Public-Key

Input Eneryption algorithm Decryption algorithm outpet
t h N N
Cryptography |

Hob (a) Encryption with public key Alice
i | il it 5ol

»,
? Joy -— 2

PR, | Bob's private
key

Transniitled

croutply wib s L= 8| F

@ E){ }d“ C':' E‘ ’ 60—3 Se a/ N “:.i::n Encrypilon algorithm rﬂ

an (&) W " = o : \_’% ryption algorithm
| vve ?-&'\‘\3 Coan ©ad W (o 3\ \"\6 \S Qﬂ\bg‘Y\) ot m»M
j 6[_\/60’_) \JJ\(\Q,,\ ?. SQ-'\CBS 3 ivate key

Py E ‘ '
@ P/ P eod » Yow Moty k@ needed 2 Figure 9.1 Public-Key Cryptography

R S e . TS~
& ’ = y
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zPublic-Key Cryptosystem: @onﬁdentiali@

A
P §
Cryptanalyst A
PR},

A A
Source A Destination B
\lsa e X E pli i
pacssag nfl’)Pllon \ > Decryption Destination
Source Algorithm Y=E[PU,.X] [ Algorithm X=
Y D[PRy, Y]
—

YhO Ule P.,\&)\\ 'd \{g ,. pUbg
S W N (‘—“P;O?\ﬁ e
et bERESe e Lb, g D«\J O P o

\J\c.;l\a o@r\&é&&?@;/ B e

LQ&”\SP’_{{:ON \f\o\)ﬁ. Pr_\w’ L”Q r\s\.\ %‘\BR ‘-; \g \ﬁ:’_.\,\(fé ’?\,l \<, VN Qﬂ((\ﬁ.\)\‘\m : \QL
“‘SL Pg k@ "?c(' /s \3 ?‘m XN A‘ \)\@.P‘ —QFJSC‘ . "'(\ e

€

Key Pair
Source

== Public-Key Cryptosystem:[Authenticationj

A

A A
Source A Destination B
Message X Encryption L _ | Decryption & ﬁn~ 3
Source Algorithm Y = E[FR,, X] 4 Algorithm o estination
7y DIFU,. Y]

Key Pair
Source

Ao donk M@ﬁ} O MESSAGE ASH "y o™ ©dn f\su\olic

Yecauce \)Bcu\ (e \-‘c_,oﬂ\:) Gr o Coan AQ.C-( e W USiA
Uy
Pﬁ\)ﬁk \ e ( \l’lg,\p €S 3 3@ 5'& A
T
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X

PR : Private

\-1 - \?\A\)\l C

Pu £ PR
PaFF
- (o ()ofidto«(»_

afe K@Pt }\\(BSCV\
{eDeal Ve Process .

~_

‘Authentication and Conﬁdentiality,

Public-Key CI‘YPtOSyStem

Destination B

Source A /____’&\

Decryption} X
Algorithm

A

1 ecryption
Encryption Encryption}} _____ ——7» g]goh?lhm i

Algorithm Algorithm |

I T

]
(| v ) |

Key Pair

Source P\X \(@3 enln Y PJ\ —ng

Qfom Y other, Some .\/\QO(N)Q\"\CPY\ Gve \Agz:.;x C{v\cx ij
rerards. wWithonl: s A\ ovFrat jon nubo}j Con

Public-Key Requirements
; Cosvy bul- ewe, .

Conditions that these algorithms must fulfil]:

— It is computationally easy for a party B to :
(public-key PU,, private key PR, o Seherate a pait
— It is computationally easy for a sender A. knowin
: > g the
public key and the message to be enc
the corresponding ciphertext rypted, to generate
— It is computationally easy for the recejyer B

resulting ciphertext using the private key to
original message

— It is computationally infeasible for 5
the public key, to determine the privl.e‘xltgcliV

— It is computationally infeasible for gy ad

the public key and a ciphertext, i
message er the original

— The two keys can be applied in either ordey

to decrypt the
recover the

ersary, knowing
€y

versa n
to recqy ry, knowing
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1S one that mapg 5 domain into a range s
. p In 1nto a range such
that every function value hag 3 uni 5

that the Calculatj on of the ﬁlnctionque Iverse, with the condition

calculation of the inverge is infeasibslee 7Y, whereas the
* Y =1f(X) easy

* X=11(Y) infeasible —
¢ A trap-do = nction is a family of invertible
functions f,, such that '

- Y =£(X) easy, ifk and X are known

- X=1£7'(Y) easy, ifk and Y are known

- X=£-1(Y) infeasible, if Y known but k not known

¢ A practical public-key scheme depends on a suitable
trap-door one-way function
N2 ?/C\r \oraa ?{‘u‘me, > N=f ¥ 9 > el Porg Quiea n
Cov\;P (ngc‘o\&\\o\ev L?ackor?Zo\ Fron) .

- \" A Nene VD o @] AN D
Y S 5

- N oY =

T v F
¥ {Rivest-Shamir-Adleman (RSA) Scheme

| ¢ Developed in 1977 at MIT by Ron Rivest, Adi
= Shamir & Len Adleman

{ ¢ Most widely used general-purpose approach to
public-key encryption

T # Is a cipher in which the plaintext and ciphertext
. g ntegers between 0 and 7 — 1 for some 1 -
— A typical size for n 1s 1024 bits, or 309 decimal digits

ocKs Ké 2 _a }
N e \5;\ A a) blecX Jénb‘ cK \ G\ s
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¥ Pln) ounbe & inl-eqers {n Mhat afe relab

~ With

Table 8.2

Some Values of Euler’s
@ zp-\ ¥ f s prime and P9 PYIMES.

N .

Totient Function @(n‘?

(n) = (b)) (G153 wWhile n=PxT M=———
S Tom | [ n Jom ] [ [ %

3?12}i5‘4¥kf i:22f¥, 10  

e [ e

e S N

Eisc|os| [g2s |20l

e 8| [267] 128

wow e |27 | 18s

Zigi 06 g2

510 |18 29 | 28

20 8o 30 8

)
_.§: ‘

RSA Algorithm ("t io e ndehude ). |

Sl RN S RSN e

RSA makes use of an expression with exponentials

P_laintext 1s encrypted in blocks wit
binary value less than some numbe

Encryption and decry
some plaintext block

C = M°mod n
M=Cdm0dn=(Me)dmodn:

h each block having 2 ‘ ‘i-

Irn

ption are of the followin form, for |
M and ciphertextblock Cg |

M yod n
Both s?nder ang receiver must know th

The sender knows the va]
knows the value of d‘w& and

€ value of n

only the receiver
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RSA Alpprthe Shde
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S S

G’Aic/\_i)\\ué‘/\ <Y\h ad-Syn g ) ((\u\mh(.

|
i\

= M mod  n
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D
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@
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. wing requirements must ,
be met:
1. Ttis possible atlo find values of e, d n
such that A€ mod »n = M for all M<n
2. Itis relatively €asy to calculate M€ mod |
nand C% mod # for all values of M < n
3. It is infeasible to determine 4 given e
and »
ol A
C{/\OC’:QY\ YEan\U'»"\‘\K ‘-L’\QV\ C{(_}(A'q NIA“GK Q-G"\\n A{Clnﬁ.-”\m e
= ) | IR NI Q
\- . -Key Generation by Alice
_" Select p. g and g both prime. p = ¢ (.\Q{SL Pﬁ =5 numbcr&)
c&[cu]i&ten::p‘xq ; V ‘
 Calealate gi) = ip~ Dig - 1) . : ]
Seleet integer e ‘ gl ey | <z <pal C@Ql‘- “C’yb an{ ) '
_".:'.::talculared _ : : =l mﬂdém} B o .\ ‘?’ ® Q‘\S TQO
;'V'Pubii,c Key s Tt iion L =
et PR,

. Encryption by Bob with Alice's Public Key

iy f;.::-'.;\vlcu;““:;‘ 5

f)(&mqu_ '\‘\
Nekelyoo K

Figure 9.5 The RSA Algorithm

\ 7 = NSNS TTYS |
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® 7"\ ﬁb&asi

plaintext
88

ijmN\c\—r.' ¢ Enc -

@\ kc,\/d OQ(QC,WW(’,-'\L

A

7 WSe 'PU\\O\\L \<Pv} 2

Figure 9.6 Example of RSA Algorithm

@

Sender
Plaintext P
Decimal string
Bhlacks of numbers
PrPyyene
@ — Ciphertext
Publickey| | Cy=r mod n
; =7 C=Pmodn
Transmit
" Recovered:
< decimal fext’ "
 P=Cimedn
d=elmod i) | P wClmodn
mi=ip—Dig-1f " e
n=py Y
L era
Handoat | 5 Receiver
© generator ..

(a) General approach
———L2Pproa

Figure 9.7

Q@

——
L1022 =73 x5

©®

CERIT]

5891 = 131

Ho23 = 73x5)

oe=1l o
P13 4=051

Sender

Q i
How are you?

AN

IVAA 2262 N KT 04 A2 24 £4 21 an

9 |

P =334 Pi=236) Po=oilY
Pi=8462 Po= 2414 P, = 2066

® |

e=11
r= 11023

€y =33 4" mod 11020 = 10360

€, =2262% mod 11023 = 948

C=17" mod 11023 = 1782

Cy=462" mod 11523 = 727

€ =2418" mod 11023 = 10032
€.=2068" mod 1102y = 2253

Tranamit

@

n= 11023

mad 10809
I¢M=|7_\_1,“5!_h

Py = 10260™ g 11023 2 131
Fi=S48¢™ oy a3 1262
Py= 1780 oy t1e2n = oy
Fy=T20" i 11023 = g2
Pom 033 giog 1102y = 2414

Py=aasym o TIO22 = IpEG

Receiver

{b) Example
—
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' Euler's Theorem

Q‘A‘-' \)3 P:” a:=9

Fermat' \ '
at S Theorem q o v: i (el ny

- States the following:

* If pis prime and ¢ i itive
. a 1S a positive Integer not divisible by p

! =1 (mod p)

Sometimes referred to ag Fermat’s Little Theorem
An alternate form is:

* If pis prime and 4 1S a positive integer then
aP = a (mod p)

Plays an important role in public-key cryptography

¢ States that for every a and » that are relatively
prime:

a®® = 1(mod »)
¢ An alternative form is:

a;a(n)+1 = a(mOd }’l)

~ Scanned with CamScanner
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Chinese Remainder T hm

— If p and q are prime, then for all x and a:
— x=a(mod p) and X = a(mod q) iff x=a mod(pq)

— Example:
— Suppose that n =2501 =61 * 41
— To calculate ¥ mod 2501:

* Vmod 61
* V'mod 41

ex. P= 7l g% M n= [/
\C’B%W\ba <+
VoS mod

s Correctness of RSA

¢ To show RSA is correct, we must show that

encryption and decryption are inverse functions:
— En(De(M)) = De(En(M)) = M = Med (mod n)

— Since d and e are multiplicative j
- nver
there is a k such that: ses mod §(n);

* ed=1tk*§(n),=1+ k(p-1)(q-1)
o Med = MI+k(p-1)(g-1) — M*(Mpﬁl)k(q-l)
* By Fermat: MP-'=](mod p)

>+ M =M(1)XeD(mod p) = M(mod

p) .
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ed —
+ M d = M(1)*aD(mod p) = M(mod p)
¢ M®¢ = M(1)xa-D(mod q) = M(mod q)
¢ By Chinese Remainder Thm, we get:

¢ M”{ed} =M (mod p)=
p)=M (mod q) =

¢ Therefore, RSA reproduces the original message

awt- -
Z vaed 5oF
=
D
= 3

Exponentiation in Modular Arithmetic

« Both encryption and decryption in RSA involve
integer pOwer, mod »

raising an integer to an i

¢ Can make use of a prope
arithmetic:

[(a mod 1) X (b m

- ¢ With RSA you are dealing with
~ exponents SO officiency of expon

consideration

g s e
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Fast Exponentiation Algorithm

SRR e — | ressed as a binar
Algorithm for computing a® mod n, b is exp y
by byg -+ bo

ile ¢ 7 6 5 4 3 2 1

h (BTG s e 000 0
o BB I R e ias o0 140 g 560

£l asiansy 6 le0 241 298 166 67

Result of the Fast Modular Exponentiation Algorithm for 2° mod n,

wherea=7.b= 560 = 10001 10000, and = 561
'? b S L}'OOO \'3\\8 hOt«J VY\CKV\\./) S(L\'\CL(dS >‘ t_{__QL,L_/

A L \ -
Y ooy mtﬂm\:) A\\-\D\:B h-i\) M/ \f\n‘\\", Jall'} ﬂ‘\'x\ N <

’2(“L &

Euclidean Algorlthm

Ex: Find gcd(421, 111). use the Euclidean
algorithm as follows:

et bilpia = T i p Wl

SINPUT: Two non- _
negative 21 =111x 3+388 ' f
ntegers aand b with a 111=88x 1 +23 "
OUTPUT: ged (a, b). 88=23x3+ |9 :‘j

]
1.Whileb > 0, do 23=19%1+4
1.5etr = a mod b,
2.a = b, 19=4X4+3
3.b =r =
2.Return a. 4=3x I+1
3=1x3+9¢

The last nop.,
therefore gcd(iro,lr% ainder is 1 and

1)=1.
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The following table can be used to calcy

late the the Euclidean algorithm and lhé Extended Euclidean

algorithm
:\
| MM“ Si t
0 -
1 1l
' [
: —_ 1
L/
3 |0
4
Example
12
Quotient g i1 Remainder S, t,
- 31 1 0
- 12 0 1 i
“12= 1-02=1 | 0-1%2=-2
31+12=2 31-2*12=7
*7= 0-1*1=-1 1-1*(-2)=3
12 + 7=1 1:2-1 7 5 al
_ q*5=2 1-1*(-1)=2  |[-2-1"3=5
P P e B il
vEEE =5 |3-(-10)=13
_9*9=1 4 -2*2=5 |3+ 7
s |sez2 |52 e
-1*2=0
2+1=2 2-1

Ea RS oo

t 1
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Efficient Operation Using the
PUbliC Key ' \oih\—g .[: |6 ScLuon

2. myly P‘\j

¢ To speed up the operation of the RSA-
algorithm using the public key, a specific
choice of e is usually made b,

+ The most common choice is 65537 (2®+ 1)
— Two other popular choices are e=3 and e=17

— Each of these choices has only two 1 bits, so the
number of multiplications required to perform
exponentiation is minimized

— With a very small public key, such as e = 3, RSA
becomes vulnerable to a simple attack

. = . PR, e L sy
o = od s ST S Lo &
s S T D i - 3

(Generation

Before the application - ¢ Because the value of

of the public-key -~ n = pqg will be known
cryptosystem each o any potential 4
participant must - adversary, primes
generate a pair of keys: . must be chosen from
~ Determine two prime ~ asufficiently large set
numbers p and g — The method used for
— Select either e or d and finding large primes

calculate the other must be reasonably

- Cfficient
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— Public-key encryptiop ;
signature applig‘g o ¥ confined to key management and

Another form of attack is to find some way to compute the
private key given the public key

— To date it has not been mathematically proven that this form of
attack is infeasible for a particular public-key algorithm

inally, there isfa probable-message attack)

— This attack can be thwarted by appending some random
bits to simple messages

r\, = P.\f H‘\Q(l.‘l A =
; @)
A\ ce __ﬁ_\———~/> S :b\
-JE\JQ, N C_Q noc\) : \—'{_3 Pcfas\b\b A

Factoring Problem )

I RSA mathematically: ) '
into 1 ime factors. This enables
— Factor »n into 1ts two prime nabl
calculation of @(n) = (p—1) x (411 — l)c,{whl;:)h in turn
enables determination of d = e’ (mod &(n))

Determine @(n) directly without first determining p
— De

1 ination of d = e’/
and ¢. Again this enables determ

(mod 9(n))

- D ine d directly without first determining (n)
— Determin
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Number of mumber of Bits [ Date Achieved
Decimal Dgits |5t | |
e —— | Aeill20 ;;e
[ e | e 1993 |
129 428 April 1994 |
130 431 . ApHL 1990, > |
140 46 February 1999
155 51\2 August 1999
,iﬁn j 530 April 2003
17402 576 December 2003
200 663 May 2005
] ‘?3 7 630 Nm%mher?’.ﬂﬂj
o 768 December 2009

Table 9.5 Progress in RSA Factérizatio

e e

n

NnghuCtion
e

N\ .S(’_CO/KJ '

Field Sieye

General Number

¢

N

\
Special Number | ¢
Fjield Sieve £
—
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¢ Paul Kocher, a cryptographic consultant,
demonstrated that a snooper can determine a
private key by keeping track of how long a

ﬁ?gs ol

computer takes to decipher messages

¢ Are applicable not just to RSA but to other
public-key cryptography systems

¢ Are alarming for two reasons:

— It comes from a completely unexpected direction

— It is a ciphertext-only attack

Constant- o
Xponentiation time
Ensure that all
exponentiations take the

same amount of time
T e
before returning a result;

... degrade performance

* this is a simple fix but does

Countermeasures

Random dela

* Better performance could
be achieved by adding a
random delay to the
exponentiation algorithm
to confuse the timing
attack

X - | pewer
being processed inside the o Pe 7]

- computer and therefore i d
prevents the bit-by-bit g ===

~ analysis essential to the
+  timing attack

Blinding (Q* le___»

* Multiply the ciphertext by Mo
a random number before - R
performing i C
exponentiation; this Conslant

process prevents the C}-; : !
attacker from knowing ) y ANET
what ciphertext bits are -

Encryphion Feclmiques
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A Olenel at€

iscoceptons Cor}cemiﬂg
Public-Key Encryption

¢ Public-key encryption is more secure fIOIgl
: atri tion (AES) ..z
cryptanalysis than symmetric encrypton y)
¢ Public-key encryption is a general-purpose 9
technique that has made symmetric encryption
obsolete

¢ There is a feeling that key distribution 1s trivial
when using public-key encryption, compared to
the cumbersome handshaking involved with key

distribution centers for symmetric encryption
L Ve Sl need vo %U\CA(C\V\\«Q,L_ bheyr o Pu\b\.yt kA-.Q b(-’,(c\r\%s

o \PUSOV\ 2

PA\O\\( \CF-(\L( . A ) Y .‘"\_)F_f( cn (AN
_;épg\o\uc/ \<€E'> 'S Slower than /\ES :

Ty

Terminology Related to Asymmetric Encryption

Asymmetric Keys
Two related keys, a public key and iva; i
8 Private key that i
perform complementary operations, such ag eﬁcryptioﬁein:ingt ore I}SEd & b
signature generation and signature verificatipn, seHptin o .

Fublic artificate — NS SXPVY dave
A digital document issued and 4
Certification Authority that binds the name gf
The certificate indicates that the Bubscriber idencify
|&— has sole control and access to the torresponding pr;v.;ge ke
o ¥,

Public Key (nsy-et;if:) Cryptographic Algorighy
A cryptographic algorithm that ygeq t¥0 relataq e
a private key. The two keys have the prg & keys, a public key a1

o : t i
 from the public kg}r 18 computationally ig?;g ﬂt};l;t dErimng the private kef

Source: Glossary of Key Information Security Terms. NIQT 1m —. i
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No.

’Cfm'\ Al oo RG’SQ\-(’p\ o A%\Amnﬁe};ﬁ( EV\('(L\D\"\(‘B\/\:
Y T N\ IV

®x_Duklic \-(e,:\) C_(:_('\_.'\'Q,'lf”c.l-e 5

QM”‘Z\CG\*Q s\ Du‘o\m l<ex

QOm‘?J %alCcc -

\ ‘ ().)\AJ\L) % Cem

/_\(\)‘
L

D\A\m\ (_Ke,«\
‘ B\D\fq A oh e \
| \ 512 bis | hash Ceculicate.,

\%&u e AQ\‘

Auth PR

i\";(TU ale. Keu

At bol k.
C.A eC. A Cerr Mo cake " N o
gu_g BECW 3
: M\ \(ﬁ./\
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o s

Principles of Public-Key
| Cryptosystems (== )
¢ The concept of public-key cryptography evolved

frorg an attempt to attack two of the most difficult
problems associated with symmetric encryption:

* How to have Secure communications in general without having to
trust a KDC with your key

* How to verify that a message comes intact from the claimed sender

+ Whitfield Diffie and Martin Hellman from Stanford
University achieved a breakthrough in 1976 by
coming up with a method that addressed both
problems and was radically different from all
previous approaches to cryptography

End

Questions

R —
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No.

%Dﬁr\(‘i\r\\e’\ CSZ \\\;&'\\i( \\<€zv\ C(\AD\:OS"\Q:G’ S
AT

- <€€5 Acc)f?p m%\*

A‘[n(e %Qh
_PRa PR
Pua e
\)\)% /

ALI LP (TR (\\ c"é}e.«\e.{‘m\ﬂe (@4 AE/S “(f-JQ\ Y/ZXV\.CXOM\‘& D‘“C\’
EA(” YADL W s A RO’\'\/S 'D»L\g\x 4 \<£~/\
EOI\ ¢ ! (&

Ah('p '\B @c—;b

- =Eo (Kae ) = D (xe) =K .
| P

Pug

Nriﬂuk\ -\-L\AJ\ baslen. Aua /\rﬁ. \<€_..f O\{\(\ \—\I\QAAQ wa VSE. Aﬁ?‘;ﬁ N

= Uk& ecx RQA —Y\!&\‘ L %\—uﬂ*

MSCA, f'\udc-\f\ )
s

(D MAC ..x

v AMAC S \ooih e d \QQ
v CMAC

) h.\%(\—n\ g\%\h W

\rmo(HHM¥f£L

I

f:ﬂ Arh\'fmf\_e

"\,);~ e & RSA L DM Kea CN\(‘ WA

(\3 K"—“ Aa(éfmm\—
,._’ ‘\%\\—g\ %\mm(-ure .

SM)€rm
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'The Diffie-Hellman
Algorithm

S s S G

k%j SAEeren |~ Prcs\—ocaf

—

Modified by: Dr. Ramzi Saifan

Introduction

— “New Directions in Cryptography”

¢ Discovered by Whitfield Diffie and Martin Hellman |

.| ¢ The point is to agree on a key that two parties can

an eavesdropper cannot obtain the key.

+ Diffie-Hellman key agreement protocol
— Exponential key agreement
— Allows two users to eXCth
— Requires no prior secrets

— Real-time over an un-trusted network
\‘___
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Introduction

‘\SQ,YE;l-Q ) .
03 \“m{ono\r‘ ane_ \'3“3 gr;\mCl—iw\.

+ Based on the gifg
: 1culty of : :
logarithms of lar & of computing discrete

£¢ numbers,

# DY

3 Requlres. two large numbers, one prime (P), and
(G), a primitive root of P

H Aﬂ\‘j Pu\:llg ey enc : ;
. PP i bsed on T
One_ ulC‘B QunU-‘\O\/\jP * QSEJ o \rQP—chor

X,k E_«L SZC&,k)

P oot hed o mad xR Qou doak have ¢
Ol 88g v Qnd guien K.

WMAC (M k) < nob rrap-door, buf_one. Way

2 r
({> 7 Civ ~= 3 A \'\AV\‘C |—~|' o

n hecdy P.q J oo e

Implementation

¢ p and g are both publicly available numbers
— P is at least 512 bits

¢ Alice picks a private value “a” and send to Bob

¢ Bob picks a private value “b” and sends to Alice:
— B=g’modp
(-B(\)Q?h A/ %, ? W \)Q’FS \v\o\(\cs ko qu\ A

I A

‘)ECS nod s Ror all | C

Nalues 1n e vapge

LU P resulis i all
\- (p-1D)

S (_};’Jré Ty
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;\T\a D QEIQ = HCHW\OM Alaa(“?km

Xm(‘\]?mej\ -\-o FRVAT NS
\

Alf Ce usSIna @Ob

C;M\ oL O, Q‘Dﬂ H\‘\\E)r— Calyin

S
A = ()\q W'\O(A h
J
N Qe r\ Caq (‘(,\OQSQ_ 2
W Jalue \’\
& - (\,b ("‘\OC\ 0]
. 0 \
2 & Cemdd & 1 A]{Cgt/J

,W\\\‘r\h\ B,h Ane ‘T}“:\-_\ ch wl_Qa

A\\(p c\oL\V\\_ Vel s

s

Q b b

% I"’\OA D S @ ”\Oc\ (\3 Skj Mo (\3 < A N\or\\b
\L—"’—_“S \ )

Qb \ - \

Ained D Shared Nalye
S /g Can. e \k\i\ AS A(*S Kew >

L

% 'D*(‘\\!c\\—e \463 o A\\(P AT <Y -
X @ﬁ\)c\\—e RLA AU @a\r\ o\

- D\ \r\\\( \AC.J\ N A/ \‘3., G/ P

> \'Afcx) AC) Cemea \/

"$ N.o HPSQa:\)Q, AM\‘\\P:A\——\CCA\/\UJ\ Céuvo\«fbu/\\_—eo X
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¢+ Compute shared, private key:
— Alice received B and knows a, p and &,

calculates:
* K,=B?mod p
— Bob received A and knows b, p and g, SO he @lates:
* K, =A’mod p
¢ Algebraically it can be shown that K, =K, =K

— Users now have a symmetric secret key to encrypt

so she

o

= EH
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Example

¢ Bob and Alice are unable to talk on the untrusted
network.

~Who knows who’s listening?

Example

¢ Alice and Bob get public numbers
—P=23, G=9

¢ Alice and Bob compute public values
— A =9 mod23= 6561 mod23 = 6
Z_B = 9mod23 = 729mod23 = 16
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Example

¢ Alice and Bob compute symmetric keys
= k, = B2 mod p = 16* mod 23 =9
k,=Abmod p= 6> mod 23 =:9

Security of DH

+ Suppose p 1s a prime of around 300 digits,

¢ and a and b at least 100 digits each.
S T

+ Discovering the shared secret given g, p, g2 mod‘f"*f_j
P, and gb mod P would tak€ longer than the 3

lifetime of the universe, using the best known
algorithm.

¢ This 1s called the discrete ]o arithm problem.

|
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el 2 20

Man in the middle attack

K, K,

Attacker

Applications

¢ Diffie-Hellman is currently used in many
protocols, namely:

— Secure Sockets Layer (SSL)/Transport Layer Security
(TLS) -

— Secure Shell (SSH)
— Internet Protocol Security (IPSec)

— Public Key Infrastructure (PKI)
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Y N9

No.

s TM?\e meaka bion

_Alice ol
a b, a 7 N
—A,0. a0
! 77 S
= N .
<\\ \6 4 >“ /
\\ \7 &
2 [/
\ AN [ U
E’\_JC"
9.2 A, o, B b
A\ (‘10:\ \N\O(‘\ %\3
v \ = m%\ mog (D)
ot A \ b
| = \(iA)s A N\OC).P
\<€<\)§ 9\: W\OA D \<e.; s (ii;\b W\/)(\ P
\(e:)-— K‘CAA\D VY\KNA?

Rp A A \\ Ce.. —?}:: \<Q-¢\ \?>c§\f\
0 / Q
E\le \(vxc,mhs JAYSIAY \%s

\@ AMC/G, Sero X an % EX\CJ‘(;J\)\D_\-ﬁ(‘\ vo Lol Qbob Cank

@ﬁ}\ = \DCCD\V\SQ. \r\e AOQ&\;\- KV\Q\A'\ \)f\tg \{EMQ ' \/)\A\—
e Can (Em\ J)Z De_cfj(\b\— Fre. “&\{fﬁp"

¥ Man v e M‘\Asle Aviack "
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User Authentication

Modified By: Dr. Ramzi Saifan

. Authentication

¢ Verifying the identity of another entity |

— Computer authenticating to another computer
_ Pmmmm&mﬂmwuter

¢ Important to be clear about what js being
authenticated

— The user?

— The machine? A specific applicatiop on the machine?
iy — The data?
it S el -

. = dzl,

utual authentication|vs. Unidirectional
authentication T
2 PE,f‘SOn; [ | N Yo eaci \fkt \°8 A o %Qboo!( :

Ovrher EQ(‘ "LL\(e*ITSF l*""\»L
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Remote USGI‘-AU‘[hentication Principles

~ ¢ An Icati
authentication process consists of two steps:

;T e 1_03 12N O
|+ Presenting an
| identifier to the w e Yo A (Gounl-
security system * Presenting or generating . L
@ authentication mforma_nor)
e that corroborates the binding
o between the entity and the
-------- identifier
Aﬁ

Qc\l\% S‘\%\'\ \A«P Yo G u(\'dqg)yg
R P T A A
abooy enasel ))

Authentication
mMos): uSeJ
Authentication may be based on
What you know )ike paswords, PIN Code
2. What youhave — 5 g y-
3. What you are —> aeay =
4. What you do — Your ey behaviewr
— Examples? Tradeoffs?

(ow Fest, Hime you
\fceP {)rcssﬁz\a e \ebre-
Wi Sﬁ“\ \‘Q\(L\-a ?@SS

- Othe{s|? e febvey - )
Fly & p= S o
| \/\“\q\- ¢u\ﬁ:now y {}‘:idtﬂ\“/ ?«5)-/ CaSj/ ® CS\“/ 622\))&“2‘:3‘6&\‘&
3 k eas Lo Sreal //\?- Losk v il PeSws
% \What You have 1 Vol G54 Problems Caule

v \'f\S\—f.C‘CB of me_//&p,;!’ 2"‘70' S o) wls
. :_ o \s
Ca;:){:%ul’ew\\‘ % e P

¥
 dower T s

~ s f
#w\\ak‘ﬁ"wame'\’oom‘& A
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\P / MAC addresses - . .
Address-based authentication

¢ Is sometimes used

P! e
¢ Generally not very secure¢ — EEKQ o nera)
— Relatively easy to fcgge source addresses 01 Netwo
packets Foy
# But can be useful if the adversary does not know
what IP address to forge
— E.g., IP address of a user’s home computer

—

) 2 NPy o %

Multi-factor Authentication

D ,
?O\SS\,\)uoc_] So m&\—b\\& ngg - \\\(Q F\NA ne_
Numbe -
Authentication
logic using Authentication
frstfactor logic using
@ 28 second factor
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YA e Daged  Ouhenkicalkion e

yuige S

P — \ \\

| Ybu\ﬁubf?_ e K
\\/ NPN ek v
%o o N ’P}\\ < N

RN«M\

W“’mb”»\‘ — LSt (,Sl\,:),_,‘\-m\me \WwSidee \JP'\\:

%?OQQ%\L\CX\C\~ \(DO\SQ(\ (\)rDH")C()\Q Sl
| SN (. Com

@ -

—\ T darabese
9\ / \ An \ Pass \
//\é—m \/ \QO""L" \a\;c\l;\
S s ) !

+ (‘DC\SS“\orQ\ 1S e S Cleay e x \ Ne Crcmorion
) \
Mo \g Sl O \‘\O\d<€t\ (\O‘\—cﬁ ‘Qc&e \I\)\\\ KV\O\Q Q\G\SS\\L%CN‘(\\_.

smje...
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Password-bageg protocols

¢ Basic idea ey 2 2 M

— User has a S€cret password

- =Stem checks password to authenti

ate user
¢ Issues T

— How is password stored?

— How does system check password?
— How easy

13 it to guess a password?

* Difficult to keep password file secret, so best if it is hard to
gUess password even if you have the password file

¢ Distinguish on-line attacks vs. off-line attacks

] Basic password scheme

User Password file

Scanned with CamScanner
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% ‘F“éé(“\cm:\ ased OkoCols. b
GNC.Com

@ .

4>\

\
i W

r‘%iﬁ / Laban) L \ i)qg:\

\ a\nmf):%\ ‘T{{MZ\ \\ "‘\\

Sé MOl nids £aged) (123 b0 )
| Y\(_{‘:\)D\—Q Q} \ : 4:-\1_—‘
% BQSQ\ACN‘C) SN Ac\*c\ Ve ol gcdﬁ.(’\ \‘\ CA\\/\G‘ c\ \

\meccmsL Hedn \S Cee wc,:\) Concloion

HMAC @oa\i?}

::> A??m&&‘/\\ AP IIQO\A -\—\'\\g N W,

\QQ\I’\ &)Bl ) ).c;) \'\(‘AK\A / WS lhome.. A9 o (AD \‘\\
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¢ Hash function h : strings
— Given h(password), hard

— No known algori
[ b(u\-QCof‘CQ, arraclk

| Basic password scheme

\‘c«(‘!’ qb]i S‘ Ze’

_y strings — Pived Site.

to find passwor d

an trial and error

¢ User password stored as h(paSSWOTd)

¢ When user enters password

— System computes h(password)

— Compares with entry in password file

¢ No passwords stored on disk =

=g
X No Passulods Shoed on database.

Vv

~ (Null)
F-QSSVJO\((_]

¢ In past UNIX systems, pas

- Unix password system

sword used modified

'DES (encryption algorithm) as if it were a hash

nction

— Encrypts NULL strin%
passwords to 8 characters!) 25 the ke (truncatfs
— Caused artificial slowdown: ran DES 25 ti
" 0 ' t
oo 25 3 sy ‘Dm\{v-orqz_ DA 2 glmeS

¢ Also stored password file in directory:

/etc/passwd/

— World-readable (anyone wh )
to copy the passwm}(,i e to (c):rz%(l:(e:fed the machine would be able

— Contained userIDs/groupIDs used

— Can instruct modern UNIXes to u

their leisure) :

by many s
ystem programs
s¢ MD5 hash function

e

Rkl QJ(
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User id
| UserlD  Sal; _Hash code

S‘K\-\- i< a

(3) Loading a mew password

*\’3 \fq\qt Cih\'b\'q\ \fq\uﬁ‘~§

Passward File
UserID  $ane Hash code

f——

Password File

Selwet

Salt

(b) Verifying a password

slow bash
function

Hashed password

ke Compare

( \ Acv\‘* %C', Caliuw )

Password

(Neri Cation )

Figure 3.3 UNIX Password Scheme
P}

Much stronger hash/salt
schemes available for
Unix

Hosy Secure. UN X Passwond

~

OpenBSD uses Blowfish
block cipher based hash
algorithm called Berypt
«Most secure version of Unix

hash/salt scheme

«Uses 128-bit salt to create 19|
bit hash value

rerere————

Recommended has
Tction is based on MDS5

«Salt of up t0 48-bits
«password length is unl imited
«Produces 128-bit hasl}

.Uses an inner loop with 1000

jterations t0 achieve slowdown

363 e
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o A\ e PQSS\A)OFC\j W Windowe WF
_ °“\.)f!@s\f Fon ) ove Sored n CoVicuralon darabate. ( CAM)
: Windows NT/2k/XP/Vista Password

Uses 2 functions for “hashing” paSSWOTdS-
1. }LAN Manager hash (LM hash) ) ' ¢ characiers
—  Password is padded with zeros until ther-e f:lre 14 ¢ arT.
—  Itis then converted to uppercase and split into two 7-character

pieces )
. t
—  Each half is encrypted using an 8-byte D}?‘Sk((i??él;tri};jgn

standard) key 1= encyysh bhe Constent
—  Result is combined into a 16-byte, onc way hash value

2. | NT hash (NT hash)] _
—  Converts password to Unicode and uses MD4 hash algorithm to

))\ . obtain a 16-byte value
Hashes stored in Security Accounts Manager (SAM)

*

‘..

—  Locked within system kernel when system is running.
—  Location - C:\WINNT\SYSTEM32\CONFIG
¢ SYSKEY
—  Utility which moves the encryption key for the SAM database off of the
computer

AL : .
"o Stea \'\%PG\SSWW’Q i \\r\r\erp ave_ o ey NSGlee - Op-ong 5
P : > N PPN ) \ |
vt B O S Yon Nave Fo
- Hevmaching ¢ \DCQJlﬂ OV Yemolte | |

Password Vulnerabilities
?Ew\'\ss iq» S\\'JQSMWQ_

e e S )

Password
guessing
against
single user

Offline
dictionary
attack

Workstation
hijacking

Electronic

monitoring

Popular
password
attack

Specific
account
attack

Exploiting
multiple

password

use

Exploiting
user
mistakes

P
A
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Password selection

¢ User selection of passwords
'—K

— Lower entro
easier

is typically very poor

PY password makes dictionary attacks

¢ Typical passwords:
-—f_ D . T
erived from account names or usernames

— chtl.onary words, reversed dictionary words, or small
modifications of dictionary words

¢ Userg typically use the same password for
multiple accounts :

— Weakest account determines the security!

_} Better password selection

¢ Non-alphanumeric characters

¢ Longer phrases

¢ Can try to enforce good password selection...

¢ ...but these types of passwords are difficult for
people to memorize and type!
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some numbers

Dictionary Attack —

¢ Typical password dictionary

— 1,000,000 entries of common asswords . ;

- people's names, common pet names, and ordinary words.
e 10 guesses per second
much faster

— Suppose you generate and analyz |

* This may be reasonable for a web site; offline 1S 55

— Dictionary attack in at most 100,000 seconds = 28 hours, or 14 hoygg
on average

¢ If passwords were random
— |Assume six-character password
 Upper- and lowercase letters, iijgils, 3__2_punctuati0n characters
A4+ 689,869,781,056 password combinations.
* Exhaustive search requires 1,093 years on average

Password-based protocols

¢ Any password-based protocol is potentially
vulnerable to an “on-line” dictionary attack
— On-line attacks can be detected and limited
¢ How? -
— “Three strikes”

— Ratio of successful to failed 1o

gins

— Gradually sloVLlog%(msetime

¢ Potential DoS

— Cache IP address of last Successfi] logi
n
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 From passwords to keys?

¢ Can potentially use passwords to derive symmetric
or public keys

¢ What is the entropy of the resulting key?

NoY-as <,
Core_ ag the ACS \("af 122 bir

Password-based protocols |
("‘"’" bi(o"‘SL he has C)ctwnl‘gc.clc

¢ 5 l’\
‘¢ Off-line attacks can never be preyented , but ﬁg“
protocols can be made secure agamst such attacks

¢ Any password-based protocol is vulnerable to off- :

line attack if the server is compromised
_ Once the server is compromised, why do we care?

3
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pqgguda/‘c} —J( L:,)‘-‘;— G

: \ear vex\-
c g, EncraPM J
Password storage - ‘%

¢ “Salt”-ed hash of password
— Makes dictionary attacks harder,
— Prevents using ‘rainbow tables’

'€ | SLOFC(‘S e \)c\SSvJC"’J G"C'/:’}PRJ y the Elf'r/j{)(‘\'f/n

Resarri 0\@3«‘;\&\»\/\ 'S Vevevsihle Gfone. Wit He
(RRc@wvzy e Can Krow He_ PassuoorJ |

~J
K Ao
G oad
Ao 5o e Sror - hashed | because. hash 1S ewes one.

om

\Q“Q Cuntimion “ran Yedersibale !

Hadhe d owd

\FJ“’JJ(\.E.Z_/:”7‘é E

' Advantages of salt -ne; e,

Veluwe

¢ Without salt

— Same hash functions on all machineg

= Compute hash of all common strings once
* Compare hash file with all known password fi

¢ With 12 bits salt

— One password hashed 212 different ways
* Precompute hash file?

les

— Need much larger file to cover all

* Dictionary attack on known Password
— For each salt found in fj]

COmmon strings
file

B €, try all :
%Rui/\b O) \-‘:\\Q\E_ \ \/\O«S\r\ GQ 0\\\ PQSS\'NL qu:;y\) :«\:\meon StI‘lI‘lgS
—Suse_ <ol 1o Ploven b Rain Den okl 4 e \- l
E “’“W% ab\-ec)<s
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One-time password

¢ New -
Password obtained by passing user-password

. -w : . :
Incrementing o function n times which keeps

¢ Protec -
sq:[{s against replay as well as eavesdropping
P‘A ‘ “HA}\EA— _Bv\‘\ ‘HHAQF Hn Lo W\Q—(Co\t-\- —

e Bine Tloo in | Nalue
3 b use oy od He Sie Clawlates Hn o

Verllicate ¢
S me &CMA -\ "
- ~ Se on .

&g Password Cracking

(Dictionary attacks \ Gainbow table attacD

« Develop a large dictionary * Pre-compute tables of hash
of possible passwords and values for all salts
try each against the « A mammoth table of hash
password file values

« Each password must be « Can be countered by using
hashed using each salt : a sufficiently large salt
value and then compared ; value and a sufficiently
to stored hash values ' large hash length

g(Password crackers \ [ John the Ripper \ .

exploit the fact that 1 - Open-source password
people choose easily . cracker first developed in
in 1996
guessab]e paSSWOI‘dS <] « Uses a combination of
« Shorter password lengths brute-force and dictionary
techniques

are also easier to crack

\

J
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/ \/\N on \C) CﬁuCSSQS ’>
&Co»-c)—\ \‘5‘)& §

S ‘06 QCCMCJS

20% /

10% //
0% == . 13
104 107 . 101 10

Number of guesses

Figure 3.4 The Percentage of Passwords Guessed After
a Given Number of Guesses

Passwords
Improving Security

»(Password complexity
- Case-sensW
— Use of special Characters
, NU
upper and lower-case letterg moars, and o
— Minimum length réquirements
{_S€CUrty questions
— ASK personal quesfi : '
vorifio questions which neeq to be

* Virtual Keyboard
— Person clicks ONn-screen ke

~ Password (preyents keyl yboard to enter

Ogging)

i
!
i
|
i

] TEEEe e IR, >
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Challenge-response Authentication

g
R

= Goal: Bob wants Alice to “prove” her identity to him

Failure scenario??

Protocol apl.0: Alice says "T am Alice"

e in a network,
e Bob can not "see”
. Alice, so Trudy simply
declares

i f . _n )
./ I am Alice _ herself to be Aque

e
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Authentication: another try

Protocol ap2.0: Alice says "I am Alice” in qpn Ip'_‘.

. Packet
containing her source IP GddresS

’ A“CQ‘S “T am Alice" — f-‘.?{f“
TT el Feed ';.‘_,_.4"':-"“..-

FG”Ur‘e
scenario?

Authentication: another try

Protocol ap2.0: Alice says "

I am Alice" in an IP

packet

containing her soyrce TP address

Trudy can créd
a packet
“spoofing
Alice's addré?
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Authentication: another try

Protocol ap3.0: Alice says “I am Alice"” and sends

her

Alice's | Alice'sy

secret password to "prove” if.

1P addr Password-['m Alice . g
> C.:tf":.‘,'
ice’ & Failure
— | Ali
P ggjr oK scenario??
Authentication: another try

Protocol ap3.0: Alice says "I am Alice" and sends
her

secret password to “prove” if.

AT
l l \ j iy
. CEP \playback attackj

Trudy records Alice’s

packet
and later

A lice'sn+t
nasswor

m

ys it back to Bob

'"/—'

Alice

.

el
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Authentication: yet another try

| Protocol ap3.1: Alice says "I am Alice” and Sends her
encrypted secret password 1o "prove" it

Alice's encryptedl., :
IP addr | password L M Alice G

[ Atices T 51 &2 Failure scenarioy

IP addr

Authentication: another try

Protocol ap3.1: Alice says "I am Alice" and sends her
encrypted secret Password to “prove" it.

I f;i record
w";:ii‘:: ' —&‘E
LRy
playback
still works!

) Alice'é encr
-NCrypted
IP addr Passworq
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Authentication: yet another try
Goal:(avoid playback attack]

(Nonce:number (R) used only once -in-a-lifetime

ap4.0: to prove Alice “live”, Bob sends Alice nonce, R. Alice
must return R, encrypted with shared secret key

P

"T am Alice" i
_>f:;5e;':f'
R i

_ E (K,. R) Aliceislive and
Kae, R) only Alice knows

key to encrypt
nonce, so it musi

Failures, drawbacks? be Alice!

T e

Authentication: ap5.0

W :
: k t
p3.0: use nonce, public key cryp ogw)

"T am Alice” s . _
4(:};!-3? Bob computes

R @4 D(PU, ,E(PR,,R)) = R

:

w)’ and knows only Alice

could have the private
key, that encrypted R
such that
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Biometrics

¢ Use a person’s phchs
— fingerprint, voice, face, ...

¢ Advantages
— Cannot be disclosed, lost, forgotten

“¢ Disadvantages
= Cost, installatign, maintenance
— Reliability of comparison algorithms

- [False positive; Allow access to unauthorized person
« False negative; Disallow access to authorized person

- Pl‘ivacy? AN ay \OCQ. NI \,\)(\\ \’)L \-<V\o\,\)n
— If forged, how do you revoke?

Biometric Authentication

¢ Attempts to authenticate an individual based
on unique physical characteristics

« Based on pattern recognition_, r——

¢ Is technically complex and €Xpensive when
compared to passwords and tokeps

¢ Physical characteristics used include:
o Facial characteristics .
o Fingerprints
o Hand geometry
o Retinal pattern

o Iris
o Signature
o Voice
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L e Hoshontonmber
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Hang e NS D
: Drn Sive
S| Signature eling
Face - Finger
OiC@ ‘ﬁcAS\A GC(MWQK% CJI\QQ\PQS;\‘ X . i

Accuracy

Figure 3.8 Cost Versus Accuracy of Various Biometric
Characteristics in User Authentication Schemes.

Name (PIN) x
| Biometric @ Feature i
7| sensor P extractor
database i
Userinterface m ’X R ‘ '
() Enrollment 5 W Ac«'\ ST IRVIPN
! . _ .
3 Sigp wp o IR 2w
i .
i
Name (PIN)
Blometric @ Feature ;
7| semsor extractor Biometric
) datubase
¥
Feature
User interface true/false <g— mé?c'—ln;r
— Oue template
(b) Verification e h LA ) 4 N
[ O Verttenton R 5 Gle, wn
- T &y Y Al g
Blometric ‘ Feature
@) 7| sensor extractor
4 * database
user's identity or Feature
User Interface wuser upidentified” matcher N templates
\ () Identification g , c‘ _)2—\ \:)
Tk o
ic Bi i tem. Enrollment creates e ‘:/) N
; .0 A Generic Biowetric Sys _ _ e & =
:t'xg::o:inﬁonbet\wcnausermdthesml_‘s biometric QF;"‘J \ _S\Q
chmac(eﬁslics.ntpeﬂdinsmth‘,w?hu;muse-r duser i .
mnbmicatimeitherinvolvzs\enfymgl t.n claimed user is & ag, 3& )
the actual set of identifying an UNKNOWD uSer. flog
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Biometrics

¢ Common uses |
_ Specialized situations, physical security
~ Combine

* Multiple biometrics
 Biometric and PIN

e Biometric and token

Token-based Authentication
Smart Card

1+ With embedded CPU and memory

i — Carries conversation w/ a small card reader
¢ Various forms

c
)

itk

i R C R

— PIN protected memory cérd
* Enter PIN to get the password
— Cryptographic challenge/response cards

+ Computer create a random challenge

« Enter PIN to encrypt/decrypt the challenge w/ the card

Wi dvres
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e, 3 2~

% ¢ Key Distribution

. i - .
% .Vfr{ parfles A and B have various key
Istribution alternatives: obalbc) asyil o o

. A C’flbrL select key and physically deliver to B

third party can select & deliver key to A & B-»mug: ke
3. ifA& - - e
: . B have communicated previously can use
. previous key to encrypt a new key
onl 3 | 4. if A & B have secure communications with a third
Ong 1{3 party C, C can relay key between A & B
= bcgtlt HCHmaﬂ

L*i Using public key encryption

Trusted Intermediaries — VTP (tragled ted (s

Public key problem:
When Alice obtains Bob’s

Symmetric key problem:

¢+ How do two entities establish ¢ | |
shared secret key over public key (from web site,
twork‘? e-mail, diskette), how does
e . she know it is Bob’s public
Solution: key, not Trudy’s?

o+ trusted key distribution cepter Solution:

: intermediary . .
C) acting 85 ¢ trusted certification

between entitics authority (CA)

e

TSI

)]

S
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ed certificate:

Unsign .
contains user 1L, ‘
pser's public key Generate hn‘sh

§ code of unsigned

certificate

: X.509
- Certificate
Use

Sign hash code
with CAS private key

to form signature
——————

4
-~

Sipned certificate:
Recipient can verlfy
signature using CA's

public key.
) X.509 Certificates
- 1 ¢ issued by a Certification Authority (CA), containing:
e | Sk — version V (1, 2, or 3)

— s?:rial number SN (unique within CA) identifying certificate
> — signature algorithm identifier Al
2 — issuer (X.500 name CA)
— period of validity TA (from - to dates)
— subject X.500 name A (name of owner)
— tc,ubject public-key info Ap (algorithm
— Issuer unique identifier (v2+) ,
— subject unique identifier (v2+)
— extension fields (v3) T Nesien g

— signature (of hash of all fields ip Certificate)

¢ notation CA<<A>> denotes Certificate for A signed by CA

parameters, key)

3
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Signature
algorithm
identifier

Period of
validity

4 Version

~ Certificate
 Serial Number

info

Suhject’s :
public key{

. _ _ parzmeters

key

Issuer Unique
Identifier

Subject Unique
Identifier

Extensions

Signature _%

- from

i
1
i
{
'

» any usc

» only the C

» because cannot
placed in a public directory

(4y X509 Certificate

1t

4

Yersion 1

h

VYersion 2

4

Yersion 3

versions

4

' X.509 Certificates

Y

Sigm‘i‘rure algorithm __° |
algorithm = |---—-~~""~° . ;r—s. e
identifier parame
Issuer Name
This Update Date .
Next Update Date
Revoked § | user certiicate serial ¥ __
certificate revocation date
»
[ ]
L
Revoked § |_user certificate serial?__
certificate revocation date
—__algonthms ______
Signature ] p T parameters___ __ ]
E - encrvpled ;

(b}

Certificate Reveocation List

—

R B S

Obtaining a Certificate

A can modify a certificate

r with access to CA can get any certificate

be forged, certificates can be
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SR

CA Hierarchy

> if both users share a common CA then they are
assumed to know its public key

» otherwise CA's must form a hierarchy

> use certificates linking members of hierarchy to

validate other CA's |
® cach CA has certificates for clients (forward) and

parent (backward)
» each client trusts parents certificates

> enable verification of any ceﬁiﬁcate from one CA
by users of all other CAs in hierarchy

Ve<Wss>
WexV>>

ok il 5 5
SRR R S e

W<<X>>
X<<W>>
| X<<Z>>

Ye<Zo>
2<<Y>>
22<X>>

i
/
|

Scanned with CamScanner



== ==

L

e
———

=5

i

]

e

Ao C,A e L\\j |
Colled =

C/A'\ > \v)\\_(’\o Tfu&\f

VAN

{

C/»\\‘ CA’).
( )

A\\'CQ_ %D\D

e CA\ (A2

/A\\(,L ee 35 \-2 WQ(Ca\-L %O\D h\/\\" S\’\L ...... VYSZA S.\-a \4\«0\3

(\>\‘;‘CN) Gv\c\ S\NL >10€,§\7\\f \\ovL \‘V ) go Qe \Qi\\ \\eﬂ\laQJ-L

£
3

CA 9 \XS\A% Q\l(ﬁ\ O\J\R \’\&V\ S\AL \'Q'\\\ ‘/\G\JC_ @\/{CAQ.

|
.

SM})€re

e R—

Scanned with CamScanner




 Certificate Revocation

¢ certificateg h

V€ a period of validity
¢ may need g Tevoke before CXpiry, eg:
1. user's private key -,

is Ccompromised
Certified by this CA
S Compromised

CA’s maintain list of revoked ¢

2. wuserisno longer
3. CA's Certificate i

the %MEIMIM)
¢ users should check certificates with CA’§ CRL

ertificates

> two versions in us

i J’Qd\m'ﬁ/u(?

Kerb erOS e U Se™ AU\*\I\&\ k1 Cen-'un
Fegy Bicion 4 bl

> trusted key server system from MIT

» provides centralised private-key third-party

.+ on in a distributed network
ication in a distr1 -
authent : services distributed through

< Gk
A

® allows users access 10
network

® without needing to
@ rather all trust a centr

e:4&5
like. o data a8 for USsanes &

trust all workstations
al quthentication server

’FQC("'\\]Q e -0V
?QSQ\JQQF(_)S .
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Kerberos v4 Overview

> a basic third-party authentication scheme

» have an Authentication Server (AS)] |
® users initially negotiate with AS to identify self

® AS provides a non-corruptible authentication
credential (ticket granting ticket TGT )\S;, R

. Jels
Bs\have a Ticket Granting server (TGSl} = T(;Z; s

® users subsequently request access to other services
from TGS on basis of users TGT

> using DES

A?P Sede s Vg \&0\\9’)‘ 7 C—'@N

. AS verifies user's access right in

?bv\ Gon). YE(A(& \'LQ, [,:hC/ PI'Q(] h.x\-l/\v'v\ \—\tz
\‘\. Q\(L“ v ) ('3 database, lcket-granting ticke

o L: En J d‘:‘{d Hs "\a SL‘O\ b‘%i\k\ﬁtﬁ User an:sesssein;ri:;?;le:ultls gra :ncrgy;tedr
Fhe Qe

_‘L A using key derived from user's password
e——*‘\‘JCQ.V\ A% + once per

user logon KETberOS L 3
TGS session R
; Authentication : B
v ¥ o
o oet Nt Server (AS) ; :
1. User logs on to e " ; Ee Poaeatiie
workstation and 5%4‘00\‘2\‘

requests service on host. kel

|—1 7Ticket-
; granting
|_—1 Server (TGS) | . :

3. Workstation prompts type of service 4. TGS decrypts ticker and

user for password and authenticator, verifies request,
uses password to decrypt then creates ticket for requested
Incoming message, then Sefver,

sends ticket and

authenticator that

E_mf us, LLQ ) LC\(Q.CI

contains user's name,

g en TES & AP S
onceper . BE ) o

S Worlsatonsends _ 3enkesesson - - tcket and schenticor

10 Server match, then grants access

10 service. If mutual
authentication is
required, server rerurns
an authenticator.

Scanned with CamScanner



(I)C—-AS ’D I ID

IiTs
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, cLe: --E(l( ,.[K“gvlf ID,. iIAD nm urs uL enmezl,;

= :
(a) Authentication Service Mchan ¢ to obtain ticket-granting ticket

(3) C i TGS D1 kaei

L Amfnzmrcafar

s IK El DTS, i kaet 1)

meer -sE(K,é,,. [KW I ID @mn 1 m, L TS I Lafenmc-.})

Ticket, SE(K,.K_ 1D, I AD,. a ID, I TS lgL;feume,,]J
Aathenhmrar wh(i(c s (1D 1 AD . NTS;)

(b) 'Hc!‘e“(’mming Service E Xxchange to obtain semce~grannng ticket

35C—-v Ticket It Authenticator_
(6} Vo C I:.(K{, w [TS¢ + 1) (for mutyal auzhehticaﬁon)
Ticket, = E(K,.[K_, I ID_ll AD_ 1 ID, TS, I Lifetime ]}

Aushenticator_= E(K,,, [ID.II ADAETS D

{¢} Client/Server Authentication Exchange te obtain service

3z H

JJ J

Kerberos Realms

¢ a Kerberos enV1ronmeIAt consists of:
— a Kerberos server < Tes

— a number of clients, all registered Witmr
— application servers, sharing keys with server

T —

¢ this is termed a realm
— typically a single administrative domain

+ if have multiple realms, their Kerberog servers

must share keys and trust
hare xeye ==

\ k& \Q (jCJ\q \oav\ o ‘Qbuf \’\S\‘G{S(‘OW\ ACCoun |-

S~ oY P&U;L)ka (o uni\~
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LAN Security

\%LOQ&\ Avea NefworK
Q\\m\\—tc) SFQC@)
M diﬁeed By: Dr. Ramzi Saifan
LAN 2

LAN iy S B

. Many data traffic is available to every node in the
Lél_\lfzgrf/j NeroA< Tnteac Card .

¢ NIC provides physical and logical conversions.

¢ Every NIC has an address.

¢ When messages are inserted in the network, the
address of the destination NIC is part of the ‘message
header.

¢ As messages flow through an NIC, the destination
address 1s examined.

¢ If the destination address matches the NIC doing the

examining, the message is transmitted to upper layers:

¢ It is also easy to provide broadcast communication 0 |

all NICs by using a special
value of all ones. P address such as the binary
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LA . * . l
N SlmphClty—security tradeoff

* popular,? any reasons why LANs have l:\eco e(a
o > ar
ek \-:w&s G0

3

- the most 1m .
portant is flexibil;
~ New NICs exibility and cost.

~or NIEMM to the net or activated,v)
~S may be removed o - — .
asignificant change, deactivated without making

— This i s
an cﬁb’@.ﬂemblh‘w happens without notification
oordination with a central authority.

¢ A PC can record all the communications traffic.
| Address filtering can be turned off. |

— The NIC can operate in “promiscuous” or “snooper”

mode, passing all traffic to the PC, which in turn can
record it for some future use.

5 Wiretapping

¢ Wiretapping is conventionally subdivided into passive and
active categories.

¢ In passive| the message traffic is observed but not modified.

_ The most obvious objective of passive wiretapping is to learn the
contents of messages;

_ traffic analysis may provide the adversary with information when
message content is not available. ‘

— E.g., sudden change in traffic volume between national central banks,

i -onal a change in the rate of exchange or some other financial
might Sig t could b% turned into a profit by someone.

activity tha
o In active wiretapping: Messa e completely deleted, they
can be inserted, or their ¢ ified.

Delay reordering, duplication, and retransmission are also possible.
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Packet Sniffing

¢ This works for wireless too!

¢ In fact, it works for any broadcast-based medium

LAM 15 anmélL b(OO\J (oS} AOma{A :

\F \ Hé o ConneCl- Lo o LAN lV\)(\\ Y\cul an lP/

o S»\\md. Mo\s(.:, 6@\.@\,):\ 5 go \ v W aslc \*\m_ i
DR Qor vhple s then LW e abdle Vo 1eCeve

Oma,\mm*a boadCas (nshde_ He LAN

ALOAQOM_ La _\X,L\A\(Q\‘OPP.\V\& node Con 6&L Oné.

W\ejgaﬁt \or OCLA C&S\ﬂc\ '

Packet Sniffing Countermeasures

¢ How can we protect ourselves? J
¢ SSH, not Telnet Mcj\:r SR

— Many people. are still using Telnet and send their password in the clear
(use ‘@’%Lwd!) > Encpred P
— Now that Thave told you this, please do not exploit this information
— Packet sniffing is, by the way, prohibited by
¢ HTTP over SSL, ~ SCuleSodler laye—
, V — Especially when making purchases with credit cards!
L Ree '
o e — Unless you really don’t care about the password or data
— Can also use KerbFTP (download from MyAndrew)
¢ [PSec
— Provides network-layer confidentiality

Computing Services
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Switch Learning Attacks

¢ Switch SN
leammg 1S what makes Ethernet scale

¢ Tw
o key attacks: MAC flooding and spoofing

— Ext ‘
remely simple to carry out, yet very potent

— Ca
I'en help attacker collects usernames/passwords,
prevent proper operation of LAN, etc

— Can turn a $50,000 switch into a $12 hub

b Sk Leavn Wihich MAC Lo il Dok .

: D
A \-(\e.g -o g%\(x 3 A,.\ {3-\ \ f\\ E;
B o

CI Peclet E;C\,/”—’—d_’_J

Sl-ac \ope ‘”ga Sk

e . A = Cc*(a% or
A )§ MAZ |3 ‘\4\:
A é(il\;'\/'\\ e (ead heen ?‘(QW\ \re V\ECAG:/‘ R \ N

N | v 1 | T
SN Ll e |
k ~ \_,.—————)

S Lable (a Y\

[imitations on switch memory i
M

¢ High end switches can store hundreds of

thousands of learnin table entries

+ What happens if learning table fills up?

¢ Depends on vendor —
v — Most Cisco switches do not replace older entries with
\—-

new ones.

. Need to “age out” en
s Ot -+ -hes circular buffer
t overwritten

. Existirlf’;’eitéﬁéi—————

tries (wait for th i
( em to time ou) |

_

b

'L'm(/ o (Ne_

*_j"‘fJ, 9 &N
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MAC Flooding Attack

o Problem: attacker can cause le ing table to fil] -
Generate many packets to varied (perhaps

nonexistant) MAC addresses

¢ This harms efficiency

_ Effectively transforms switch into hub
— Wastes bandwidth, and end-host CPU

¢ This harms privacy
_ Attacker can eavesdrop by preventing switch from
learning destination of a flow
— Causes flow’s packet to be flooded throughout LAN

(2
MAC Spoofing Attack

¢ Host pretends to own the MAC address of another
host 7

— Easy to do: most Ethernet adapters allow their address

to be modified Denial  of
. X S e
— Powerful: can immediately cause complete DoS to
spoofed host T

* All learning table entries point to the attacker
» All traffic redirected to attacker |

. .Can enable attacker to evade ACLs set based on MAC
information J

Aess Conral Ly




Swltch P(\ " .HRC":\D"’ \'\%S £ M‘\Q 5@009—\\/«6 (>

D%

— Man SW1 A
‘ abou?c] m‘ZHChes can be config’d to warn administrator
X @ 1y sudden MAC address moves

¢ P ;
01"[.8%, &l
— Ties a given MAC address to a port N SS“:\Z\\ <

— On violatj i
- th.olatlo.n, can drop frames, disable port for specified
alion, signal alarm, increment violation counter

£ Switch Learning Attacks:
© Countermeasures

. ; )Unicast Floodin ection

— Send alert when user-defined rate limit is exceeded

— Can also filter traffic or shut down port generating
excessive floods

Scanned with CamScanner




f DHCP .0peeic sk ey,

(3(@\- o0cCo |
DHCP
Cllent r | S | Server
Oan anyone give y
meanlP - HCP DISCOVER ..g“‘“ y._m
ressﬁ?" c st . p ure' ou caﬂ
ISR 17 cast). DHCP OFFE " use 10.0.0.3"
(multiple_offers L, / RS-
,can “f"f{e’- = DHCP REQUEST S
'{',‘Ok,lwould like ' . “Ok, you car: =
.to use 10.0.0.3" /W | | Use10.0.03"
10003 h;_ciuirec_.l »

E———— . DHCP RELEASE tha e
“l am done with , Returns o o
, 3 10.0.03t0 =
i 10.0.0.3 . : s B
> : S available pool

43
*and other config information

Attacks on DHCP . » Fgpes

+ Unfortunately DHCP was designed without
security in mind

— Whoever requests an address is free to receive one
— No authentication fields 0
information in protocol

r any other security-inclined
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DHCP Scope Exhaustion - Sindiing mama Fegucsis
S e ey

— Malicious client attempts to seize entire range of IP
addresses

* When legitimate client tries, it is abandoned with no IP
v
comnectivity Se | Wil have. all e (P% )
CCM")‘\J\% \ ~ ch\\q\ OV‘ Se(-\) \CQ

Attack: Rogue DHCP Server

o , DHCP
Ty 1 e Sarver
0.0.0.0/24

Installation of a Rogue DHCP Server

Client uses offer or of previously-used IP address, if none

then uses first-received response:

1 « 2 =
an compromise all clients “near” itself
. Rogue canc —near itself
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Countermeasures to DHCP
| Attacks

Limit number or set of MAC addresses per port

— This is called Port Security

— Limit can be set manually or switch can be instructed to
lock down on first dynamically learned address

Limitations

— DHCP lets you request multiple IP addresses for a

single MAC address
Rtk el

@Prevent hosts from generating certain DHCP
messages (DHCP Snooping)

— Like a stateful firewall for DHCP
e S, |

— Runs on router’s central management processor, to do
deep packet inspection

— Learns IP-to-MAC bindj : CP
packets ngs by snooping on DH

— Rules:

* If port is connected to h , d
DHCPACK packets " 907 t allow DHCPOFFER &1

* Don’t allow DHCP packets that don’t match learned bindin*

* Can also rate-limit DHCP messages per port, etc
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Addl‘es SR .
esolution Protocol
(ARP - =

RP)

¢ N .
Wit}\lNOrked applications are programmed to deal
1th IP addresges

¢ But Et%ds to MAC address

¢ How can 0Og know the MAC address
corresponding to a given IP address?

¢ Solution: Address Resolution Protocol

>Broadcasts ARP request for MAC address owning a
given IP address

MAC
CC:CC:CC:cc:cc
DD:DD:DD:DD:DD

IP=5.5.5.5
MAC=DD:DD:DD:DD:DD

|P=3.3.3.3

MAC=BB:BB:BB:BB:BB

*g? ﬁ#gm@;' i T R e b
) ing from IP to MAC address
: ine mapping
o ARP: ‘.jetgrg:jdress not on subnet? " :
what if I nfigured with “default gateway”, use ARP to resolve its IP address
Each host €9 our IP to MAC mapping

® G-;atuitous ARP ctt‘Ia” g‘oitv:lc(gklp address changes; update other machines’ ARP tables
— Usedto d_eje “learned information A

update bridge>
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Risk Analysis for ARP

+ No authentication)
— Hosts do not sign ARP replies

¢ Information leak |
— All hosts in same VLAN learn the advertised <[P, MAC>
mapping
— All hosts discover querying host wishes to communicate
with replying host

|¢ Availability |

G e W in software

C bhey WY — Attacker could send high rate of spurious ARP requests,
y ,0neriise overloading other hosts

Cor) ”QDHCP lo Mrew e 1PN Bure 66\*6\)\\0\ .
K o learn O\nék\/\l\r\s Worde W LAN (vselR use Lgl) Cogk.

(Cad \ «——\All hosts on same LAN receive ARP request,) ' must process it

ARP Spoofing Attack

% Host A

i
R

Host B

£ 9@‘;,}2%“;‘*““ | .| Attacker
0000:7ee5andl =~ f10.0.0.6
have IP address MAC:
~___“ {00l o0

0000:7eeb

¢ Attacker sends fake unsolicited ARP replies

- — Attacker can intercept forward-path traffic

. — Can intercept reverse-path traffic by repeating attack for source
— Gratuitious ARPs make this easy
— Only works within same subnet/VLAN

: » Yo . ;
LAl 1P O S i ARTTON Sl P Vs

e

B |
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Countermeasures tO('\a A RALY ?

— Problems: gratuitious ARP is useful, doesn’t
completely solve the problem

¢ Dynamic ARP Inspection (DAI)

— Switches record <IP,MAC> mappings learned from
DHCP messages, drop all mismatching ARP replies

¢ Intrusion detection systems (IDS)
— Monitor all <IP,MAC> mappings, signal alarms

SSL and IPSec

§(’.C, u\fa_.t)go ek
\goner

Modified by: Dr. Ramzi Saifan
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~ Nerweck
Network layers
- A Txep
¢ Application Torocls  Neeemm—_ DHep
o
¢ Transport- pevoco\s <\$C\\>> P
4 NetWOI‘k PFDYOC.@\; © \P L R_\P
E\‘\'\Pxff\ﬁ.\-

i S
¢ Data link pevecs)s < i

¢ Physical

Example security protocols

¢ Application layer: PGP — @t epod pritacy
¢ Transport layer: SSL/TLS — Tansport \agee
¢ Network layer: IPsec ety

¢ Data link layer: IEEE 802.11

¢ Security at the physical layer?

/

Scanned with CamScanner



Security ; G
1t P
Y In what layer? B Spsw
¢ Depends on the purpose..

— What information needs to be protected?
— Who shares keys in advance?

— Should the user be involved?

¢ L.g., a network-layer protocol cannot authentlcate
two end-users to each other

¢ An application-layer protocol cannot protect
header information

¢ Also affects efficiency, ease of deployment, etc.
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Generally .

When security is placed at lower levels, it- can
rovide automatic, « ‘blanket” coverage..

..but it can take a long time before it is Wldely adopted

ivﬁp G\ o Sccurw& AT S

N

¢ When security is placed at higher levels,
individual users can choose when to use it...

but users who are not security-conscious may not
take advantage of it
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Note...

¢ The “best” solution 1$ not necessarily to use PGp
over IPsec!.
_over |

— Would have been better to design the Internet with
security in mind from the beginning...

Example: PGP vs. SSL vs. IPsec

¢ PGP 1s anapplication-level protocol for “secure
P— ,, ‘—J
email
— Can provide security on “insecure” systems
— Users choose when to use PGP; user must be involved

— Alice’s signature on an email proves that Alice actually

generated the message, and it was received unaltered;
also non-repudiation

¢ In contrast, SSL would secure {‘the connection’)
from Alice’s computer; E.d

— would need an additional mechanism to authenticate the
user

¢ IPsec is between every two hops in the network
B et
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Data O/ Tiakv AOKCU20
I / Random Key

Encrypt data
using random
key

public key
RSA

B q4rzNeBCRSY!

Encrypted Key

_Encrypted Messag’e

T

Encrypted M;ssage

N
iiodrzNeBCRs Y|

Encrypted Key

Decrypt using
receivers
private key

Decrypt data

%—W\ \Qg\t\n\ Qll(‘)("( "\,(3/(?

-(J)Afk\)‘% =

3 ) )

=

—

o Y

—_—

o)
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“Example PGP VS. SSL vs. IPsec

wWer K i
o (SSD)sits g oD "4 TER, doi wirk i UDP
. S at the transport layer, “above” TCP
- Packet st uthenticated/ |
ream authentlcated/encrypted

- End.to -end security, best for connection-oriented
sessions (e.g., http traffic) N> Dorys

— User does not need to be involved -

— The OS does not have to change, but applications do if
they want to communicate securely
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o IPsec sits at the network layer
— Individual packets quthenticated/encrypted
— End-to-end or hop-by-hop security
« Best for connectionless channels
— Need to modify OS

— All applications are “protected” by default, without
requiring any change to applications or actions on
behalf of users

— Only authenticates hosts, not users

— User completely unaware that IPsec 1s running

SSL/TLS
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} Brief histo ry.

¢ SSL :

Ny d\fz deployed 1n Netscape 1.1 (1995)
¢ : '
, odified versjoy of SSLv3 standardized at TLS |

' Broad overview

¢ SSL runs on top of TCP
_ Provides an API similar to that of TCP

L> A\DPH Ca \—'| o Profﬂfénmw\'\v\a ’S_V\\‘Q"‘QG‘CQ_

¢ Technically, SSL runs in the application layer
_ Advantage: does not require changes to TCP ,

¢ From the programmer’s point of view, it is in the
transport layer
_ Same API as for TCP
_ Runs only with T CP, not UDP

HTTP traffic

¢ Primarily used for K

L 2 S e e . | 5 , ,
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SSL overview

¢ Three phases (Shaqes )
— Handshake
— Key derivation

— Data transfer

Handshake phase

¢ Client:
@ Establishes TCP
connectio
on with server;
@ Verifies server’s 1dent1ty
* Obtains server’s public key and certificate; verifies certificate

(2 Sends server a master secret key K

* Encrypted using server’s public key
. .\'\ \r\\-h 1/ 9menl \Com

AlDlD A%\YOSMM\ gw;"'\
| . \ 1
. R Qory (bo(_\jfuL ‘\
| | Y@
Cenelake k - \‘\

EQ PUI _, ceniRicars

Onf
C-.>.J C (41‘ (‘—“’-‘J( o sn-\-k?-a Cb(\ﬂ‘:\CCJ“LJ\ \QD Cm‘
_ —REPS TS \ASC_CUL#] C—“‘JQQ-'__ .

(‘“’LU\ O\ 't i‘i//
— Iail-Com Ja ey
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Key derivation

¢ Clie
nt and SCrver use K to establish four keys:

encrypti , s
= 10N and authentication, for each direction

Data transier

¢ SSI. breaks data stream into records; appends a-
MAC to each record; and then encrypts the result

_—> \LS\‘A
_ Mac-then-encrypt.... 3 Y WKesg
e S

omputed over the record plus a

¢ The MAC1S¢C

ber
ence num . -
sequ < replay, T e-ordering, or dropping packets
— Preve ’
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R

Note...

o As described, SSL only provides one-way
authentication (server-to-client)
— Not generally common for clients to have public keys

¢ Can do mutual authentication over SSL using,

e.g., a password
— SSL also allows for clients to have public keys

Public Kews V"’."‘
<peys a C&mefq( .

g S s e

crypto.stanford.edu/

[IPS and the Lock Icon
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Bob’s

Ekgy is PU,}

Choose
(PU,,PR, )—— LU and
B ) proof “I am Bob”
PU:,
it _issue Cert with PR, :

Bob uses Cert for an extended period (e.g. one year)

Bob’s \(zn'vc e

: Cem\i?.; calre.
athoryy

PR.A P

_—

J

LA o 3 g

! Certificate Signature Algorithm

i Issuer

i 4Validity

: Not Before

| Not After

Subject

i|  4Subject Public KeyInfo

' Subject Public Key Algorithm e

n!"d Value
o ve ..

¥odulus (1024 bita):
8 73 14 97 b4 10 a3
97 26 9a cf 1b eq 1b
8 b2 3¢ £7 gc 2f fa
%2 1c 12 30 €b
4 04 cg 32 03 ba
8 9c 0d a0 ge 4f
Il 84 61 3c 3a aa
®1 kb 14 72 95 b

cf 92
ef
54 40 34
7Cc
c3
2d
&a
07

7
8a

mple

r .
Certificate Viewar:".gmailcom” ..

This certificate has been verified for the following uses:

Serial Number

Issued By

Common Name (CN)
Organization (O)
Organizatioml Unit (OU)
Validity

Issued On

Expires On

Fingerprints

SHAL Fingerprint

MDS5 Fingerprint

"SSL Server Certificate

Issued To

Common Name (CN) *.gmail.com
Organization {O) GoogleInc
Organizational Unit {OU)  <Not Part Of Certificate>

65:F8:33:2D:6B:CB:67:BC:AD:3A:B0:A9:98:80:28:49

Thawte Premium Server CA
Thawte Consulting cc
Certification Services Division

9/25/2008
9/25/2010

B7:A7:89:34:54:50:C9:6F:41:FD:A%:3E41:AF:2B:1 D:13:C8:CC: AD
55:5F:09:17:24:03:F7:80:2B:B6:30:26:38:0B:3:38
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Certificate Authorities

Browsers accept

certificates

& Certificate Manager L

Your CeﬂiﬁutsLonplelSuvus | Autharities | Others;

You have certificates on file that identify these certificate autherities:

from a . Certificate Name

>TDC

large number Of > TDC Internet

CAs

> Thawte

> Thawte Consulting

* Thawte Censulting cc

¥ thawte, Inc.

> The Geo Daddy Group, Inc.
» The USERTRUST Network

| Unizete Sp. z c.0,
> VahiCert, Ine.
BiSign Ihe i S

| |2 Wells Fargo

> Wells Farga WellsSecure
| RE XRamp Security Services Inc

. Security Device.

© TURKTRUST Bilgi lletizim ve Biligim Givenligi Hzmetler A, ...

4 w1

Yiew... Edit.. | Import...

| Ewor- | [ pelte. ]

client-hello

S€rver

server-hello + server-cert (PK)

key exchange (several options)

—_—

client-key-exchange: E(PK, k)

)

Finished

HTTP data encrypted with (k)

Most common:  server authentication only

] |
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SI‘WS

T

_i';, - * ISPs cannot cache HTTPS traffic

‘ * Results in increased traffic at web site
ﬂ PSRN

(O A0 51 Wy Iy ub asnsl Sw Gl o

@rc&cmy_d 2 pragy I

. The lock icon: SSL 1nd1c:ator

e
& Network Secunty at Stanford - Windows lntemet Explorer B

U~ Ptms*.avf,.ord-eduf | (z >TxIle

. Provide user with identity of page origin

.« Indicate to user that page contents were not
: viewed or modified by a network attacker
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T v, = il

' When is the (basic) lock icon
 displayed

- - DY) oM R
@ Network Security at Stanford - Windows Intemet Explorer

[cle

; hitps:/ rypto.stanford.e_dU{ .

* All elements on the page fetched using HTTPS

* For all elements:
* HTTPS cert issued by a CA trusted by browser
=2 TS0 Oy Orowse
* HTTPS cert is valid (e.g. not expired)

* CommonName in €ert,matches domain in URL
-ommonN Cer in in UR

L
Cﬂ(“'fn(a&—(

The lock UI:  help users
¢ Site

Yy Bookmarks IoolsH:lp

PR mepotitedes ) [ omge P

] Aptomnf};rd;duj'"""”'"‘m'*m“—{}f"-} [“RE=TEl

8 = Mozl Firefon]

okmarks Tools Help

: crypto.stanfmd.j‘u ) %QJ

g & https://crypto.stanford.edu/ _

I NY — You are connected to
e mw' stanford.edu 3
ﬁ which is run by j
(unknown) ;
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