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What is a Network?

* A network is a collection of computers and other

devices that can send data to and receive data "y Pc,
from one another. V€2

* Connectivity: Y dresdl Gh Y
— Wires - elecimmaMLaves.
— Wireless - radio waves.
— Fiber-optic cables - light waves.

* Such connections carry data between one point
in the network and another. This data is

represented as bits of information (ON/Q_FF, 0/1).
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What is a Network? (Cont.)

« Fach machine on a network is called a node.

— Nodes are computers, printers, routers, bridges,
gateways, etc...

— Nodes that are fuﬂxiu%ﬁ%li(mmiﬁﬁ are also
called hosts. Can Send and (ace.ue meSkacies,
« Every network node has an address, a J
sequence of bytes that uniquely identifies it.

— Physical address. ( Mac addess )
— Logical address. (1P oAc)Q;g) — ik
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work? (Cont.)

What is a Net

orks are packet-
MeSsaqe Senbag * All modern computer netw —_—

Socke b switched networks. . _
e — Data traveling on the network is brokeg into rc;f;glnks
ey Packet called packets and each packet is handled separatety.

(onians Gowcd)nd Each packet contains information about who sent it
@ZS“““‘\‘\'O*\ [1@ and where it’s going.
* A protocol is a precise set of ru
computers communicate. _
— The format of addresses, how data is split into
packets, and so on.
— HTTP, IP, TCP, UDP, IEEE 802.3, etc...

les defining how

&
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The Layers of a Network
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The Layers of a Network
OSI Model vs. TCP/IP Model
QST
7 I " Application -I TCP /
1P
6 L zresemation j o — e
SL Session —I v e —
4 L Transport v] ! Trammport o
3 L Network j 3 Network
2 L Data link _I 2 Data link
1 L Physical j 1 [ Physical

( Erig. Asma Abdel Karim
/ Computer Enginesring Departmant

TCP/IP Protocol Suite Layers

HTTP SMTP FTP POP3 | Application layer
i

TCP uoP ICMP Transpod layer

Intemet Protocol Network layer
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TCP/IP protocol suite LaY

(Example)

-
-

Data link layer _

Carrier wave:

Physical layer

g
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The Layers of a Network (C@nt.)L
he we wih o \-o.“( Eﬁ;m \i(Calvon \0 er Lo Ovrhev

A;fplicatinn Layer A logical path A Application Layer
t D UDP, ' -
Transpor Layer (TCP UDP) Tansport Layer (1C2UDP)
Internet Layer (IP,
Y ” Internet Layer (ip)
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The Host-To-Network Layer

The link layer, data link |ayer, or network interface layer.

— Defines how a particular network interface—such as an
Ethe_rnet card or a WiFi antenna—sends IP datagrams over its
physical connection to the local network and the world.

The part of the host-to-network layer made up of the
hardware that connects different computers (wires, fiber- —

optic cables, radio waves, or smoke signals) is called the
physical layer of the network.

The primary reason you’ll need to think about the host-to-
network layer and the physical layer, if you need to think
about them at all, is performance. —»S

— However, whichever physical links you encounter, the APIs you m{
use to communicate across those networks are the same. N
(&
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The Internet Layer

A network layer protocol defines:

— how bits and bytes of data are organized into the larger groups
called packets, and

— the addressing scheme by which different machines find one
another.

The Internet Protocol (IP) is the most widely used network

layer protocol in the world and the only network Ilayer

protocol Java understands.

In fact, it’s two protocols: .
— 1Pv4, which uses 32-bit addresses, and - ——'S\\Q—Qiocﬂ(‘ il we
— IRv6, which uses 128-bit addresses and adds a few other
technical features to assist with routing.
In both IPv4 and IPv6, data is sent across the internet layer
in packets called datagrams.

) .
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The Internet Layer

| IPv4 Datagr
i 0 4 8 12 1
I : 0
, : header fervice
n type of servi
! Versiol length
i‘ identification
4
r .
? time-to-five (TTL) protocal

source address

am Form at
) 2 1
datagram length

header checksum

( destination address )

28 3

fragment offset
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The Internet Layer

Data Transmission Using Packets

is available depending on the
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The Internet Layer (Cont.)

* The internet layer is responsible for

connecting heteroge networks to each
other using homogeneous protocols.

o

=2
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Eng. Asma Abdel Karim
Computer Erginzering Departrent

The Transport Layer

* There are two primary protocols at this level:
* The Transmission Control Protocol (TCP):
— Areliable protocol.

— A high-overhead protocol that allows for
retransmission of lost or corrupted data and delivery
of bytes in the order they were sent.

* The User Datagram Protocol (UDP):
— An unreliable protocol.

— Does not guarantee that packets are delivered in the
correct order (or at all).

‘; Eng. Asma Abdei Karim 16
| Computer Enginzering Department
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. 1ign Layer - has iyl
The Appllcatlon Y Wikh \ASQ(':‘Q
s data to the user. .
k together to define
ne computer to

* The layer that deliver
« The three lower layers all wor
how data is transferred from O
another.
* The application layer deci
data after it’s transferred.
| like HTTP (for the

— For example, an application protoco
World Wide Web) makes sure that_ your web brm;vser
displays a graphic image as d picture, not a long
stream of numbers.

. Eng. Asma Abdel Karim
P/ Computer Engineering Department

des what 1o do with the

The Application Layer
Protocols

HTTP

o —> Web
SMTP, POP, IMAP —_ Email
S FTP, FSP TRTP. — - File Transfer
NES

: P File Access
Gnutella, BitTorrent — s,

SIP and Skype

Eng. Asma Abdel Karim
Computer Engineering Department
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IP, TCP, and UDP

* IP was designed:

— To allow multiple routes between any two points and to route
packets of data around damaged routers.

— To be open and platform-independent.

Packets that make up a particular data stream may not all

take the same route.

Furthermore, they may not arrive in the order they were
sent, if they even arrive at all.

* To improve on the basic scheme, TCP was layered on top of
IP to:
— Give each end of a connection the ability to acknowledge

receipt of IP packets and request retransmission of lost or
corrupted packets.

— Allow the packets to be put back together on the receiving end
in the same order they were sent.

{ Eng. 4sma Abdel Karim
I / Computer Engineering Department

IP, TCP, and UDP (Cont.)

« TCP, however, carries a fair amount of overhead.

« UDP is an unreliable protocol that does not guarantee that
packets will arrive at their destination or that they will
arrive in the same order they were sent.

« Although this would be a problem for uses such as file
transfer, it is perfectly acceptable for applications where
the loss of some data would go unnoticed by the end user.
— For example, losing a few bits from a video or audio signal won’t

cause much degradation; it would be a bigger problem if you
had to wait for a protocol like TCP to request a retransmission of

missing data.
— Furthermore, error-correcting codes can be bui[t into UDP data
streams at the application level to account for missing data.

Eng. Asma Abdel Karim 20
Computer Engineering Department
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P, TCP, and UDP (Cont.)
! ! n run on top of IP.

A number of other protocols can’ o Internet
The most commonly fequeSted I;'%se}; raw IP
Control Message Protoco’ o tl)etween hosts.

datagrams to relay error messages B¢ the ping program.
— The best-known use of this protocol is N p P the sending
_ Java does not support [CMP, nof does it allow

of raw [P datagriii orts are TCP and UDP, and

The only protocols Java su .
T i these.

ication layer rotocols built on top 0

i nd lower layer

All other transport layer, internet layer, a
protocols such as ICMP, IGMP, ARP, RARP, RSVP, and

others can only be implemented in Java programs by
linking to native code.

| Fng. Asmea Abdel Karim
/ Computer Enginesaring Department

IP Addresses and Domain Names

As a Java programmer, you don’t need to worry about
the inner workings of IP, but you do need to know
about addressing.

Every computer on an IPv4 network is identified by a

unique four-byte address.

— This is normally written in a dotted vad .
199_.1.32.90, where each of the fourqngmbfém?t like
unsigned byte ranging in value from 0 to 255 is one

When data is transmitted acr .

) : 0ss the
packete header includes the address ofrlitgvork, ht'he

address) and the address of th h
packet (the source address). & machine that sent the

Eng. Asma Abdel Karim
Computer Engineering Department
2
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IP Addresses and Domain Names
(Cont.)

* Routers along the way choose the best route on
which to send the packet by inspecting the
destination address. The source address is
included so the recipient will know who to reply

to.
* A slow transition is under way to IPv6, which will
use 16-byte addresses. T R wider AP ress SPea

— This provides enough IP addresses to identify every
person, every computer, and indeed every device on
the planet.

— IPv6 addresses are customarily written in eight blocks
of four hexadecimal digits separated by colons, such
as FEDC:BA98:7654:3210:FEDC:BA98:7654:3210

| Eng. Asima Abdc! Karim
/ Computer Engineering Department

IP Addresses and Domain Names
(Cont.)

« Although computers are very comfortable with numbers,
human beings aren’t very good at remembering them.

« Therefore, the Domain Name System (DNS) was developed

to translate hostnames that humans can remember, such as
“www.oreilly.com,” into numeric Internet addresses such as

208.201.239.101.
« Some computers, especially servers, have fixed addresses.

« Others, especially clients on local area networks and
wireless connections, receive a different address every time

they boot up, often provided by a DHCP server. s Dwnamic| Hog) Gontro |
« Mostly you just need to remember that IP addresses may Protoco) |

change over time, and not write any code that relies on a
system having the same IP address.

Eng. Asma Abdel Karim 24
Computer Engineering Department
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IP Addresses and Domain Names (Cont.)

i b
* Some IPv4 addresses can be used on mt?rg?llo?/\i;[\év?):lktsc; t#g
no host using addresses in these blocks is
global Internet.
— Addresses that begin with 10., 172.16. through 172.31. and
192.168. o
— These non-routable addresses are useful for building private
networks that can’t be seen on the Internet. |
* IPv4 addresses beginning with 127 (most commonly
«— 127.0.0.1) always mean the local loopback address.
O CCrog s~ The hostname for this address is often localhost.
> n IPv6, 0:0:0:0:0:0:0:1 (a.k.a. ::1) is the loopback address.
* The IPv4 address that uses the same number for each of
the four bytes (i.e.,255.255.255.255), is a broadcast
address.

— Packets sent to this address are received by all nodes on the
local network, though they are not routed beyend the local

QS

network.
Eng. Asma Abdel Karim 25
/ Computer Engineering Department

Ll o\ Gl

ANl /\P?\\Cuhm %S_';J ) Ports (lé— b‘t)

* Different types of traffic on a co
sorted out using ports.

* Each port is identified by 3 ny
and 65535.

* Port numbers between 1 and 1023 are
reserved for well-known Services like FT
HTTP, and IMAP. P

mputer are

mber between 1

Eng. Asma Abdel Karim
Computer Engineering Department
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The Internet

* The world’s largest IP-based network.

—A.n amorphous group of computers in many
different countries on all seven continents
(Antarctica included) that talk to one another
using IP protocols.

* Each computer on the Internet has at least
one IP address by which it can be identified.

— Many of them also have at least one name that
maps to that IP address.

P Eng. Asma Abdel Ksriry
/ Coumputer Engineering Department

Internet Address Blocks

Blocks of IPv4 addresses are assigned to Internet service
providers (ISPs) by their regional Internet registry.

When a company or an organization wants to set up an IP-
based network connected to the Internet, their ISP assigns

them a block of addresses.

Each block has a fixed prefix.
— For instance if the prefix is 216.254.85, then the local network
can use addresses from 216.254.85.0 to 216.254.85.255.

— Because this block fixes the first 24 bits, it’s called a /24.
Keep in mind that you have two fewer available addresses

than you might first expect:
— The lowest address in all block used to identify the network

itself, and
— The largest address is a broadcast address for the network.

Erg. Asma Abdel Karim 2
Computer Erginzering Department
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Network Address Translation

orks most
ddressé

nodes only have

* In NAT-based netw s selected from

local, non-routable 2
either:
— 10.X.X.X, Clase A
—172.16.x.x t0 172.31.X.X, or
—192.168.X.X. Class C

« The routers that connect the local networks to
the ISP translate these local addresses to a
much smaller set of routable addresses.

Eng. Asma Abdel Karim
Computer Erginzering Department

C(ass f%

Firewalls

* The hardware and software that sit between the Internet
and the local network, checking all the data that comes in
or out to make sure it’s safe.

¢ The firewall can be:

— part of the router that connects the |oc
al
broader Internet and may perform other tasks Qﬁz\gork e
address translation. ’ as network

= a separate machine.

* Modern operating systems like M
often have built-in personal ﬁrewaacllgz)S Y2nd Red Hat Linux

traffic sent to that one machine. that monitor just the
* Either way, the firewal| s res

onsi .
Eg_cket that passes into or outpofnii'sblr? for ins i

s h
tha s into ot >Pecling each
accepting it or rejecting it according to 4 ‘é‘;‘;rgflntfrface and
= f'ules,
Eng. Asma Abdel Karim
Computer Engineering Department

Eng. Asma Abdelkarim
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Firewalls (Cont.)

* Filtering is usually based on network addresses and
ports.

— All traffic coming from the Class C network 193.28.25.x
may be rejected because you had bad experiences with
hackers from that network in the past.

— Outgoing SSH connections may be allowed, but incoming
SSH connections may not.
* More intelligent firewalls look at the contents of the

pﬁckets to determine whether to accept or reject
them.

* The exact configuration of a firewall=which packets of
data are and to pass through and which are not—
depends on the security needs of an individual site.

-]

Firewalls (Cont.)

e The firewall is an excellent tool for network
administrators __but _not  for  network

developers.

— Most corporate firewalls block direct UDP and TCP

access.

— Hence, developers must make a choice — either
use standard Internet protocols and ignore users
who work behind firewalls, or adapt software to
proxy requests using protocols such a HTTP.

Eng. Asma Abdel Karim
Computer Enginesring Department

Abdelkarim

Scanned with CamScanner

1/22/2019

16




S

ont.)
¢ tool for network
for network

Firewalls (C

" irewall is @
The fire but not

administrators
developers. | e
— Most corporatée firewalls block direct ub

access. | "
ice — either

— Hence, developers must make a chq

, tocols and ignore users

use standard Internet pro
who work behind firewalls, or adapt S](—)Tf'itjware to
proxy requests using protocols such a HTIF.

! Eng. Asma Abdcl Karim
/ Computer Engineering Department

¥ Proxy Servers

- Ifafirewall prevents hosts on a network from making direct
connections to the outside world, a proxy server can act as

a go-between.

— Thus, a_machine_that is prevented fr i
. € om_conn g
exter?al network by a firewall would make a re fecst’énfortg V\EQE
age from (the local proxy servedinstead of requesting the web

page directly from the remote we server. . =

— The proxy server would then r
server and forward the responseeggflfttc}?ﬁepage. from the web

Eng. Asma Abdel Karim
Computer Engineering Department
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Proxy Servers (Cont.)

* Whereas firewalls generally operate at the level
of the transport or internet layer, proxy servers
normally operate at the application layer.

* A proxy server has a detailed understanding of

some_application-level protocols, such as HTTP
and FTP.

* Packets that pass through the proxy server can be
examined to ensure that they contain data
appropriate for their type.

— For instance, FTP packets that seem to contain Telnet
data can be rejected.

v orT

g. Asma Abdel Karim
Computer Enginesring Cepariment

/i

Proxy Servers (Cont.)

Logical Path

)¢
Client P \C} S oA il
Application Layer Al Application Layer Application Layer
o Transport Layer
Transport Layer Transport Layer TCPUDP
(TCPUDP) s (TcP UDP) )
Internet Layer {/P)
Internet Layer (1P) Internet Layer (1P} e

36
Eng. Asma Abdsl Karim
Computer Enginaering Department
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Ccont.)

Proxy Servers (

ment local
* Proxy servers can also be used to imple

caching. .
« When a file is requested from 3 web fs.ler\{er-,n .te
proxy server first checks to see if the file is In its

cache. _
_ If the file is in the cache, the proxy serves the file from

the cache rather than from the Internet.

— If the file is not in the cache, the proxy serverr
the file, forwards it to the requester, and stores it in
the cache for the next time it is requested

| Eng. Asma Abdel Karim
Computer Engineering Depariment —

etrieves
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A Networks and Internet
Programming

Internet Addressing

! Eng. Asma Abdel Karim
/ Lomputer Erginzering Department

Outline

Local Area Network Addresses.

Internet Protocol Addresses.

The Domain Name System.

Internet Addressing with Java.
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Local Area Network Addres
ir_own
* Devices connecte to a LAIC\lId rf:;\f

unigue physical or hardware a
— This address is useful only | he ¢

* Java network programmers do n
concerned with the details of how
within a LAN.

— Java does not provide access
link protocols used by LANSs.

— No matter what type of LAN is used, software can be
written for it in Java providing it supports TCIZ_I_P.

xt of a LAN.

ot need to be
data is routed

to the lower-level data

T —

-3 Fng. Asma Ahdel Karim
Computer Enginesring Department

Internet Protocol Addresses
\

+ Devices having a direct internet connection are allocated a
unigue IP address) = o

— This address is used by the internet protocol
_c’lg'_c_ggrams,to the correct location. P _to_"route .

* IP addresses may be allocated:

,)ébw | IP address is hounded permane ntly to_certain

_machine.

|| .
-Aé[}ynam:ca![y., IP address is Ieased_tg\a‘gamc_mgr_micmne&a

certain period. Tk e - S, .
- . J e
* For example in the case of ISP that offers : pool\(f& Brow Q\f.
connections. S of modems for dial-up
* Used when many devices requi
time. SLLAL quire Internet access for limited periods of

* The{Dynamic Host Control p
rotocol X
demand from a pool of addresses. PHCP)) provides addresses on
Eng. Asma Abdel Karim
Computer Engireering Department
4
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Structure of the IP address

* Under IPv4 th
———Y3, the IP address s 3 32-bit
made up of foyr Octets (bytes). =mber
IP addresses are i i
_ written in dotted decimal
notation (e.g. 127.0.0.1)-— \eops hac k addre.
— Each byte js N unsigned »
an unsigned Integer between 0 and 255.

Each IP address consists of two components:

he n\_ V"Of'r’\ q I a S ECII

—The hosf_addres_sga unique address of the host in the
network it belongs to.

‘: Eng. Asrna £bdel Karim
¥ . . .
p/ Computer Enginzering Department

Structure of the IP address (Cont.)

7 lﬂi'}- (9 e

f\\ “ 4
0123454678 18. 24. 32
0 | Network ID Host ID 2;/1 b,‘]-g ClassA ©-.o..0 llY-ZSS‘ZEB_zgr)

| 10 |Neworkd  |H bj)s HostiD 16 \, Hes chass8 [29.0.4.0 lq"265'255-158 ‘
110 |NetworkID 2 ) boste HostID ?35, v\ClassC H?DC .0 223-255.255.255 ‘
1110 Multicast Growp ID )Ly bils casst 2J.0fo.0 15('-2—55.l56153“
11110 ——F;E-.SEWED FOR FUTURE USE Class E 2\10‘(—-°R ,_%
\), ¢
24 vi\vs

§
Eng. Asma Ahdel Karim
Computer Enginearing Department
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ecial IP Addresses

Sp

+(127.0.0.1lis sWedaddfess'ﬂQWn

as the loopback or Jocalhost address.

. The loopback address is very useful when

programming___and debugging network

software.
— Programmers often want to connect to the local

machine for testing purposes regarfiless of
whether a connection to the internet exists or not.

(

} Eng. Asma Abde! Karim

5 ~ T . -
Lamputer tngineering Lepariment

Special IP Addresses (Cont.)

¢ The (Internet _Assigned _Number _Authority

IANA) has reserved three sets of addresses for
use within a local intranet environment,

* On the internet, routers wil| never forward
data using these addresses, so they can be
safely used locally.

/x

T —_—
/ ; ypeA \Adaﬁsskange
ass !
N ClassB . 10'9'0'9“10-255.255.255 W >
. . 172‘16.0_0_ e A i
: ClassC.~ 172.31.255 255 /

192.168.0.0~192.168 255,555
Eng. Asma Abdcl Kanim
Computer Engineering Department
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The Domain Name System

* Memorizing IP addresses is an impossible task.

* The @omgmﬂ’a\mes)/stem (DNS) makes the

andly, by associating a textual
name with an IP address.

* An entity can apply for a domain hame, which

can be used by people to locate that entity on
the internet.

Igh‘; d83

The Domain Name System (Cont.)

* Given the vast number of machines connected to
the internet, the nurpj)_e_r_g_l‘_ci,(mM-
address mappings is too great for any . one system

to handle.
* The DNS is a more(sophisticate @
DNS Is @ morecs i
system.

— It can be thought of as a distributed database.
— Consists of a hierarchical structure which is broken up

by the type-of addresg (.net, .com, .goy, .edu, ....) or by
&e courlry(.au, .uk, .....).

\"\Q\' MRAanS \'\rL\,OCc.\ DNS \5 A\\l ‘)Q
E—”“ WK daka bages \nko (r\‘\\ﬂr ONS S™kwg

cmpvter Engineer.ng Denartment

Cv"\

NS
\,0 Cc\\ /

| and \
! Abdelkarim \5 E o onl ;
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LAN DNS sewvel

com DNS sewer

{ Eng. asma Abdel Kerim
/’ Computer [ngingering Department

,%/é,lnternet Addressing with Java

« A host on the internet can be represented by
either:
_ A dotted decimal format as an [P address, or
_ A hosthame such as www.aol.com.

« Under Java, such addresses are represented
by the java.net.inetAddress class.

here are no_public constructor .
i rcco L s _for
Arbitrary addresses may not be created this class.

Instead, there are static me
TnetAddress instances. thods that return

A4

Why 7 | |
Eng. Asma Abdel K§|m ?/? \ ° ONCCRPS\A‘ Gl‘C/ ‘00\'»\ ’ \'\‘L V\b\VY\Qf{ CO\\ \V‘
Computer Engineering Depar:merAC) ‘((S’) O \'{'L A ‘ -
| QAA\R.&S Ve 1 OMO N N v ?—o&j L“\‘
a1~ ’ ne Addfess Class \was He
R Fo Creale okects Autec Y
| Kari QGO(Q"\&\““SS afe Waed § W
Eng. Asma Abdelkarim ?“(\3 e . Soc e |
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Methods to Create InetAddress

Objects (1)
. . (ra'\‘\l(\n b e
public static InetAddress getByName (String
host) throws Unkno stException, ~ Uy
SECUrityException , uncie, kel “hecky s %,
. - W3 /,
public static InetAddress| ] getAllByName(String h wJ
host) throws UnknownHostException,” ——

public static InetAddress getlocalHesi(} throws
UnknownHostException, SecurityException

Methods to Create InetAddress
Objects (2)

Java 1.4 adds two more factory methods that do not check
their addresses with the local DNS server.

« The first creates an InetAddress object with an IP address

public static InetAddress getByAddress (byte[ ] address) ’fﬁ“ﬂ)
throws UnknownHostException = WM — Yy ht\l
MXRozy, "
* The second ¢ an InetAddress W ]:}BVQE_s L b
adress anda hostna ™

ublic static InetAddress getByAddress (String hostName,
Eyte[] address) throws UnknownHostException ——————

W
Cng. Asma Abdel Karim
Computer Engineering Departmeant
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s the hotsname of the
/—/’\‘

* The followingb.mithw |
InetAddress object. : urityManager |
(public String getHostName () throw ST; ad:ljress of the

« The following method returns theat e hytes are
InetAddress object in byte formim-_tmth hest byte
returned in network byte ord ol bo alless
as byteArray[O]: o '*S‘Tgfm\ M;fj;m_\@ Add (e

k- public byte [] getAddress () ™" ddress of the -

 The following method returns the IP a

- U
InetAddressin-dotte: ) Lma\t_b \Q€ [ onk o priy
< public String getHostAddress ( e T ol o .

! Eng. Asma Abdel Karim
¥ Computer Enginsering Depariment

Object Class Inherited Methods

e public boolean equalis (Object o)
— An object is equal to an InetAddress object only if it is
itself an instance of the InetAddress class and it has
the same IP address.

* publicint AashCede ()

— The int that hashCode() returns is calculated solely

_from the IP address. It does not take the hostname
into account.

* public String toString ()

— The string produced by toString() has the form:
hostname/dotted quad address

(- —
Eng. Asma Abdel Karim
Computer Engineering Department 16
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Example?: Using InetAddress to
Determine Localhost Address

import java.net.*;
public class LocalHostDemo {

public static void main(Strin

. gl] args) {
Syst{em.out.prlntln("Looking up local host!")
try -

InetAddress localAddress =

: lnetAddress.getLocaIHost()' -
} System.out.prlntln("IP address: "+IocaIAddress.getHostAddress()); 5

catch (UnknownHostException uhe){
, System.out.printIn("Error - unable to resolve localhost");

}
}

{ Eng. Asma Abdel Karim
P/ Computer Enginasring Department

Example2: Using inetAddress to Find Out About Other
Addresses
import java.net.*;
public class NetworkResolverDemo { - \% (=T
Tass R le.
public static void main(String[] args) { 3 < > C\"‘\(Q 5
if (args.length!=1){ i ] —
System.err.printin("Syntax - NetworkResolverDemo host ) —
System.exit(0); D
}
System.out.printIn{"Resolving "+args[0]);
try{ o
InetAddress addr = InetAddress.getByName(args[0]);
Svstem.out.println(ad@; \5 r .
} - =) =< )
catch (UnknownHostException uhe){ " (L\, .
System.out.printin("Error - unable to resolve host name”); é o< qu
} g
} v\é\
1€ B
Eng. Asma Abdel Karim
Computer Enginzering Department
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Methods

Address Types

ess
1>« public boolean iSA"V’-Oca,ffna;’a;‘ress(())
>« public boolean isLoopbac Address()
— public boolean isLinkLocal
p siteLocalAddress()

* public boolean is : tAda’ress()
li booleanisMult:cas
e mcGloball()

« public boolean is
« public boolean isMCNodeLocal()

e public boolean isMCLin.-‘cm.fcrf’()
* public boolean isticsiteLocal()
* public boolean ismicorglocal()

| Eng. Asma Abdel Karim
/' Cemputer Engineering Department

# Testing Reachability

* public boolean isReachable (int timeout) throws
IOException ==

. _public bo_olean isReachable (NetworkInterface
interface, int ttl, int timeout) throws |IOException
—_—

connect.

Eng. Asma Abdel Karim
Computer Engineering Department

Eng. Asma Abdelkarim
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Inet4Address and Inet6Address

* Public final ¢lass

Inetaa
InetAddress ddress

extends

* Public final class

Inet6Addr
InetAddress ess

extends

<_ Eng. Asma Abdel Karim
/' Computer Enginezring Department

The Networkinterface Class
(&&\\Ao(\c \kkﬁéﬂ;m‘ C ey hay
* The Networklnterface class represents!a’ local IP
address. This can be:

card, or
— A virtual interface bound to the same physical
hardware.

. Thcm)rklnterface class provides methods to
enumerate all the local addresses, reggrdless of
interface, and to create InetAddress objects from

them.

Eng. Asma Abdel Karim
Computer Enginzering Department

— A _physical interface such as an additional Ethernet

1 Abdelkarim
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ﬁ

te Networkinterface

By name: s
\;ubTic static Networkinterface getByNam (String
name) throws socketException

By IP address:
public static Networ
~ (InetAddress address) t
A By enumeration:
public static Enume.ration
throws SocketException

kinterface getBylnetAddres_;
hrows socketException

geffx’ef‘.ﬁ/on’:int‘erfaces )

Getter Methods

« The following method returns a javea.util. Enumeration
containing an InetAddress object for each IP address
the interface is bound to:

public Enumeration getinetAddresses()

* The following method returns the name of a particular
Networkinterface object, such as eth0 or |o:

public String getName ()

* The following method returns a more human-friendly

name for the particula ;
like “Ethernet Card O.”:r Networkinterface — something

public String getDisplayName()

Eng. Asma Abdel Karim
Computer Crgineering Department K
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ks and Internet

Networ )
Programmlng
Data Streams
Part - |
Outline

= Qverview.
How Streams Work?

Filter Streams.
Readers and Writers.

Object Persistence and Object Serialization.

Eng. Asma Abdel Karim
Computer Enginegering Department 2
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Overview

b cam —
Munication over Networks, with files, and

even between a Iications IS represe ted i
Java by Strear) I
Stream-based COMmunication
almost any type of Java application.

* Almost all network COMmunication (except
UDP__communication) s 7

—  ~dlio ducted over
streams.

3 )¢
@ Eng. Asma Abd%‘le-;:mé uhcsj(am ?(O\”O Co \ )

Computer Enginzering Depariment

IS central to

What Exactly are Streams?

*\ Byte-level communication| is represented in
Java by data streams.

- - s A2V )
* Data streams are é>0\1duits through which

information is sent and received.

0110011

Eng. Asma Abdel Karim
Computer Engineering Department

n
aAbde"(arim
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are streams? (Cont.)

ream must be

What gxactly

t st
« When designing @ system, the correc
e used is not im ortant,_as @ consistent

f stream

—liwnterfaW
7-hanad fogethet t° provide an easier and

. Streams may b :
) interrace. .
m ble In ced in a particular way,

_ be prOCES .
Iaf gng:jnsqtpr!g ecttoan existing stream, to provide
for processing 0

Soul G
111101 —w

m could conn
f the data.

! Eng. Asma Abdel Karim
Camputer Engin=ering Department

ot L—l*"\)b —

What Exactly are Streams? (Cont.)

« Streams are divided into two categories:

— Inpu 1 ay be read from.
— Qutput streams that may be written to.

. Although streams are usually one-way,
multiple streams can be used together for

two-way communication.

Eng. Asma Abdel Karim
Computer Engineering Department
. €
L —

Eng. Asma Abdelkarim
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— \
What Exa

ctly are Streams? (Cont.)

« In Java, streams take a
approach. One‘SiZe~fit5-a||
— They are fairly inte

stream read from an outpyt
— A filter stream is
. a stream i .
fashion. that ﬁl_tiﬁ\di‘ta in some
=~ 17 '0Ce s 4
Eng. Asma Abdel Karim < g\“_ éc“\“7\
Computer Engineering Deparcment

How Streams Work?

* Streams for reading inherit from a common

superclass the@%g,inputsgreag? class.
S

. Pagkegt s
* Streams for writing_inherit from a c on

Superclass,Wﬂi@\

* These are (abstract classes) they cannot be
instantiated. ., Jon Canle Creale obrs erom.h\m-
= Instead, ar11 appropriate subclass for the task in

hand is instantiated.

g
E’;g' Asma Abdel Karim
ZRuter Engineering Depariment /
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java_io
InputStree™

(o0 d

SV\\‘::ll tStream o FiltertnpuiStream
ilelnputSire «ﬁ

E
@Computer Enginesring Department

ng. Asma Abdel Karim

How Streams Work? {(Cont.)

stcf

java.io

W( .-'L—e, QutputStream
i
PR ‘)Xn»\tﬂ\-oh&

SwH y §

PipeOulpulStream
FilterOutputStream

Eng. Asma Abdel Karim
Computer Engineering Department
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% Reading from ap Input Stream
« Choosing the right - ;
fairly straightforv%ard% s 2

— The name of the stre
a
read from. M matches the datg source it will

.m:ﬁ:‘e eaarceh Sci)f(vI\/?]W-leVEI input streams) to choose
’ | .
task. €N performs an entirely different

* There are other low-level
. . - streams t
directly instantiated by developers hat are not

—These are returned by invoking a method of a

networking object.

—a
e

; Eng. &sma Abdel Karim
§/ Computer Enginzering Depariment

Reading from an Input Streams
(Cont.)

Low-level Input Stream Purpose of Stream

2/17/2019

ByteArraylnputStream Reads bytes of data from an in-memory array.

Reads hytes of data from a file on the local

FilelnputStream
file system.

Reads bytes of data from a thread pipe.

PipedinputStream d
Reads bytes of data from a:string.

StringBufferinputStream

Reads bytes of data from two or more low-
level streams, switching from one stream to
the next when the end of the stream is

SequencelnputStream

reached.
the user console.
" bytes of data from
QSystem.m\ Reads bytes
12
Eng. Asma Abdel Karim
Computer Engineering Department - —

]
Abde‘karim

in UDP
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Reading from an Input Stréd

reated, it - will

e When a low-level input stream is C e
reéd from a source of information that supplies it
with data. | |

ams act as cons I f information

e |nputs stre
quentially.

_ Bytes are read from the sourceé se
d, you can’t g0 back and

_ Once bytes have been rea

read them again. .
— Bytes haven’t been erased, the stream has simply
“moved on to the next byte of information.

\)ot\( .

i3

QW\QSS erbstfeﬂm 'S bqub(_/ we C_Cw)\h 30

| Eng. Asma Abdel Kerim
/ Computer Engineering Department

Reading from an Input Stream (Cont.)

th i fox ... TSR TS e
w © . FilelnputStream .

\

v
\0\3\{ ol(e COSRJ (nlo Chafs

v

Mmmnomsmo«)mm
1111010161061010100000101010

Hard drive platters

Eng. Asma Abdel Karim
Computer Engineering Department
14
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b \

Reading from an |
Nput Stre

am (Cont.)

* Input streams use.b.I.Qchm&L

. /0.
Bloc : lied to any form of
%
return from an Operatio | -

n.
* Blocking  1/0 m3a
Y cause
problems. performance

— This can be alleviated by using data bufferin
_ DHjjering.

Eng. Asma Abdel Karim
Computer Enginearing Departrant 15

The java.io.lnputStream Class

* The abstract InputStream class defines methods
common to all input streams and all of them are

public:
Int availahkle () throws java.io.lOExceptﬁ\;
Returns the number of bytes currentl ' or reading.

More bytes may be available in the future, but -reading more
than the number of available bytes will result in a read that

will block indefinitely.
Q"ojd_cloge () throws ja\g.io.lOExcem_]

Closes the input stream and frees an _resour tcsirgsaﬁh as file
handles or file locks) associated with the inpu .

16
A (E:Zg Astma Abdel Karim
[puter Engineering Department —_—
My

218
| bde|karim

L
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tStream Class (Cont.)

hods common to

The java.io.Inpu

« The abstract InputStream class defines r.nfet
all input streams and all of them are public:
void mark (int readLimit)

1. Records the current positio
an input stream to revisit the same s : _
later int in the _future, by invoking

InputStream.reset() method.
2. Not every input stream will support

—(boolean markSupp?rt’e@

n in the input stream, to allow
equence of bytes ata
the

Q\E/S&\» 4

ieno o) this functionality.

Cotide 28
1. Returns "truﬂ@lﬂguLsﬁea_f"_s__ﬁL__mwy)ﬂg
- reset() me s "false" if it does not.
Yo o \secki 2. Unless_over_ridden_by a subclass of InputStream, the
(default value returned is fE/Ef.

éu\ca sk eam -F— e Akl

(é_qc} CJ\ES\“A Eng. Asrma Abdel Karim
§/ Computer Enginzering Departmert

The java.io.InputStream Class (Cont.)

e The abstract InputStream class defines methods common to
all input streams and all of them are public:

int read( ) throws java.io.lOException

L__' 1. _Returns the next byte of data from the stream.
FMK " 2, Subc_lasses of InputStream usually override this method to
R prowde. custom functionality (such as reading from a file
- Q\rc . or a string).
) 3. As mentioned earlier, input st j
ol . nea earlier, input streams use blocking 1/0, and
cﬁw will block indefinitely if no further bytes are yet available.

4. When the end of the stream is reached, a value of —1 is

returned. i
o666 Oesd 0o o6 O \\\l “(QQ@

oo @ oo o0 o000
Eng. Asma Abdel Karim N ‘ %‘9\? )J-a © ):l )J \
Computer Engineering Department &' (v\b ) %-‘ bk J \ 18
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eac java.io. I
specified by and places them in the
repeated|y ==l alling the method
obtor until the arrqy s illed or no

ained. w

\ Eng. Asima Abdel Karim
Computer Ewgineermg Department
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The java.io.lnputStream Class (Cont.)

The abstract InputStream class defines methods common to
allinput streams and all of them are public:

int read (byte [ ] byteArray, int offset, int length) throws

java.io.lOException, java.lang.lndexOutOfBoundsException

1. Reads a sequence of bytes, placing them in the Specified
array.

Unlike the previous method, read(byte[] byteArray), this

method begin ﬁiﬂg—bﬁﬂ—i_a@_the_:mwe
specified offset)Xand for the specified length, if possible.
This allows developers to fill up only part of an array.

Developers should be mindful that at_runtime, out-of-
bounds exceptions may be thrown if the array Sizﬂféit,
and length exceed array capacity.

.
| Erig. Avrna Abdel Karim 2
Computer Engireering Department

2.
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The java.io.InputStream Class (Cont.)

« The abstract InputStream class defines methods common to

all input streams and all of them are public:
@id reset( ) throws java.io.|OException
1. Moves the position of the input stream back to a_preset

mark, determined by the point in time when the mark()

method was invoked.
2. Few in ionality, and may

cause an I0Exception to be thrown if callec.

Eng. Asma Abdel Karim
Computer Enginsering Depariment

L)

—The java.io.InputStream Class (Cont.)

* The abstract InputStream class defines methods common to
all input streams and all of them are public:

— (long skip (long amount) throws jz?va.io.lOExcept@
(! g“&r P 1. Reads, butignores, the specified amount of bytes.

~ 2. These bytes are discarded, and the position of the input

S\C\'PP(Q stream is updated.

3. Though unlikely, it is entirely possible that th
? number of bytes could not be skipped (for
N stated in the Java API, if the end of th
a reached).
com
ot
\

4.("The skip_method returns the number .
l SL\‘ \|/\ \-k, lﬁ»«?“\f/f qhé

e specified
example, as
€ stream s

02 bytes skipped

amount.

k 5‘\&@

- Wil Shaet e
Fom the ‘D“Qgtr‘

over, which
Eng. Asma Abdel Karim

Computer Engineering Department
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Example Using a Low-level Input Stream
import java.io.*;

public class fll(‘lnpu‘snoan‘u
. emo
public static void main(String]) afgq {
if {args length 1= 1)
System.err.printin (*Syntax - Fileln

return; putStreamDemofile”).
)
try|
InputStream fll(\lnqu‘ = "
DUt = new Filelinpuse -
1l data = filelnput r 29(); reinputStream( a 8s(0] ),
while {data 1= 1N — , 4 ) B
Z‘*"‘”“’U‘\\ch(da:a) g = QAL et o
ata = filelnput ’ &3~ ¢
} put read(); 25 10~ Qe 151 S W)

fileinput.clos
e(), be by

Le
—h Yo ¥ ,
catch (10Exception ioe ) &k »73 P“')”’ :
System.err.printin ("I/O error - *

+ ioe); ()-(L’( Fca/'j
}

5.

% Writing to an Output Stream

* While an input stream is a data’consumer an output
stream is a data'producer: o

— 1t literally creates bytes of information and transmits them
to something else (such as a file or data structure or
network connection).

* Like input streams, data is communicated sequentially;
that is, the first byte in will be the first byte out.
-~ This a'f)jroachfis analogous to a FIFO queue.
* Unlike some specialized filter input streams, which
t allow you to "go back n" bytes within a sequence;, once
data is sent to an output stream it cannot be undone.

i, Asmip Apgel fLarim
Computer [ngineering Deparment

Abdelkarim 12
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‘hello world'

| Eng. Asma Abdel Karim
Computer Engineering Department

Writing to an Output Stream (Cont.)

« A number of output streams are available in the
java.io packageyfor a variety of tasks.

— Such as writing to data structures including strings
and arrays, or to files or communication pipes.
 There are six important low-level output streams
that may be written to.
— In addition to filter streams that may b
these low-level streams v be connected to
« As mentioned earlier, there are other streams

which may be written to that de
: vel
create and instantiate directly. opers cannot

Eng. Asma Abdel Karim
Computer Engineering Department -
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Low-level Output Stream

Bﬂ_AmYQUII@ea m

Writing to an Output Stream (Cont.)

Purpose of Stream
FnlgOutgutStream

PlpedOut utStream

ertes bytes of data to an array of bytes. _|

Writes bytes of data to a local file.

Coed v bheeds

which will be connected toa

_java.jo. P/ped/nputStream
StrmgBufferOutputStream
it LU

Wntes bytes of data to a communications pipe,

structure for the fixed- length string).

ertes bytes to a string buffer (a subs’utute data
System.err

Writes bytes of data to the error stream of the

user console, also known as standard error. In
System.out

addition, this stream is cast to a PrintStream

streamis cast to a PrintStream

Writes bytes of data to the user console, also
known as standard output. In addition, this
@E’g. e i

)

mog\\S \\SQA ‘\'\ \X\BQ

Writing to an Output Stream (Cont.)

array.

—

* Bytes may be sent one at a time or as part of an

d one at a time,
— However, when bytes are rea
individual byte writes may affect system performance

« Reading information can block indefinitely] but

writing information may also block for small
amounts of time.
AIMOUTILY &

This is not normally as significant an issue as the case

of blocking read operations, as the;bytes are ready to
send.

E

Computer Enginaering Dspartment

ng. Asma Abgel Karim

?Abdelkarim
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The java.io.OutputStream Class

The Ws_java.ioﬂut utStream defines
the following public methods: . |
-Gloid close() throws java.io.|OException

1. Closes_the output stream, notifying the other
chy | side that the stream has ended.

C .
h:‘ M\Z Pending data that has n?t yet bgen sent will be
Qf sent, but no more data will be delivered.
R — SO O e e

Eng. Asma Abdel Karim
Computer Erginzering Department

The java.io.OutputStream Class
(Cont.)

The abstract class java.io.OutputStream defines the
following public methods:

2\ O\ L void flush() throws java.io.lOException |

s (5 1. Performs a "flush” of any unsent data and sends it to

rcg%w\i%_ the recipient of the output stream.
NPV 2. To improve performance, streams will often be
b, 2 Cagd ., buffered, so data remains unsent. This is useful at

oy times, but obstructive at others.
3. The method s particularly  important for

et ™ W OutputStream subclas
0 ) s ¢ : lasses that represent network
S R operations, as flushing should always occur after a

request or response- tsot :
x 't left waiting for dotg, hat the remote side

Eng. Asma Abdel Karim
Computer Engineering Department 30
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The java.io.OutputStream Class

The abstract class java.io.OutputStream defines the
following public methods:

€ void write (int yte) throws java.io.IOException
1. Writes the specified byte,

2. This s aqap abstract method,
OutputStregm Subclasses.

— void write (byte[] byteArray) throws
java.io.IOException

1. Writes the contents
stream.

2. The entire contents of the array (barring any error)
will be written.

Eng. Asma Abdel Karim
Computer Engineering Department

overridden by

of the byte array to the output

The java.io.OutputStream Class
(Cont.)

The abstract class java.io.OutputStream defines

the following public methods: -
—@gemvtﬁ[]ﬁyteﬁ\"ayﬁ nt offset, int length)

' ' tion
hrows java.io.lOExcep
1. Writes the contents of a subset of the byte array
' to the output stream.

to specify just

' d allows developers '

% hon meg;%f an array is sent, and Wthf? part, as
iy to the OutputStream.wrlte(byt?[]
gptgfsgy) method, which sends the entire

y

contents of an array. bow
o
- \,.;.\LL Cave CA(('C(‘S

Eng. Asma Abdel Karim
@ Computer Engineering Departmeant
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w-level Output Stream

Example Using a LO

import java.io.*;

public class FiIeOutputStreamDemo{
public static void main(string argslIN
if (args.length != I =— O o\
System.err.println("Syntax - FileOutpu

return;
}
string source = args[0];
String destination = args[1];

L’\@df"\f-"s’s

tStreamDemo sT¢ dest");

try { Sub <lg < i ,
3{- ev ‘_‘r\:nputStream input = new FilelnputStream( source )'; " e F“\:S““(P\"\g ~
C et . System.out.printin ("Opened " +source + " for reading.");
e OutputStream output = NEW FileOutputsﬁfggmf@ﬁl’i‘dﬁOF'—F\>S &
S‘ﬁlif System.out.printin ("Opened " +destination + " for writing.");

| Eng. Asma Abdel Karim
Computer Engineering Department

Example Using a Low-level Outptit Stream
(Cont.)

b f =
| ¢

int data = input.read(); L’E)\A\‘ W gl B s

while ( data 1= -1 B s
g 15 output.write (data); ——> *Mé.\& G e of p
3]s « i . ,
Gt @21 ol Olg e datasinput.read(); A&“_: el ,)&
‘\'\G“\‘v'\' )\ } '\R\\ \.g,v\
- input.close();

output.close();

System.out.printIn ("I/O streams closed");
}
catch (IOException ioe){

System.err.printin ("I/O error - " + ioe);

}

Eng. Asma Abdel Karim
Computer Engineering Department
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Filter StreamsAD
—— dtream
\(BWQY-QF;\

While t i 2
mechan:;?nbt?c low-leve] streamS\. provide a sin_lglia
réad and write bytes of information,

their flexibility is limited
—CIT Texibility is limited:

After all, reading bytes s complex.

— There's more to the world th

a{‘just bytes of data
— Text, f i .
or e’%-cisgguencg of characters, and other

forms of data |  taka e e L
Frie ata like numbers take up more than a single

Byte-level| COmmunication can also be inefficient.
Data buffering can improve performance.
To overcome these limitations, filter streams are used. .

| Eng. Asma Abdel Karim
Computer Enginzzring Departrnent
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"

.

Filter Streams (Cont.)

Filter streams add additional functionality to_an existing

strea_m. ) \\
— By processing data in _some\ form, /such as_gbufferiﬁngor
performance. i '

— By offering additional methods that allow data to be accessed in
a different manner. For example, reading a line of text rather

than a sequence of bytes.
Filters make life easier for programmers.

— As they can work with familiar constructs such as strings, lines
of text, and numbers, rather than individual bytes.

— Instead of the programmer writing a string one character at a
time and converting each character to an int value for the
OutputStream.write(int) method, the filter stream does this for

them.

B&mg. Asma Abdel Karim 36
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Connecting a FWn

(-\Q ) ] [ ]

< Qlier oo EXISTING Stream
i H? e be connected to an other stream.
o ilter streams can O veam.

=T en another ﬁ
Ooad |OW-|EV€| stream or ev . ]
.10.

e Filter streams areé extended from the Java.io

JterOutputStream classes.

iava.io.Fi
FilterinputStream and java.i0.FIETZZ 2= ——
« Each filter stream supports one or moré constructors That

accept: . .
« Either an InputStream, in the case of an input filter, or

« An OutputStream, in the case of an output filter.

« Connecting a filter stream is as simple as:
n instance of an

(37 s~ Creating a new instance of a filter passingan_
éxisting stream, and
— Using the filter from then on to read or write.

| Eng. Asma Abdel Karim =
Computer Enginesring Depariment

1y

Connecting a Filter Stream to an
Existing Stream (Cont.)

* The following code connects a PrintStream (used to

print text to an OutputStream subclass) to a stream
that wrote to a file and uses the filter stream to write

L amessage on the file.

_\(k‘ asS \\L, \S

FileOutputStream fout = new FileOutputStream ( somefile );
PrintStream pout = new PrintStream (fout); . ’
pout.printin ("hello world "); L Q Weem

= low

)
Pass 1\ S

Lz
Caal ™
Eng. Asma Abdel Karim “ ( B
B ti d

Computer Engineeri ng Department
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Connecting a Filter Stream to an
Existing Stream (Cont.)

« The process is fairly simple as long as the
programmer remembers two things:
1. R_ejd and write operations must take place on the
new filter stream. o
2. Read and write operations on the underlying stream

can still take place, but not at the same time as an
operation on the filter stream. |

. Useful Filter Input Streams
(U BufferedinputStream Class

* The purpose of I/0 bufferingViS to improve system
performance.

* Rather thaﬁ reading a byte at a time,. aﬁg_e
number of by_tg_sfarg,r,ea_d_,together, the first time
the read() method is invoked.

y V—\;Hen an attempt is made _to read subsequent
bytes, M—arewm the buffer, not the

> underlying input stream.
— This improves data access time and cagf@g_uggt\h\e
number of times an application blocks for input.

Erig. Asma Abdel Karim
Computer Engineering Departrment
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Useful Filter Input Streams
BufferedinputStream EiﬂCont.)

* Constructors: R
—(BufferedinputStream n (InputStream INPLt B
Creates a buffered stream that will read from the specified
InputStream object. B

ufferedinputStream (InpﬁfSt'r'éarﬁ' input, int bufferSize)

‘ O :2va lane.lllegalArgumentException ——————
b ‘\*k\&ﬁgcn 1\ .throws java.lang.ll gv—o"?)f?;—édspeafied size, which

2 tream,
1.” Creates a buffered s m object passed as a

ST Wag b= reads from the InputStrea
Nege v | parameter. _ ] '
ML 2. This allows developers to specify a size, WhIC/? can
improve efficiency if large amounts of data are going to
’ be read. The buffer size specified must be greater thqn or
equal to one. "‘\ \Q \ @chl,c{e a Certain Side

\ Cants e d«w TJ \G\{( -

! Eng. Asma Abdel Karim &
Computer Enginzering Departrment

Useful Filter Input Streams
BufferedInputStream Class (Cont.)

* Methods:
—No_additional methods are provided by the

BufferedinputStream class.

— However, it does override the markSupported()

method, indicating that it supports the mark(int) [
and reset() methods. e JL
e O )
I
by

Eng. Asma Abdel Karim
Computer Engineering Department 42
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Useful| Filter Input Streams
@«) @atalnputStream / lass \éo sl
\—w ™M ¢

g primitive data types such ase—
numbers and characters. — ok only \o\&Q;

ot easily represented as

one byte of information).

* Developers should not be concerned with the way in
which representation occurs. -

* Instead, the data types can be read simply, by invoking

methods of the DatalnputStream class, which handles the
translation automatically.

* This class implements thé java.io. Datalnput interface.)

LH’\

J

"

Useful Filter Input Streams
DatalnputStream Class (Cont.)

e Constructors: |
< DatalnputStream (InputStream input))
Wnput stream, reading from the
specified input stream.

a4
Lsrna Abgel Kaum
[re 5179 tv‘ Sag r\e-,ar‘['nén!
Computer Engineering “ov

/ a Abdem:lrim
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put Streams

jlter In
Useful Filter lass (Cont.)

DatalnputStrean

e Methods: 4 to the DatalnputStream

Many methods aré adde ess to new data types.
class, in order to facilitate aC_C e onjavalo end f f,‘]

. boolean readBoolean()thmwsjava"o'li)f * va.io.lOException L
+ Byte readBVte()throwsjava.io.EOFExcept{onJ.a a'io.|QExcepti0n

« char readChar()thrOWSjava'io'EOFExceptlonJa.v '.;vg io.|0Exception

« double readDouble( ) throws java.io.EOFException Ja¥e:

jon java.i Exception
+ float readFloat( )throwsjava.io.EOFExceptlon Java.|0.|9Exc.0pEOFException
- void readFully(byte[ ] byteArray) ~ throws java.io.
LJava.io.lOException

i i th
void readFully(byte[] byteArray, int offset, int length) rows
java.io.EOFException java.io.lOException

- 45
| Eng. Asma Abdel Karim
/' Computer Engineering Department

Useful Filter Input Streaims
DatalnputStream Class (Cont.)

Methods:

n
* float readint( ) throws java.io.EOFException java.io.IOException
_5tring readline( ) throws java.io.IOException

long readLong( ) throws java.io.EOFException java.io.IOException

short readShort( ) throws java.io.EOFException java.io.IOException
e int readUnsignedByte( ) throws java.io.EQFEx

: ' ception java.io.lIOException
s int readUns:gnedShort( )throwsjava.io.EOF p

Exception java.io.lOException

java.io.lOException

int skipBytes(int number) throws java.io.IOException

Eng. Asma Abdel Karim
Computer Engineering Department
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@ .Useful Filter Inpuyt Streams
meNumberInputStrea 1Class
* This class Provides helpfyl

tracking the number of lines re
stream.

It is deprecated as of JDK1.1, h

preferred way to process text
reader class.

* Also, line numbers are not very serviceable in
terms of a stream of bytes,

Nonetheless, if writing for JDK1.02 systems, it
may be useful.

functionality by
ad from an input
\1’;\

owever, since the
data is to use a

A g Eng. 2ema Abcdel Karim
3 / Computer Enginesring Department

Useful Filter Input Streams
LineNumberinputStream Class (Cont.)

+ Constructors: o
— LineNumberInputStream(InputStream input) |
Creates a line number stream, reading from the
specified input stream.

« Methods:
MEneNumbem b g
roturs the number of lines that have been read by th

e

input stream. :

void setLineNumber(lnt numberD ook

difies the line number counter to the sp _
Modlifies

Eng. Asma Abdel Karim -
Computer Engineering Departmel
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S
useful Filter Input StrealrarlSS ” ,

@’ l PushBackInputStreamE A
allows a single byte to q{)

* The PushBacklnputStream claska" - to the stream for
Fova s5|,\  be read and then "pus

~Me 65 (s < Jater reading. that allows data to be

; 2 ]| i« maintained
&4 L@ta\ « Aninternal byffer is maint e input stream buffer,
il pushed back into the front © o,
£ 3 or added if the data had never beenr e
a‘,\\\ = {e“) “““e This is useful when the programmer neeads to
Ww n n 1 ing
sneak peek" at what's com
™ ine what the next
i k) — For example in a text parser of to deterr;'{n;eoing e
‘L commandina communlcatlons pl’OtOCO IS8
(esel- ()

Eng. Asma Abdel Karim
/ Computer Enginaaring Departrment

Useful Filter Input Streams
PushBackinputStream Class (Cont.)

e Constructors:

@ﬁacklnputStream(InputStream input) l

Creates a PushBackinputStream that will read from the
specified input stream.

—j‘tlehBa.cklnputStre.am (InputStream  input__int
ufferSize) throws Java.lang.IIIEgaTA?gﬁm_e-rlt_Eké@
1. Creates a PushBackinputStream that will read from

an input stream and e
e, use a buffer of the specified

2. If a value of less than one j
; e is if;
size, an exception will pe thro:lle,eafled for the buffer

Eng. Asma Abdel Karim
Computer Engineering Departrent
50
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Useful Filter Input Streams
PushBackinputStream Class (Cont.)

— (void unread (byte[] byteArray) throws java.io.|OException
Pushes back the contents of the specified array. If a buffer
overrun occurs, an exception is thrown.
void unread (byte[] byteArray, int offset, int length) throws
java.io.lOException e

Pusht?s back a subset of the contents of the specified array,
starting at the specified offset and lasting for the specified
duration. If a buffer overrun occurs, an exception is thrown.

— void unread (inggytga)htl_wrowsjavg.io.lOExggpti_W

_—

Pushes back?@pecified byte into the front of the buffer. If
a buffer overrun occurs, an exception is thrown.

\ Eng. Asma Abdel iarim
/ Computer Enginesring Department

. useful Filter Output Streams N

' BufferedOutputStream Class ™\l

. The BufferedOutputStream provides data RN
buffering similar to the BufferedinputStream. Cluch

. As suggested by the name of the class, Stfeom 1 &
however, it bu

o 7

ffers writes, not reads.

. An internal buffer is maintained, and when
the buffer is complete or if a request to flush
the buffer is made, the buffer contepts are
dumped to the output stream to which the

buffered stream is connected.

| | 52
: PR 1. Asma Abdel Karim
Y Computer Engineering Department
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Useful Filter Output Streams
BufferedOutputStream Class (Cont.)

* Constructors: tream output
tream (Outpy
BufferedOutputS d output

1. Creates a buffer for writing to the specifie

stream. '  enath

2. The default size of this buffer is 512 bytes mtenf : t

BufferedOutputStream (0utputStream output , IU
bufferSize) thprows java.la ng.lllegalArgumentExceptlon
to the specified output

1. Creates a buffer for writing €
stream, overriding the default buffer sizing. ‘
2. The buffer is set to the specified buffer size, which

must be greater than zero or an exception is thrown.

| Eng. Asma Abdel Karim
Computer Engingering Department

Useful Filter Output Streams
BufferedOutputStream Class (Cont.)

e Methods:
— No extra methods have been added to this class.

— However, the flush() method has been overridden.

« It_will flush the contents of a buffer, sending it
immediately to the output stream it is connected to.

« This is particularly important in networking, as a
protocol request can't be sent if it is still stuck in the
buffer, and the remote program may be waiting for a
response.

Eng. Asma Abdel Karim
Computer Engineering Department ca
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Useful Filter Output Streams
BufferedOutputStream Class (Cont.)

I've sent the message to the
client. Now I'll wait for it to
respond.

This message isn't big enough to
bother sendjng. 'l wait for the
server to send some more before |
pass this along.

1 wonder where the rest of that
message is?

\

i 3 {
i BufferedOutputStream ¢
: —— }/
i S
‘ T
\, o g
Y

L8 e fes, ‘
| . S U
Senall anc| éﬁfefé“‘ B

%r\m \(3\~Q’-Cc./f =W\l ey A\ \O\’QCE ‘:5

WEB SERVER

WEB CLIENT

e ® —

— Ss Aew have Yo Q\u:\r\ \L

Py

]

« Like the DatalnputStreamclass, the DataOutputStream class

Useful Filter Output Streams
DataOutputStream Class — 1 Ce. wy

Ai

is designed to deal with primitive datatypes, such as &
numbers or bytes.
Most of the read methods of DatalnputStream have a
corresponding write method mirrored in
DataOutputStream.

— This allows develope
of stream, and to
application without an
datatypes are represen

rs to write datatypes to a file or other type
have them read back by another Java
y compatibility issues over how primitive
ted by different hardware and software

platforms. ) _
« It implements the java.io.DataOutput interface, which
provides additional methods for writing primitive
datatypes.

Eng. Asma Abdel Karim
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Useful Filter Output Streams
m Class (Cont.)

DataOutputStred
» €onstructors:
— DataOutputStream (OutputStream output)
will write to the

Creates a data output stream, which

specified stream.

Eng. Asma Abdel Karim

3 . - +
Computer Engineering Department

Useful Filter Output Streams
DataOutputStream Class (Cont.)

Methods:

— intsize()
Returns the number of bytes written to the data output stream.

— void writeBoolean (boolean value) throws java.io.|OException
Writes the specified boolean value, represented as a one-byte

value.
— void writeByte (int byte) throws java.io.IOException

Writes the specified byte to the output stream.
- v_0|d writeBytes (String string) throws java.io.lOException
Writes the entire contents of a string to the output stream a byte at

atime.
— void writeChar (int char) throws java.io.lOException

Writes the character to the output stream as a tw
_ A ) _ o-byte value.
— void writeChars (String string) throws java.io.IOExc}:aption

Writes the entire content i
represented as two-byte va/i,e%gmség? g to the output stream,

Eng. Asma Abdel Karim
Computer Engineering Department sg

asma Abdelkarim
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Useful Filter Output Streams
DataOutputStreqm Class (Cont.)
R

— void writeFloat (float floatV.
ATlo alue) throws java.i i
onverts the specified float pars tc)) . tSJBVEI.IO.lOEX.CEpi.IIOH
our-byte valie. nt and then writes it as a

— void writeint (int intvalue) th iavA i
Y . ro .
Writes an int value as afour_)b‘yte “;""Jshljaeva.lo_IOExceptmn

— void writeLong (int intValue) th L '
Writes a long value as eight by)tes,rows Java.io.lOException

— void writeShort (int intValue) throws iava i
. W .
Writes a short value as two byt()es, S Java.io.lOException

— void writeUTF (String string) throws java.i i
Writes a string using UTF-8 encoding. Java.loI0Exception

| Eng. Asma Abdel Karim
Y/ Compuier Enginesring D

spariment

+ Methods:
— void writeDouble (d e N\
C Java;th.:’?ExceptiOn ouble doubleValue) throws — P& 'S e ien
onverts the specified .
converts it to c'?n e{ch%t-gggéJ \I/%IVL?el_ue to along value and then éc‘“« yele

s

Useful Filter Output Streams

Ve SGQ

* The PrintStream adds additional methods as well.

i tion.
— None of which may throw an IOExcep .
N vertly reported, and instead the presence of an error is
= Hctarmined byt Error() method—although no further

determined by invoking the ch
details may be obtainedas tot ecaus'eoftheerror'.  trene]
* Despite its idiosyncrasies, the PrintStream Is an 2mely
useful class.

— It provides a convenient way to
the print(..) method, and to prin
printin(..) method.

int primitive datatypes as text using
F:rtlﬂesf)e with line separators using the

Ons:

o

\‘\Df?:j : Ssﬂcyc\.o\«\h

bffeed e—PrintStream Class -+ é@sxsm,err ale.
. Sted MWho
« The PrintStream is the most unusual of all filter output 1l
streams P SrGam Closs -
- i ical in that it overrides methods in_herited from
::tiltefOuattgftISc?rea; without throwing the expected jaVB.IOJOEXCEptlon\\
class.

\IA ,
“€ont hvowo
ﬂy\CﬁP“\on 5 Cﬂ- c‘( l (

\/W\ checle \( :
WSAA A melho

Y 3
C.\'\QQkLW-Q ~(

NS U
—
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* Constructors:

Useful Filter Output Streams
PrintStream Class (Cont.)

(i,

S
—ErintStream (OutputStream outputﬂ },@

Creates a print stream for prin

—(PrintStream (OutputStream output, boolean flush) 5\[)\[;
.

1. Creates a print stream for printing of datatypes as text.

2. If the specified boolean flag is set to "true, " wher?ever a
byte array, println method, or newline character is sent,
the underlying buffer will be qutomatically flushed.

! Eng. Asma Ahdel Karim
/ Computer Engineering Department

q '
ting of datatypes af,t_efi_ PG

L
L)

C/

Eng. Asma Abdel Karim
Computer Engineering Department 62

e Methods:

Useful Filter Output Streams
PrintStream Class (Cont.}

?"”\\" ) Ne(sien

— boolean checkError()

Automatically flushes the'output stream and checks to see if an error has
occurred. Instead of throwing an IOException, an internal flag is maintained that
checks for errors.

— void print {boolean value)
Prints a boolean value.

— void print (char character)
Prints a character value.

— void print (char(] charArray) _
Prints an array of characters. ~— onl Wais WL "\>(\V\\~ \,Lﬁ 0((0\6 3

— void print (double doubleValue) e -’ '

Prints a double value. = 33 (f Went Phak Ve A,
— void print (float floatValue) adeliess ‘JQ e 0(7’06 \\
Prints a float value. ) ‘.\,\U/-O o g

Y=

zng. Asma Abdelkarim
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eful Filter Output Streams

PrmtStream Class (cont.)
* Methods: VO Ner g o

= void print (int intValue)
Prints an int valye.

— void print (long longVat
Prints a long valye,

— void print (Object ohj)
Prints the value of the spec
— void print (String string)
Prints a string's contents.
= void printin()

Sends a line separator (such as '\n
determined by the value of the

= void printin (char character)

Prints a character value, followed by a printin().
— void printin (char[] charArray)
Prints an array of characters, followed by a printin().

| Eng. Asma Abdel Karimn
Computer Enginzering Department

ue)

ified object's toString() method.

). This valye js system dependent and
system property "line.separator.”

Useful Filter Output Streams
PrintStream Class (Cont.)
* Methods:

— void printin (double doubleValue) _
Prints a double value, followed by a printin().
— void printin (float floatValue) .
Prints a float value, followed by a printin().
— void printin (int intValue) _
Prints an int value, followed by)a printin().

i i lue
— void printin (long longVa '
Prints a long value, followe_ed by a printin().
— void println (Object ob;)
Prints the specified object. s :
— void printin (String string}. o
Prints a string followed by a liné separa
— protected void setError()
Modifies the error flag toava

toString() method, followed by a printin().

Jue of "true-"

€4

Eng. Asma Abdel Karim "
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2/17/2019

A AL . e ot
Scanned with CamScanner



_ ]

References

m Network Programming

Chapter 4 of Java Sz David Reilly

and Distributed Compu
and Michael Reilly.

=
Ene Acrna At rirr
g 4 Abde! »
F Computer fngineering De

E\S\\5H ‘{\‘%Qfé ('~ @SCJI\(EG)&SQN\\\QB l\r\ Kll\ \Ojt
—ky ® = - u‘d\ CQ\_)@ & . .2 bﬁ\-t,_g

/'\(c\b\L \Q\—\-Q(‘é \w UN 1Co \5(‘__

) < )
o~ béVk_s.

Eng. Asma Abdelkarim

Scanned with CamScanner



i')g
'i“y

2/27/2019

% Networks and Internet
Programming

Data Streams
Part-|

Outline

= Readers and Writers.
» Object Persistence and Object Serialization.
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Overview

nd output streams may
te text as well as bytes

itive data types, a
readers and
—

« While input streams an
be used to read and WI’I'
of information and prim
better alternative is to use

writers. —— W\a\',\\ Q\/\C«\{S _

« Readers and writers were intro
to better support Unicode character

duced in JDK1.1
streams.

| Eng. Asma Abdel Karim
Computer Engineering Department

What Are Unicode Characters?

* Most people think of characters as being composed of
8 bits of data, offering a range of 256 possible
characters.

— Low ASCII (0-127) characters are followed by hig%
characters (128-255). \ )

— The high ASCIl characters represent ch
aracters and
symbols such as those used in foreign languages or

punctuation.
* However, people quickly realiz
, ed that even 2
characters were not enough to handle the ma?lsl

characters used in langu
. ages aro . s
where Unicode came in. ® und the world. This is

Eng. Asma Abdel Karim
Computer Engineering Department
- - e i - ‘
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What Are Unicode Characters? (Cont.)

* Unicode characters are represented by 16 bits.

_A”OWing for a maxi
Xi .
characters. mum of 65,536 possible

* Unicode characters are supported by Java.
e Java also supports a modified form called

— This_is_a variable-width_encoding format; some
characters are a single byte and others multiple
bytes. ==

(:ma\ig\z\ Chaes Ql ‘33}&
@_ Achic Qo 2 Bges

The Impartance of Readers and
Writers

« For those dealing solely with primitive data
types, use of input streams and output
streams may by all means be continued.

if applications are processing text

y, use of a reader and/or a

rt Unicode characters,

+ However,
information onl
writer, to better suppo
should be considered.

6
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From Input Streams 10 Readers

1 er-based
* The( java.io.lnputStream\cl 5shas ;ezr:fefcrass
equivalentin the form of the java.io. t. .
e The reader class has similar method signatures to that

of the InputStream class. _
— Existing code may be quickly converted to use it.

* However:
— Some slight changes are made to the method signatures,
(' to_support character, and not by@reading.
S The available() method has been removed, and replaced
by the ready() method.—”“““————-————">

Eng. Asma Abdel Karim 7
Computer Engineering Department

(—-\V\GS\“(ZD\Q\- Class .
A

The java.io.Reader Class

* Constructors:

No public constructors are available for this

class. Instead, a reader subclass should be

insta ntiateﬁd )
‘/\é

PO
( & Eng. Asma Abdel Karim
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The java.io.Reader Class (Cont.)

 Methods:

The class includes the following methods, all of which are public:
Evmd close() throws java.io.lOExceptioE

Closes the reader.
— void mark(int amount) throws java.io.lOExceptioa

1. Marks the current position within the reader, and
uses the specified amount of characters as a buffer.

2. Not every reader will support the mark(int) and
reset() methods.

E boolean markSupportedm

Returns "true" if the reader supports mark and reset
operations.

The java.io.Reader Class (Cont.)

+ Methods: _ .
The class includes the following methods, all of which are public:

i java.i tion
—| int read throws java.io.IOExcep on ) . .
s d()etdms a character, blocking if no character is yet available. If
fheea desn%n o; the reader's stream has been reached, a value of -1 is

i iava.io.|OException]
. characterArray) ;hrgngava.l . -
- ,nifﬁid&a;r[—l&; of characters with data. This method rfe,turnfj a; tl.";et
Populates ggenting the number of bytes that were gead.d ljt r: ea fr’,; ‘,?5 the
va’zeér{seggream is reached, a value of -1 is returned and the y
rea
modified. .
int read(char(] cparacterArray i
j i tion . N
JaVBJOJOEXCE ith data, starting at the specified offset
he array witl , i
o cing SUbffe;:’ g{)éciﬁed duration. This method returgs tc;g ?atu'ﬁhﬁ}
poa lasn?‘?rgf otr e number of bytes read, or =1 if no by
representi

obtained.

Eng. Asma Abdel kanm
=
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The java.io.Reader Class (Cont.) |
* Methods: o ikiich
The class includes the following methods, all of which are |
public: !

boolean ready() throws java.io,lQExCept!Q,@ o o
;%msm?'f/f'{hére is data available, or "false" if no:.h Tt{"ihls
similar to the InputStream.available() method, except that the
number of bytes/characters is not available. ,

(=_void reset() throws java.io.IOException . |
Attempts to reset the reader's stream, by moving back to an ecyl/er
position. Not every reader supports either mark or reset, and an
exception could be thrown or the request ignored.

@Qg‘skip(long amount) throws java.io.|OException
2eads and discards the specified number of characters, unless the
end of the input stream is reached or another error occurs. The skip
method returns the number of characters successfully skipped.

‘_ Eng. Asma Abdel Karim 1
/ Computer Enginesring Department

The java.io.Reader Class (Cont.)

AR

—There are a variety of low-level readers (which F
v

connect to a data source, such as a file or a data -

structure), and

—There are filter readers for high-level
communication tasks.

* Like input streams: > feagl dncm& "

WP Computer Engineering Department 12
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Low-Leve] Readers
@arArrayReader Class )

* The ChqrArrayReader class is a reader that obtains data
by reading characters from an array.

* Constructors:

- CharArrayReader(char[] charArray)

Crea_tcjs a character array reader that will operate on the
specified array.

- CharArrayReader(char[] charArray int offset, int length)

Creates a character array reader that will operate only on a

subset of the specified array, starting at the specified offset
and lasting for the specified length.

* Methods:
The CharArrayReader adds no new methods.

{ Eng. Asma Abdel Karim
Computer Engineering Depariment

Low-Level Readers

FileReader Class)

« This reader obtains its data directly from a local file, similar to
the FilelnputStream class.

. Cmt be taken, as with the FilelnputStream class, when
creating an instance of it, as an exception will be thrown: ———

— If the file could not be located, or

i issi trict it from being read.
- 'ijEE'lt_Y_.?CCQSS permissions res

< .
&Cuﬂ\—é eXC&Phws
e AN Checked

14
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Low-Level Readers
FileReader Class (Cont.)

* Constructors:

—CE'iIeReader(FiIe file) throws java.io.FiIeNotFoundExceptitﬂ
Creates a reader that will access the contents of the specified file
object, if the file it represents exists.

FileReader(String filename) throws
java.io.FileNotFoundException

Creates a reader that will access the contents of the specified
filename, if it exists.

—| FileReader(FileDescriptor descriptor)
Creates a reader that will access the contents of the specified
descriptor handle.

¢ Methods: The FileReader class adds no new methods.

S~}

—_—
Eng. Asma Abdel Karim
Comiputer Engineering Department

. Low-Level Readers

For thigads ~ PipedReader Class

* Constructors:
— PipedReader()
Creates an unconnected pipe reader.
— PipedReader(PipedWriter writer)

Creates a connected pipe that will read the output of the specified
writer.

e Methods:
A single (public) method is added by this class.
— void connect(PipedWriter writer) throws java.io.IOException

Connects the reader to the specified writer. Any output that is sent
by the piped writer may then be read by the piped reader.

Eng. Asma Abdel Karim
Computer Engineering Department 16
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Level Readers

StringR
ead Yor hi

array, most program

* The StringReader
CharArrayReader,
source.

me
'S prefer to deal with strings.

las
o S F)ffers a substitute to the
epting 3 string as an input

| ng. Loma Abdel Karim
/ Computer Enginzering Department

| Low-Level Readers
StringReader Class (Cont.)
* Constructors: > W'“'\“ g"';‘\-tr (@;J(/“ L
— StringReader(String stringToBeRead) Wil e erfore ek -
Reads from the beginning of the specified string until the

end.

* Methods:
No additional methods are added.

1g

an~ Asma Abdel Karim . /
Computer Engineering Depa rimen
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S B uwe s kade- Low-Level Readers

Te

" Yhewm

> InputStreamReader Class

* While readers are quite common, there is still a need for
backward compatibility with older input streams.
— Particularly those written by third parties for which there is
no equivalent reader class.
— For example, the System.in member variable is an
InputStream instance that can read input from a user.
There is no comparable reader class for this.

— The solution is to connect an InputStreamReader to an
InputStream instance, which will perform the necessary
translation.

e ‘./(C\A WL bext a¢ t\Y\QS .

| Eng. Asma Abdel Karim 18
Computer Engineering Depariment

Low-Level Readers

@d InputStreamReader Class (Cont.)

Chaadted

Tl Breed)
s (UNtCoD

* Constructors:
— InputStreamReader(InputStream input)
V\% Connects an input stream to the reader.

G ) — InputStreamReader(InputStream input, String encoding) throws
java.io.UnsupportedEncodingException

Connects an input stream to the reader using the specified
encoding form. If the encoding form isn't supported, an exception is
thrown.

* Methods:
The InputStreamReader class adds the following public method:
— String getEncoding() '

Eng. Asma Abdel Karim

Computer Engineering Department 2

Returns the name of the character encoding used by this stream.

| Eng. Asma Abdelkarim
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InputStreamToReader Demo

import java.io.*;
public class InputStream ToReaderDem, {
public static void main(Strin

g args[j){
try{

System.out.print ("Please enter your name : ");
InputStream input = System. in;

InputStreamReader reader = new InputStreamReader (input );
BufferedReader bufReader = new BufferedReader ( reader )
—>. String name = bufReader.readLine();

System.out.printin ("Pleased to meet you, " + name);

}
catch (IOException ioe){
System.err.printin ("I/0 error : * + ioe);

}

}

21
Eng. Asmma £bdel Karim
Computer Ergineering Depamment

duechlu -

@e/eacs variable,

Filter Readers _ o eod dadd

aders, just like filter input streams],c
a , | rin om:

ide additional functionality in thedf?f;rent
ew thods, or process data in a diffe
new me ,

s buffering)-
way (such 2 o another reader.

* Filter r

« Always connectt

22
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= BufferedReader Class

Computer Enginesring Department

Filter Readers

One of the most frustrating problems ‘with reading data
from a reader, as with an input stream, is that blocking 1/0
is used.

When this happens frequently, the performance and
responsiveness of software suffers.

An alternative is to buffer data so that reads are grouped
together for better performance.

Just as the Bufferedin am_buffers bytes of data, the
utteredReader buffers characters,

Also, although one would not guess it from the name, the

BufferedReader is a partial substitute for  the
DatalnputStream class.

— It provides a readLine() method that is not deprecated.

e nsmasvoerkaim VO Fhron 3
@(E:Q?n?uter é\nbg?nle:fing Department o \“e‘SC(( Q%‘AW{\ %

Filter Readers
BufferedReader Class (Cont.)

Constructors:
-@uﬁeredReader (Reader reader)\l

Reads data from the specified reader into g buffer.

BufferedReader (Reader reader, int bufferSize)
throwsjava.lang.IIIegaIArgumentException

Reads data from the specified reader into q buffer,

which is allocated to the specified size. The buffer |
Size must be greater than zero.

® P Qe iy Bufler size. Zeio o \eg

CKC@PH <
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Filter Reader
S
Buffered Reader Class
* Methods:

— The  followin :
BufferedReadeE,a'OUbIIc method is added by

(Cont.)

[ S a replacement f

JUQQ DatalnputStream.read%».methodor the deprecated
W @ ;?Strlng I'E?ad'-ine() throws java.io.I0Exception

e e ) eads a line of text from the underlying stream. The |

allm line is te(minated by a line separator sequence, such
: as a carriage return/linefeed.

— In addition, the reader overrides the markSupported()

method, to indicate that it supports the mark and

reset operations.

Eng. Asma Abdel Karimn
Computer Enginzering Depariment

FilterReaders

FilterReader Class

¢ Rather than perform a practical action, this class acts
as a template on which other filters can be

constructed.

— If a custom filter n
extended, and methods o

eeds to be written, the class should be
verridden or new ones added.

. has been designed so that it
+ The FilterReader classd by making its constructor

e instantiated D
cigpeosteg- the class should instead be extendc:]d.d o
P, ot der class defines no new methods, bu
L The R o free to add additional methods or

subclasses aré .
override existing ones.

26
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Filter Readers

€ploceatl{ PushBackReader Class] ( butfer

This class allows characters to be "pushed back into
the head of a reader's input queue, so that it may be
read again.

This allows programs to peek ahead at the next
character and then push it back into the queue.

Constructors:
— PushBackReader(Reader reader)j
reates a push-back reader with a single character buffer.

— PushBackReader(Reader reader, int bufferSize) throws
java.lang.lllegalArgumentException

Creates a push-back reader with a larger buffer, of the

specified size. The buffer size must be greater than zero, or

an exception is thrown.

| Eng. ~Asma Abdel Karim 37
/ Computer Engincering Department

e

Filter Readers

& Gnvea—— pushBackReader Class (Cont.)

o '\‘\'\S\”QC«CJ cf:
Harle £
eset -

Methods:

-E\Zoid unread(int character) throws java.io.lOException]
Pushes the character back to the beginning of the queue. If
the queue is full, an exception is thrown,

-E/oid unread(char[] charArray) throwsjava.io.lOException]

Pushes every character in the specified arrqy i
. Into the .
If full, an exception is thrown. y queue

void unread(char[] charArray, int offset, i
Eva.io.lOException »Int 'e"gth)throwi)

Pushes a subset of the characters in the specified array into

the queue, starting at the Specified offse .
s tand |
specified length. If full, an exception is thrown, asting for the

Eng. Asma Abdel Karim
Computer Engineering Department g
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have been read.

. equivalent
LineNumberinputStream of the

As it extends the BufferedReader class, it also
supports the mark/reset operations.

Subclasy of Rl¥er) Recder .

(1 Eng. Asma Abde! Karim
$/ Computer Enginsering Department
Al

Filter Readers
LineNumberReader Class (Cont.)

* Constructors:
~{ LineNumberReader (Reader reader) )

Creates a new line-number reader. 1

- lﬂneNumberReader (Reader reader int size)
Creates a new line-number reader and allocates a buffer of the

specified size.
* Methods: . . .
Two new methods, to determiné and to modify the line
number counter, are offered.
— int getLineNumber()
Returns the current Iine.nu '
E void setLineNumber(int lineN

mber.
umber)

Modifies the line-number counter.

30
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Filter Readers
LineNumberReader Class (Co

* Constructors:
— LineNumberReader (Reader reader)
Creates a new line-number reader.
— LineNumberReader (Reader reage€r int size)
Creates a new line-number reafer and allocates @
specified size.
* Methods: .
Two new methods, determine and to modify the line
number counter, arg’offered.
— int getLineNufnber()
Returns the glirrent line number.

buffer of the

! Eng. ifma Abdel Karir
i = .
Computer Enginesring Department

The java.io.Writer Class

e Constructors:

— There are no public constructors for this class. Instead,
a writer subclass should be instantiated.

* Methods:
-Evoid close() throws java.io.lOExceptiorD

Y &— Invokes the flush() method to send any buffered data
and then closes the writer. ’

— {oid flush() throws java.io.IOExceptio\ﬁ\

Flushes any unsent data, sending it immediately. A

buffered writer might not yet have enough dat
and may be storing it for later. g a to send,

Eng. Asma Abdel Karim
Computer Engineering Department 2
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—[!oid write(int ch
Writes the specifie
—&oid write(char

aracter) thro

ws java.io.IOException
d character. _]

: \ pecified character array and writes it.
—| void write(char() chérArray int offset, int length) throws
ava.io.l10Exception

Reagjs a subset of the character array, starting at the specT'f79d offset and
lasting for the specified length, ang writes it
— void write(String strin

g) throws java.io.IOException
rites the specified string.

void write(String string, int offset, int length) throws
java.io.IOException

Writes a subset of the string, starting from the specified offset and lasting
for the specified length.

M%Mbtv’( Siv(\ln@ 1S CQ\S;AQ,QJ as Qﬂa\j c,&’- d\o‘!} s

| Eng. Avma Abdc

3

Computer Enginzering Depariment

Low-Level Writers :
(The CharArrayWriter Class }

i h
i i | buffer that is added to eac
i intains an interna bafacier ety
T fhe CharArray\c;\l,Jréts?risn:ade, and may be convertedtoac
time a write re

Wt %\-fe.q . —_— § /)\ s ,‘ . :,B %
* Constructors: - \/LWS\-LAWC::)O kPu\_ BA
— CharArrayWriter() = N s

character array. o |
array writer that can b'e convert:e”cje ;t; I(Z\ S |
Creates a charaC_tEf (int bufferSize) throws Java-'?f‘gd' initial buffer size (which must c_:S_ LY Lél\ [
~ charArrahyWréttZI; array writer using the specifie l

Creates a chara . 3L
not be negative). nbernally | !
* Methods: itten thus far. . |
Nl (charll toCharArray y y, containing all characters Written = QT 3 |
Ctel' arra ’ C ’ i
Returns a char fJ ; thus far. orS) Q(QCS X !

Ct-string tosmng(z%‘aining all characters written b‘S&“— AN
ing con
Returns a string

34
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Low-Level Writers
(The FileWriter Class |

*  The FileWriter class extends the OutputStreamWriter class,
convenient way to write characters to a local file.

* This class is equivalent to the FileOutputStream ¢

¢ Constructors:
—[FiIeWriter (File file) throws java.io.lOExceptioQ]

Creates a writer connected to the resource represented b
if ngt prevented by security permissions.

—[ FileWriter (FileDescriptor) throws java.io.lOExceptioB
Creates a writer connected to the specified descriptor i.mgd/E,
—’ FileWriter(String filename) throws java.io.IOExcePt'O"B

fites to the specified file location, creating a file if one does not already exist
trictions, an

and provides a

lass discussed earlier.

y the specified file object,

if allowable.

and overwriting an existing one. If not permitted by security access res
exception will be thrown. ) ]
FileWriter(String filename, boolgan appendFlag) throws java.io.lOExceptio

Writes to the specified file location. ¥ the appendFlag is set to "true, "the file will
3 be opened in append mode and data\will be written to the end of the file.

pheeoens ) ,
‘kéd% He G\A\‘P“\‘ Sheam Contkawmn @ "I\C"\’\CX) Wb

¢ Cng. Asma Abc '

35
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¥ Computer Engine

Wi Low-Level Writers
theds < The PipedWriter Class

« The purpose of the PipedWriter class is to write data that will be read by a
PipedReader.

« These two classes are reader/writer equivalents of the PipedInputStream
and PipedOutputStream classes, but may not be interchanged.
» Constrcutors:
—C_PipedWriter() ]
Creates an unconnected pipe writer.
—tﬂpedWriter(PipedReader reader) throws java.io.lOExceptioE

Creates a piped writer connected to the specified reader. The reader may later
read any data written to this writer. ’

¢ Methods:

-@_gid connect (PipedReader reader) throws java.io.lOExceptionk

Attempts to connect to the specified pipe, so that any data written may be read

by the reader. If the pipe is already connected to another pj : .
be thrown. €r pipe, an I0Exception will

Eng. Asma Abdel Karim
Computer Engineering Department 36

Scanned with CamScanner



2/27/2019

e ———

Low-Level Writers

The Strin Writer Class

 Judging by its na

ame, you might ;
allowed for writing to 3 string.g SAPEct ithiat this elass

* A string is of fixed |
contents of a string ma

* Writing to a string
StringBuffer.

engtH and is immutable (the
y not be modified).

is accomplished by using a

— The StringBuffer class is similar to a string, but may be
modified. When the modifications are complete, the
StringBuffer can be converted back to 3 string. ‘

This is how the StringWriter class works. /

— It maintains a string buffer, and provides a method to /"
access the buffer contents or to convert to a string.

Low-Level Writers /

i abains anlob)ec o‘: pjlga_
tnoWriter Class— mankains an|oliect
The String SHing beller .

« Constructors:
-EStringWrite r(D -
Creates a new string writer,

. ter(int startingSize) _
-@rmgwf’:fw( string writer and allocates a StringBuffer of
Creates a

the specified size.

s Methods:
—@ringBuffer getBuffe@
Returns the buffer used to stor
&tring tostring()
Converts th/e internd

using the default-sized buffer.

e data sent to the writer.

| buffer into @ string.

35
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Low-Level Writers \
The OutputStreamWriter CIas?]

* While there are many writer classes equivalent to
output stream classes in the Java API, there is still
a need to maintain compatibility with older
output stream classes.

— As most of the networking APl and some third-party
libraries provide only stream interfaces.

* The OutputStreamWriter class handles the
translation between a Writer and an
OuputStream, allowing new writer classes to
interact with older output streams.

’\CM‘:MQS rranslak-ion Q/LPOM Chars Vo b@‘-ﬁ& :

Eng. £sma Abdel Karim

Computer Enginsering Department

]

Low-Level Writers
The OutputStreamWriter Class

e Constructors:
—CE)utputStreamWriter(OutputStream Outpu%
Creates a writer that will translate between characters and
bytes, using the default character encoding.

OutputStreamWriter(OutputStream output, String
encoding) throws java.io.UnsupportedEncodingException

Creates a writer that translates between characters and
bytes, using the specified character encoding. If the specified
encoding form is not supported, an exception is thrown.

e Methods:

—Gtring getEncoding(_)l
Returns the character éncoding used by the writer.

Eng. Asma Abdel Karim

Computer Engineering Department
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OutputStreamToWriter Demo

import java.io.*;
public class OutputStreamToWriterDemo

?ublic static void main(String args[])

writer.write ("Hello world");
// Flush and writer, to ensure it is written
writer.flush(); writer.close()

catch (IOException ioe)

.
’

System.err.printIn ("I/O error: "

Coin ?aﬁS
Sjb\qu\ to\*\‘
E\lfCC,k‘(j =

+ioe);
}
}

}

Eng. Asrna Abdel Karim

Computer Enginzsrine Depzariment

. s
Filter Writers

mufferedWrite_r Class)

* Used to improve system perfcr)‘rmance by
buffering write request togetner.

* Constructors:

iter(Writer writer—)j -
ot 5 e uries comesed to e e
Creates a | requests will be buﬁz G ushl) mothod
M}/gter. Wr f;: send all queued data, the
efficiency. =

should be invoked. r writer int bufferSize) throw‘s]

dWriter(Write tion ]
_(ji%gﬁ;ig.lllegamrgu meni;(:hez buffer of the specified

d Writ;igter than or equal to 1.

Creates a buffere
size. The size must be g

Eng. Asma Abdel Karim .
Q@mputer Engineering Departmen
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Filter Writers

he FilterWriter Class |

« Developers creating custom filter classes s.houl.d extgnd
this class, rather than extending the java.io.Writer

class.
« |t provides no additional functionality, but may be used
h filters can be constructed.

as a template on whicl

* Constructors
iprotected FilterWriter(Writer wri ter?!

* Methods:

— The FilterWriter class defines n
subclasses are free to add addition

existing ones.

o new methods, but
al methods or override

P Eng. Asmma Abdel Karim
Computer Engineering Departrment

\iKe Filter Writers

(AR (ead — " :
° e PrintWriter Clas}

« PrintWriter is the sister class of PrintStream, and provides the same
methods for writing datatypes as text.

« Like PrintStream, none of the methods may throw an IOException—
rather, the error state is determined by invoking the checkError() method,
which returns a boolean value.

« Constructors:
—G’rintWriter(Writer writer])
Creates a print writer, writing to the specified writer.
~(CPrintWriter(Writer writer, boolean ﬂlushFIagD
Creates a print writer, the output of which may or may not be autom j
. aticall,
ﬂ}/ﬁ;ed whe;‘qe;el')r a f)nntJIc?( ) meth7d or a line separator is sent, based on the statg
of the specified boolean flag. A value of “true” will fl i 1
of the sp f flush when a println method is
e Methods:

— The PrintWriter class implements new methods i
The FrintWter £l to match the signatures of the

Eng. Asma Abdel Karim
Computer Engineering Department a4
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—
’% Object Persistence & Obj

Serialization

Ea;ca that c_an. be read Or Writte
Ytes to primitive datatypes ancril sr;.—xp
rl

—+ m(\'\-;h% e oh'}c
ges from individual
ngs.

— The solution is to use object persistence.

| Eng. Asma Abdel Karirr
Computer Cnginzerirg Deparment

. . el /7 =58
What is Object Persistence E

. j ersistence is the ability of an object to persist over
Sr?ﬁjgc(taﬁd if moved to a different computer or JVM, over

space). . tairly short-lived
e Most objects in a Java vVirtual Machine are fairly short-lived.
. J here are no references to an object, the memory space
- V\Illhigt;deto I reclaimed by the automatic garbage collector
allo

thread. used, and does not lose references to

~ If an object is fl'equemlye point in time the /M. will terminate

- . . H H m
it, it will stil dlte :tosb(')ect will be destroyed.

eventuallya0d ows an object 10 outlive the JVM that__,,

+ Object persistence allows &
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What is Object Serialization

* Object serialization controls how the data that
comprises an object's state information (the
individual member variables, whether public,
private, or protected) is written as a sequence of
bytes. @

* The serialized objec@night be sent”over the

network or saved to disk,sg\tQiz it can be
accessed at some point in the future’> P¥=istance % ol
* This_allows objects to_move from ane IVM to |+

another, whether located on the same machine
or a remote one.

| Eng. Asma Abdel Karim
/ Computer Engineering Depariment

What is Object Serialization (Cont.)

* Serialization works by examining the variables of an
object and writing primitive datatypes like numhers
and characters to a byte stream.

 If an object contains an object as a member variable
(as opposed to a primitive datatype), the object
member variable must be serialized as well.

» This must be done recursively, so that if an object has a
reference to an object, which has a reference to
another object (and so on), they are all saved together.

* The set of all objects referenced is called a graph of
.objects, and object serialization converts entire graphs
to byte form.

Eng. Asma Abdel Karim
Computer Engineering Department 48
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Graphs of Objects
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How Serialization Works?

Serali tedon ‘éf‘:" ds] |
Support for serialization was introduced inJDK1.1. /
J A == O e

« Any object that implements the java.io.Sericlizable interface may T |
be serialized with only a few Tines of code (along with any other 1 -Mu[jq ‘
object referenced by a serialized object). SRSETR Ce_

PR Gl

as an indication that the developer

The interface serves onl _
endorses serialization—no methods need to be implemented 1o L@ )

support serialization.
* Implementing the java.io.Seria|izabIg interface requires no
additional effort on the part of developers, other than:
statement during the class

@D Adding the appropriate
declaration and,
Q\) = t constructor
¢ ctor is requ at |
-Jr\?l‘\gll cgr':gttrrt:en deserialized by assignineg new value

-argumen
Punalo Y *b)_):‘
£0

Eng. Asma Abdel Karim
Computer Engineering pepartmernt

"implements"

(also referred to as the default

Declaring a no

constructor). red so that the class maybe instantiated later by the

s to member variables.

U
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Example

Public class SomeClass extends SomeOtherClass
implements java.io.Serializable {

— public SomecClass() — no vty ConghluChor,

| Eng. Asma Abdel Karim 51
Computer Engin2ering Department

Serialization Issues

* There are some legitimate reasons, too, for

N . - - ——
not supporting serialization.
— For example, if an object containeCd very sensitive
information, it might be unwise to serialize it and
Information,

save it to disk or send it over a network.

Developers should be aware that no special care is
J taken to protect the contents of a serialized object
from scrutiny or modification, and that any class

E"C@{f hoa| in any VM may choose to deserialize an object at

a later time.

Eng. Asma Abdel
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Serialization Issues (Cont.)

* To prevent individua
serialized, they ca
transi

| member variables being <
) n be‘ marked with the
ent) keyword, which indicates that the —

o J_ecjt Oor primitive datatype must not be
serialized.

. cher uses for the transient keyword are for
fields that are being continuously updated by
some means, such as atifner, and hence do
not make sense to serialize. — -
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Example

Public class UserAccount implements
java.io.Serializable {

ing username,

protected Strmg : | | e
protected transient String password;— w3\

Lhul\\)

_,public UserAccount()

{

}
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Reading and Writing Objects to
Streams

e The main point of serialization is to write an
object out to a stream and to read it back.

e This is accomplished by using the
java.io.ObjectOutputStream and
S miaébjefﬂnpaﬁfrwm classes, which can
| ean Write serializable objects out to an output
stream and read them back from an input
stream.

G\OQ el - 1r 2

Com/\ et "

<¥s
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#3@ Eng. Asma Abdel Karim
@)/ Ccmputer Enginzering Depaniment

The ObjectinputStream Class
C’X&Q('\ CA\i(—CQ\a;OV\ )

serialized object from a byte stream, to allow an object
to be reconstituted back to its original form, providing

the object's class can be loaded by the JVM's class
loader.

* The ObjectinputStream  class implements the
Objectinput interface, which extends the Datalnput
interface. — T - :

« This means that the CbjectinputStream class provides
many methods with the same signature as

DatalnputStream, in addition to extra methods
responsible for reading objects. —

_—

Eng. Asma Abdel Karim
) Computer Enginzering Department 56
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» The ObjectinputStream class is used to read a
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The Obije,
bJECtlnputStrt-:'am Class (Cont.)

* Constructors-

protected Object
Java.io.IOExcép NPutStream() throws

t' .
Provides : IondJafva.|ang.SecurityException -3
: e
ObJectInputStream subcE;laJ:c,es onstructor for
ObjectlnputStream '

; | .
Java.io.logx(:eption( NputStream |nput) throws

Creates 3 i i
N obje _ am_connected to the

S . fe . -
pecified input stream Which is capable of restoring

serialized objects.

—_—

Eng. Asma Abdel Karie
Y Computer Ergineering Depzrtment =
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The ObjectIinputStream Class (Cont.)

* Methods:

Many of the methods of ObjectinputStream were covered in
the discussion of the DatalnputStream class.
ObjectinputStream can read primitive datatypes just like the

utStream class. ) th = \_Lﬁpe
i~ final Object readObject() throws .
}Dal;II t;l 'i((:)fg;tionzjxlDataExCeptlon,t java.io.IOException, = el
java.lar ndException —q —
Java.lang..CIa'issNotF_ou =

Reads a seria )
original state. If the obj

these Ob{?f,ttfioi,reuz!ﬁobrscnoti ie “the method throwing an
e o n,cAn Object Instance > r;)gtur;ge it is used.
éan be spect ————

cific class t

onstructed. If an object cannot be read,
jed b

Erg. Asrna Abdel Karim X
Computer Engine2ring DepM

| Abdelkarim
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The ObjectOutputStream Class
* The ObjectOutputStream class serializes an object to a byte stream,

for the purpose of object persistence.

* It may be connected to any existing output stream, t
a networking stream, for transmission over the Internet.

* Objects written to an ObjectOutputStream have all 'Fhelr member
variables (such as primitive data types and objects) written. .

* If the object contains references to other objects, the.y too will be
written, so an ObjectOutputStream can write entire object graphs.

» A sequence of objects can be written or wrapped in a collection
(such as an array or a vector) whose entire contents f:ould. be
serialized with one call to the ObjectOutputStream.writeObject

method.

39
! Eng. Asma Abdel Karim 58
Computer Engina2ering Depariment

such as a file or

The ObjectOutputStream Class (Cont.)

* Constructors: .
Eprotected ObjectOutputStream () throws &Dw Cenl
java.io.lOException java.lang.SecurityException USe__ \'\: .
Default constructor, provided for the benefit of subclasses of the
ObjectOutputStream.
fObjectOutputStream (OutputStream output) throws
java.io.lOException

Creates an object output stream capable of serializing objects to
the specified output stream.

Eng. Asma Abdel Karim €0
Computer Engineering Department
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The objectOu'fll’utStream Class (Cont.) |

« Methods:

. jl'heI ObjectputputStream class also provides method
Implementations for the DataOutput interface.

- Yond writeObject (Object object)

Java.io.InvalidClassException

throws java.io.lOException,
Java.io.NotSerializableException

Wr.ites the. S-f’ec’:fied object to the output stream, through
object serialization. All variables that are not marked as

1tr:a:nsi'ent§ c?r|s:tati9 will be written, providing the specified
class is an instance of the java.io.Serializable interface.

\"(_OmS'iC’m\" onad Shra ¢ c&o\-q WENS e U\\(i\—\-&r\ s

Serial, labron l
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Networks and Internet
Programming

User Datagram Protocol

)

g% Eng. Asma Abdel Karim
\\// Computer Enzinezring Departmert

S

Outline

= Qverview.

DatagramPacket Class.

= DatagramSocket Class.
Listening for UDP Packets.
Sending UDP Packets.
Additional Information on UDP.

Eng. Asma Abdel Karim
Computer Engineering Department z
_ Asrna Abdelkarim /k

Scanned with CamScanner




11/27/2015

° : —> NO '
#}Z:ni:’]sg fh%ransp:::&\«qm“? el eean A’??g :
: — It doesn't Uarantee eitheprr;taocck(;iz >t ole sl
drrive in sequential order PacKet IV
™, and writing to, an | w5 2

bytes of 7
Of data are Brouped together in discreté

packets, which are Sént over the network

| Eng. Asmna Ahdel Ko
Comnuter Enzinszrins Department
- = S S ThellMmer

Overview

* The packets may travel along different paths, as selected by the
various network routers that distribute traffic flow, depending on

factors such as network congestion, priority of routes, and cost of

transmission. _
— This means that a packet can_arrive out of sequence, if it encounters a
o= “previous packet (or if the previous packet

faster route than the
encounters some other form of delay).

_ uaranteed the same route, and if a Pparticular
No two r;‘)ac\lfl?tsc g;’éegs ed, the packet may be discarded entirely. Each
route is hea ¥ime-t0'|ive TTL) counter, which is updated when the
packet _has ated along to the next point in t.ht_i network. When th_e
packet is rou t will be discarded, and the recipient of the packet will

timer expires, i
not be notifisc wever, it will always arrive intact. Packets
lly delivered are discarded. e—j

— If a packet does arrive, ho
Go Sl b ubp

that are corruptor only partia

Corvechnlss 2 Keb -
oK e e .
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Advantages of UDP

+ UDP communication can be more efficient than gue_aranteed-delivery data
streams. If the amount of data is small and the data is sent frequently)

* Unlike TCP streams, which_establish a_connection, (UDP_causes fewer
overheadsy
—s; If the amount of data being sent is small and the data is sent infrequently, the

overhead of establishing a connection might not be worth it. Sever
— If data is being sent from a large number of machines to ore central one, in
—> which case the sum total of all these connections might cause significant
overload.

s Real-time applications that demand up-to-the-second or better
performance may be candidates for UDP, as there are fewer delays due to
the error checking and flow control of TCP.

« UDP sockets can receive data from more than one host machine. If several
machines must be communicated with, then UDP may be more
convenient than other mechanisms such as TCP.

- Some network protocols specify UDP as the transport mechanism,
requiring its use.

Computer Enginesring Department QA Cv—

\FQLHJ\ :

J )

java.net.DatagramPacket Class

« ThelDatagramPacket|class represents a data
packet intended for transmission using the
User Datagram Protocol.

 Packets are containers for a small sequence of

bytes, and include addressing information
such as an IP address and a port.

Eng. Asma Abdel Karim .
Computer Enginearing Department
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java.net.DatagramPacket Class

a,jéres:?@ wio -
 The meaning of the (data stored in a

DatagramPacket is determined by its context.

e When a DatagramPacket has been from a
UDP socket, the he acket
represents_the address of the|sender) (likewise
with the port number). |

« However, when 2 DatagramPacket is used to

ket, the IP address stored in
@a UDP_pac ts the address of the

DatagramPacket rep resen
likewise with the port number).
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\’HJ%(’ — To create a DatagramPacket for receiving incoming UDP packets, the following
oo \s constructor should be used: afCan, 1 gl
QQ(“I G - ® DatagramPacket{byte[] buffer, int Iengt@ ) d’ I (?—? J
YeleiNe For example: 3

rM oole

Semd

ko ke @ DatagramPacket(byte{] buffer, int length, InetAddress dest_addr, int dest _part)j

Creating a DatagramPacket

There are two reasons to create a new

DatagramPacket:
1.Jo send data to a remote machine using UDP)

2. To receive data sent by a remote machine,

_using UDP)

i Eng. Asma Abdel Karim g
/' Computer Enginesring Department

Creating a DatagramPacket

* Constructors:
— The choice of which DatagramPacket constructor to use is determined by its

intended purpose.
— Either constructor requires the specification of a byte array, which will be used
to store the UDP packet contents, and the length of the data packet.

DatagramPacket packet = new DatagramPacket(new byte[256], 256);
— To send a DatagramPacket to a remote machineg, it is preferable to use the
following constructor:

For example:

InetAddress addr = InetAddress.getByName("192.168.0.1");

DatagramPacket packet = new DatagramPacket ( new byte[128] 128, addr,
2000);

10

S & ‘ Eng. Asma Abdel Karim
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Vla a corresponding

received packet can be reused
* For example, a ’
» @ packet's
sent back to the Sencontents can be replaced and then

der. i ;
addressing information r. This saves having to reset

—the address and
are already set to those of the sender. port of the packet

| Eng. Asme Abdel Karim
/ Computer Enginezring Depariment

Creating a DatagramPacket

\P U(Z e cene” 1\ am SCAX\'\

* Methods: < \P o§ cendec 1B ) am (ccdd'-mj
— InetAddress getAddress() packet t or (if th
ress from which a DatagramPacket was sent, or (if the
g:};l[ig':si:h;c:iigdt% be sent to a remote machine), the destination IP

address.

— byte[] getData()

Returns the contents of the Datag

bytes.

— int getLength() in 3 DatagramPacket. This can be
the data stored in a g ;

Returns the IengthI Sifze e e ata buffer

less than the actua
h a DatagramPacket was sent, or (if

— int getPort() ic  sen
Returns the port "“m[',’:;;;‘i'?o‘ﬁhremote machine), the destination port

the packet is going to
number.

ramPacket, represented as an array of

12

W g, Asmne Abdel Kerim
. ) : =0 ent
I/ Cormputer Enginesring Depatizs
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Creating a DatagramPacket

* Methods:
— void setAddress(InetAddress addr)
Assigns a new destination address to a DatagramPacket.
— void setData(byte[] buffer)
Assigns a new data buffer to the DatagramPacket. Remember to
make the buffer long enough, to prevent data loss.
— void setLength(int length)

Assigns a new length to the DatagramPacket. Reme_mber that the
length must be less than or equal to the maximum size of the data
buffer, or an IllegalArgumentException will be thrown. When
sending a smaller amount of data, you can adjust the length to
fit—you do not need to resize the data buffer.

— void setPort(int port)
Assigns a new destination port to a DatagramPacket.

\We eyate loaruieen aPPlicak, on \ajc«‘
" Mans f)or‘% lc\~ L

java.net.DatagraniSocket Class

5 les _gc,\,_J R receiie Crom cmjvohf:(e,
« The DatagramSocket class provides access to a UDP socket,
St which allows UDP packets to be sent and received.
q —

Conbeainal - A DatayramPacket is used to represent a UDP packet, and
AR must be created prior to receiving any packets.

* The same DatagramSocket can be used to receive packets
as well as to send them.

 Read operations are blocking, meaning that the application
will continue to wait until a packet arrives.

— Since UDP packets do not guarantee delivery, this can cause an
application to stall if the sender does not resubmit packets.

v — You can use multiple threads of execution, or as of JDK1.1, you
A\

P can use nonblockin to avoid this problem.

% reqc.\'mj : YeCewle O 9QC_‘<Q&- “’\\"0\»\3\,3 Sgr_ke.,\: .
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. Al DatagramSocket'\can be

receive packets. -Used to both send ang

or addressmg packets.

T ed not match the
. Ppltaion S ypp o mecief bt 1 e
a}Befciﬁc port numbas €r, 1t will usually choose
 If the DatagramSocket is in
?]r&?n_gdeoregnb’lcannkeed to_bind to a specific port
; constructor can be specti_l“iw

@ Eng. Asma Abdel Farin {?lw\é o PO \ ﬁb\'ﬂkﬁf\’
Computer Enginesring Denarirert 15

-\Ihe\ ort nu

tended to be a client, ]|

Creating a DatagramSocket (Cont.)
Witk o romcj DM Pa(‘%— YU
* To create a client DatagramSocket, the
following constructor is used:
DatagramSocket() throwﬂa. geggg\clc(eggixrcfpvg& o

* To create a server Datagram Socket, the

following constructor is used, which takes as a
parameter the port 10 which the UDP service

will be bound:

DatagramSocket(int port) throws java.net.SocketException
oo
i

her.

> ; 16
\3\ m\ QXCL(DH aN
Eng. Asma Abdel Karim y
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Creating a DatagramSocket (Cont.)

* Although rarely used, there is a third constructor
for DatagramSocket, introduced in JDK1.1.

* If a machine is known by several IP addresses, you
can specify the IP address and port to which a UDP
service should be bound.

* It takes as parameters the port to which the UDP
service will be bound, as well as the InetAddress of
the service.

* This constructor is:

E@Socket (int port, InetAddress addr) throws java.net.SocketException \

S Aeice. I OS2 K
\ Eng. Asma Abdel Karim ) ik . -,
Computer Engine=ring Dzpartment \P AA$ @ sS e JJ |

Using a DatagramSocket

* DatagramSocket is used to receive incoming UDP
packets and to send outgoing UDP packets.

* |t provides methods to:

— Send and receive packets,

— Specify a timeout value when nonblocking 1/0 is being
used, b“imer while XN T =

— Inspect and modify maximum UDP packet sizes, and \

— Close the socket. ‘&”6““

—

\J

‘Q l—-‘\w\Lc\ ouk bJ\'L\\
o (eCere <

Yoo Ut Eng. Asma Abdel Karim Prow ,X'“\‘mP‘QA .18
' SXCephyons, .
\
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* void disconnect()

Disconnects the Dat
[ _ agramSocket and
iImposed on it by an earlier connect op

; Eng. Asma Abdel Karim
/ Computer Enginzering Depariment

11/27/2015

removes any restrictions
eration.

Lo, i
Ful S @
. A= ()G';N}_.,

\\S‘fc.,\ ks

WGC‘Q‘I (- E{éom
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“pplication

* |netAddress getlnetAddress()
Returns the remote address to

connection exists.

* int getPort() ——
Returns the remote port to
connection exists.

* InetAddress getLocaIAddres§(
Returns the local address to whic
* int getLocalPort( _
Returns the local port 10 which t.
* \int getRecei\(eBufferSi;e :
Returns the maximum buffer sizé
« (int getSendBufferSize() thrqw
Returns the maximum buffer sizé

Erig. Asma Abdel Karim o
Computer EngineeringM

Using a DatagramSocket (Cont.)

which the socket is connected, or_null if no such

C omnect oa=l K|
which the socket js connected, or =1 if no such

) — ine (LM
he socket is bound.

throws J

Cr_)hhtC\‘ k:;—”.&;):_.,\ “_\‘

=

g

) —> mXHLLN\SSOC\'\?—\- \S\oovmzx ko

the socket is bound. -
v Coc Kel- 1S bound ko )

ava.net.SocketExce tion
used for incoming UE)P.packets.
S java.n:et.SocketExceptlon
used for outgoing UDP packets.

\—g
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Using a DatagramSocket (Cont.)

. @t getSoTimeout() throws java.net.SocketExcﬁLD_ﬁ(ID3

Returns the value of the timeout socket option. Tl_vis v_a_lyg_i_s_lged_to
determine the number of milliseconds a read operation will block before
throwing a java.io.InterruptedIOException. By default, this value will be
zero, indicating that blocking I/0 will be used. .
__* (void receive(DatagramPacket packet) throws java.io.lOException /

Reads a UDP packet and stores the contents in the specified packet. The.

address and port fields of the&packet will be overwritten with the sender
address and port fields, and the length field of the packet WI{I contain
the length of the original packet, which can be less than the size of the
packet's byte-array. If a timeout value hasn't been specified by using
DatagramSocket.setSoTimeout(int duration), this method will block
indefinitely. If a timeout value has been specified, a
java.io.InterruptedlOException will be thrown if the time is exceeded.

*lo 2 A _ S S P ‘.,

—
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Using a DatagramSocket (Cont.)

—"* ( void send(DatagramPacket packet) throwsjava.io.lOExceptiE
Sends a UDP packet, represented by the specified packet parameter.
. ( void setReceiveBufferSize(int length) throws java.net. SocketException ‘

Sets the maximum buffer size used for incoming UDP packets. Whether the
specified length will be adhered to is dependent on the operating system.

. ‘yoid setSendBufferSize(int length) throws java.nét.SocketExceptiéns

Sets the maximum buffer size used for outgoing UDP paEkets. Whether the
specified length will be adhered to is dependent on the operating system.

- !void setSoTimeout(int duration) throws java.net.SocketException ’
Sets the value of the timeout socket option. This value is the number of

milliseconds a read operation  will _block before throwing a
java.io.InterruptedIOException.

e

E Eng. Asma Abdel Karim 2
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Listening for UDP Packets

remote machines, it Mmust:

— Bind a socket to a locg] UDP port usin

sz Create a DatagrampPacket t
packet's data.

g DatagramSgcket, and
hat will act as a3 container for the UDP

e —

[Padet] — UDP Packer
Reads padkets

¥

Translates padet ;
DatagamSodket © »
. into a DatagamPacket - DatagamPadket

| Eng. Asma Abdel Karim 23
i K K ~ 23
Computer Engine=ring Department
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application

Listening for UDP Packets (Cont.)

« When an application wishes to read UDP packets, it calls the
eceive method, which copies a UDP packet into

DatagramSocket.r
the specified DatagramPacket. The contents of the DatagramPacket
rocess is repeated as needed.

are processed, and the p
t = new DatagramPacket (new byte[256], z_si);

Dat Packet packe
agram P (2000 );
-—

DatagramSocket socket = new DatagramSocket,
boolean finished = false;

while (! finished )

{

socket.receive (packet);
// process the packet

}

socket.close();

Eng. Asma Abdel Karim
Computer Engineering Department "
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Listening for UDP Packets (Cont.)

* When processing the packet, the application must work
directly with an array of bytes.

* If, however, your application is better suited to reading text,
you can use classes from the Java 1/O package to convert
between a byte array and another type of stream or reader.

— By hooking a ByteArraylnputStream to the contents of a datagram and
then to another type of InputStream or an InputStreamReader, you can
access the contents of UDP packets relatively easily.

ByteArrayinputStream bin = new ByteArraylnputStream(
packet.getData());” —> = oy £\ Jhes (_4_&:»_):'
DatalnputStream din = new DatalnputStream (bin);

// Read the contents of the UDP packet

. Eng. Asma Abdel Karim 25
Computer Enginzering Depariment

Listening for UDP Packets (Cont.)

DatagramPacket InputStream

IP address /
Fort address p ByteArraylnputStream or

Packet data /
byte[} = {o) ey ver e / InputStraamReader

Eng. Asma Abdel Karim 2%
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Sending ypp Packets

e When sending 3 backet

DatagramPacke
—=—TTacket
write the dat3 j » S€L the address and i -

€ data intended for ¢ 1_port information, and

If replying to :
informatiogn W_i”wmt, the address and port
overwritten, e stored, agd only the data need be

Once the packet is
ready for transmissi
.. ion, the send
DatagramSocket IS Invoked, and a UDP packet isesr;ntmethod of

Eng. Asrma Abdel Karim
Computer Enginzsring Dzpartmernt o

Sending UDP Packets (Cont.)

— y
1 DatagamSodet
i

UD P Padé&

=

1/ Binds to a UDP pot

i

{ send DatagamPacket

using DatagamsSocke!

uDP
application

] Gonstucts pade!
\ y
‘ DatagamPadCGt

28
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Sending UDP Packets (Cont.)

DatagramSocket socket = new DatagramSocket(2000);
fﬁu_ ) e patagramPacket packet = new DatagramPacket (new byte[256], 256);
-2 _{packet.setAddress ( InetAddress.getByName ( somehost ) );
- Q:Ln(_{ packet.setPort ( 2000 );
Con SHucho - boolean finished = false;
P while !finished )

= {

// Write data to packet buffer

socket.send (packetﬂ
// Do something else, like read other packets, or check to
// see if no more packets to send

5]
0

Additional information on UDP

* While the UDP is sometimes the best alternative for certain
classes of applications, because of its unique properties, it does
present some challenges to developers.

— Lack of guaranteed delivery.

— Lack of guaranteed packet sequencing.

— Lack of flow control.

4 Eng. Asma Abdel Karim 30
P/ Computer Engineering Dzpartment
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Overview

* The properties of TCP make it highly attractive to
network programmers.

— As it simplifies network communication by removing

many of the obstacles of such as ordering of
packets and packet loss.

* UDP is concerned with the transmission of
packets of data. — only

— TCP focuses instead on establishing a network

connection, through which a stream of bytes may be
sent and received.

6 Sockel 14 TC \3 'S Nithkue |
b Tng. Asma Abdel Kurim 9" 5‘C\’ES :

g/ Computer Enginezring D=

Ccvmec\",ow\ ) \/'\OMX Slmk\'w

Networ\K ObS}‘GC[QS —b nal- UDP

obstacles )

B ek deen

Overview (Cont.)

« Ppackets may be sent throu network usi i aths

C [ i t times.
and may arrive at differen
« This benefits performance and robustness, as the loss of a

. ' ily disru nsmission
single packet oesn't necessaril

er packets.
l(ilfo(:\t:theless such a system creates extra work for
) ' d to guarantee delivery of data.
rogrammers who nee : :
. ";CPgeIiminatesthis extra work by uaranteein h@; and

: ication stream
. 110 for a reliable byte communica
®gr—qc%v-ré§rl\-0wccllil:§ti—a%d server that supports two-way
e

1 .On. . 1
commu:;cl?;;hes a "virtual connection" between two
« TCP es

chines, through which streams of data may be sent.
ma ’

4
Larim
Eng. Asma Abdel l\n-n
Bcog;nputer Enginezring Department

RARA . _en
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Overview (Cont.)

b

EstaHish a vitual connection ~
Transmit data bak and frth N l ) I

H
Terminate the connection - ._ j

"

5
|
E
i
i

I3 Tng. Asma Abdel Karim i
Computer Engine=ring Department

£ UDP ws Overwew (Cont.)
L TCP uses a _lower-level communications protocol, the
Unternet Protocol (IP)j to establish the connection
_ ] _ between machines.
LSreawms &7 (2 ¢ = This_connection provides an interface that allows streams

P of bytes to be sent and received, and transparently
4;@ el o 5 converts the data into IP datagram packets.
\|J « (TCP provides guaranteed delivery of bytes of datay
3’“\ \ Wb — Of course, it's always possible that network errors will
= prevent delivery, but TCP_handles the implementation
On \f\’LS\'R'pW\ ' issues such as resending packets, and alerts the
Mol on thel programmer _only in serious cases such as if there is no
' route to a network host or if a connection is lost.
\)mckek- =

Can FRrow IOC\‘CQ\P Fion
‘ Eng. Asma Abdel kanm

,/ Computer Engineering Department
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Overview (Cont.)

* The virtua] con i
: nectio |
represented b asocketn betwee:n tWo machines s |

* There are substanti .
nti
socket and a TCp Sockaelt, differences between 3 uDP
— First, TCP_sockets ar

\e O H .
whereas UDp o connected to g3 single machine,

: = may tr F :
multiple machinas. ansmit or receive data from

(51e<t30nd,hUDP sockets only send and receive packets of
L£aa, whereas JCP_allows transmission of data_through
byte streams (represented as an InputStream _and
OutputStream). They are converted into datagram packets

for transmissior] over the network, without requiring the
programmer to intervene.

( Eng. Asma Abdel Karim >
Computer Engine=ring Department

Advantages of TCP over UDP

* [Automatic Error Control

Reliability.

§ Opadanice off Grdering.
¥ Que(omier. o éf‘\‘\\)d\g

N :
’ & | Eng. Asma Abgel Karim

« =nar nt
k\/! Computer Engineering D:pdr:me‘/
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 Sellaring bebwee, TCP £ UBP

Communication between Applications
Using Ports

« It is clear that there are significant differences between
TCP and UDP, but there is also an important similarity
between these two protocols. Bath share the concept
of a communications port, which distinguishes one
application from another.

« When a TCP socket establishes a connectionjto another

machine, it requires two very important pieces of
information_to_connect to the remote end—the. 1P()
address chine and the port number—(Z

oo e ) 2. .
* In addition, a local IP atdress and port-grelmber_ will be
"bound to it, so that the remote machme_ can identify
Q—T;h application established the connection.
Tose b UEISE 5B
@Erg. Asma Abdel Karim Pc)(‘b I\ o \P J‘

! Computer Enginezring Dzpartment Gia Ao la _DJ") ~1 Z/
DN

C

M- Communication between Applications
Using Ports (Cont.)
oo~ g o : ' . )
DQ/\) ;Ct’ a TCP:1128 Connect QOW-e:_SS:: TCP:BO= —
re i pe—I[] 4L
Sa dlea-. |B2——.
- = °| TCP:A129 Connect to mail sever TCP:110> -:—
= [~
@ Eng. Asma Abdel Karim 10 ;
Computer Engineering Department A 2P
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%3 T  Simple Mail Transfer Protocol
H = {> HyperTexr Transfer Protocol .

Post

12/5/2015

Telnet

23
25
80
Office Protocol 3 110

v

« TCP sockets-ean-perform a variety of operations. They can:

b Yor TR We i\l uel 2 clagges -
Socket Operations Q) Secker fia.
Clienl. 2\ B~ (?J‘d” Zs C\@\) 5€'(GQFS<>¢(<QJ‘, Clase

1D~ Establish a connection to a remote host. SCJ : ( N7/
Send data to a remote host. el Clgge ~, X
end data to a remut=
Receive data from a remote host. c\ < }‘J_
2L ¢l nnection. s : "Me ke
+ o -l type of socket that provides a service that "\
e In addition, there |sf.a Spftc'ﬁun‘,’ge, This type of socket is normally used
ill bi ecific po : . ions:
\gr:llly?:lnge:\?e?s Sgnd can perform the following operatiofs
Bind to 2 local. 2% ctions from remote hosts. St»(\!tr‘Sc clce - 1y
2) Accept incoming conneé )
& Unbin_d,f_rgfﬂi'_"_@_lﬂrt' ped into different categories,landbare éltged by w Z/
' rou i also be acting as
* These two ?‘OCkEtS Zresegrver (since some ctiniisisr:‘\g¥mal bractice forgthe =
either @ cgentm(zerservers as clients). Howevel q“V'b
servers, and sO eparate.
“ole of client and server to be sep Ser‘\l&f\

Friz. Asma Abdel karim
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Computer Engineering Departmert

Scanned with CamScanner




12

TCP and the Client/Server Paradigm

* The client/server paradigm divides software into two
categories, clients and servers.
— A client is software that initiates a connection and sends

requests, whereas

— A server is software that listens for connections and
processes requests.

* In the context of UDP programming, no actual
connection is established, and UDP applications may
both initiate and receive requests on the same socket.

* In the context of TCP, where connegtions are
established between machines, the client/server
paradigm is much more relevant.

54/ (& y ‘
VQ”:) SG CkQ.F C.rQaJ‘lUr\ 1S Q Can"]QQ/\A\‘ oN @uﬂ%(‘ -

| £ng. Asma Abdel Karim
/‘ Computer Enginzering Department

TCP and the Client/Server Paradigm
(Cont.)

* When software acts as a client, or as a server, it
has a rigidly defined role that fits easily into a
familiar mental model.

— Either the software is initiating requests, or it is
processing them.

= Switching between these role

complex system.

— Even if switching is permitted, at any given time one
software program must be the client and one
software program must be the server. If they both try
to be clients at the same time, no server exists to
process the requests!

s makes for a more

WP Erg. Asma Abdel Karim 2
\ P Computer Engineering Department

N

Swichiney, meens Hhal- S Sw ikch \-o

| Clieat £ Clieak Switch vo Seqaey |
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Network Clients

transactions.

Although the client is in control,
course. A clieng can tell a server to delete al| files on the local file system,
but the serverisnt necessarily compelled to carry out that action.

The network client speaks to the serve

LR r using an agreed-upon standard for
communication, the network protocol.

— For example, an HTTP client uses a set of commands different from a mail
client, and has a completely different purpose.
— Connecting an HTTP client to a mail server, or a mail client to an HTTP server,

will result not only in an error message but in an error message that the client
will not understand.

— For this reason, as part of the protocol specification, a port number is used so
that the client can locate the server.
e ———

Eng. Asma Abdel Karim

i5
/ Computer Enginesring Department

sOme power still resides in the server, ofy 9

Wu—éed éas

L e vhe, — o

(esg)mé vo
He Y‘tﬁ,ues \-

Network Servers

7 bind to a specific
rk server!is to bin
« The rznleh.otl tizeu;]:;mé?/ the client to locate the server),
port (which is usec

tions.

—_ . new connec

to listen for new conNEC
and. lient is temporary, and runs _only"when th_e%

« While the cli the server must run cgntmua y (eve?] i
user c-hoosesr,e L tually connected) in the hope that
no clients 2 <ome time, will want its services. .
someone, a o handle only 2 single connectlontgt a

« Some servers cihers can handle mzny connections —

: i s.

time, while 9 rough the use of threa
concurr :

16

chion fequests - Cram d}Jeﬁ\-g
' L e ‘Zar Connes CV
& Serder SV 1S |
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TCP Sockets and Java

« Java offers good support for TCP sockets, in the form of two
socket classes, java.net.Socket and java.net.ServerSocket.

« When writing client software that connects to an existing

service, the Socket class should be used.
« When writing server software that binds to a local port in
order to provide a service, the ServerSocket class should be
i
employed.
« This is different from the way a DatagramSocket works

— The function of connecting to servers, and the function of
accepting data from clients, is split into a separate class under
TCP.

50 Eng. Asma Lbdel Karim 1
\ ¥ Computer Enginezring Depertment

Socket Class

C nne C- )
ﬁ ( =4 \Of\
« The Socket class represents/,client sockets, and is a

communicati ween two TCP
communications ports belonging to one or two
machines.

« A socket may connect to a port on the local system,
avoiding the need for a second machine, but most
network software will usually involve two machines.

« TCP sockets can't communicate with more than two
- machines, however.

— If this functionality is required, a client application should
establish multiple socket connections, one for each
machine.

& 'f a Clienk Wanks Yo Communial-e_ (it Mama
h":JE Eng. Asma Abdel Karim MQ(S, H‘L C“C"\\’ MWS\‘ C(-CQI-Q' 18
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System.err.printin ("Err="+¢);

}

Eng Asma Abdel Farin
Computer [nginecrine Denarirent
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ow .

try{ INg code might be used

//C

S¢/> . ,fef;f:;; to I:he specified host ang port |

OCket = news )
Y/ ocket ( "www.awl.com"”
. JWW-awl.com”, 80);  — 1

} Hos\- 5 o)
catch (Exception e){ Nawme_ Peos of J s ]

cd
ConneClinn Ao Jat| €

ie

the current socket factory. D
as it does not allow a hostname 0
« Socket (InetAddress a_ddress, .
java.lang.SecurityExceptlon <
— Creates a socket connected to the spec
cannot be established,lor if Fontr;egglng
such as when an applet tries nect
j(‘rom which it was loaded), an exception is thrlown.
i rt, In
* ddress address, int port,
Socket (InetA eSS, otion |

lpcalPort) throws java.io.l
/ cted to the ¥P
p

r port to be specified.

Z Creates a socket conne
the specified Jocal address ggd loca
method allows you to spec

Z,/ address, in the casé of multlhong)
(> known by two or moreé |P addresses/-

bod i ©
UL

Socket Class — Constructors (Cont.)

evelopers should not normally use this constructor,
int port) throws quq.io.lOExce tion,

ified IP address and port. If a connection
to that host violates a security restriction
nnect to a machine other than the machine

etAddress localAddress, int
) iava.lang.SecurityException .

ecified address and port, and is bound to
ort. By default, a free port is used, but this

ecific port number, as well as a specific
osts (i.e., a machine where the localhost is

VP e Conmection ]

LUy o)y

Y
\ £
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Socket Class — Constructors (Cont.)

N Canl f/\L)aJCQ/l'L
*(" protected)Socket (Socketimpl implementation) ] .
— Creates an unconnected socket using the specified socket implementation.
Developers should not normally use this constructor, as it does not allow a
hostname or port to be specified.

] s Socket (String host, int port) throws java.net.UnknownHostException,
Wh \\ / java.io.IOEﬁgtmi\'ia.Iang.SecurityException
— Creates a socket connected to the specified host and port. This method allows a
@SQ\V < string to be specified, rather than an InetAddress. If the hostname could not be
h '\) resolved, a connection could not be established, or a security restriction is
sk ame violated, an exception is thrown.

(n\«ol

* Socket (String host, int port, InetAddress localAddress, int Iocall_’ort) thr_ows
java.net.UnknownHostException, java.io. IOException, java.lang.SecurityException

— — Creates a socket connected to the specified host and port, and bound to the specified

E' N local port and address. This allows a hostname to be specified as a string, and not an
VS InetAddress instance, as well as allowing a specific local address and port to be bound to.

\-L\ \:\) \ e bl These local parameters are useful for multihomed hosts (i.e., a mac'hlne where the
en W\ te ‘S\A localhost is known by two or more IP addresses). If the hostname can't be resolved, a

connection cannot be established, or a security restriction is violated, an exception is

*x COV\V\C_C,L.; U~ . thrown.

caf {E@\\) '\V\

“ Eng. Asmaz Abdel Karim
Computer EP-gineerip.g Department
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Creating a Socket

* Under normal circumstances, a socket is connected to a machine and
port when it is created. ) "
— Although there is a blank constructor that does not require a hostname
or port, it is protected and can't be called from normal applications.
— Furthermore, there isn't a connect() method that allows you to specify
these details at a later point in time, so under normal circumstances the
{Csocket willbe connected when created.
* If the network is fine, the call to a socket constructor will return as
soon as a connection is established, but if the remote machine is not

responding, the constructor method may block for an indefinite
amount of time.

— This varies from system to system, depending on a variety of factors

such as the operating system being used and the default network
timeout.

— In mission-critical systems it may be appropriate to place such calls in a
second thread, to prevent an application from stalling.

Eng. Asma Abdel Karim 22
Computer Enginearing Department
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* void close() thro

— Closes th
allow rey € Socket Connect; €ption
closj, malnlng data t on. Closing a
Sing a Socket O_be sent, ¢ Connect mq
Connectfon epend,,,g on the St)r/eor mgy not
' ams before
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= Returns qp input stregm Wf,)’_ct:ro\hzs java.io.IOException
‘ reads from the application thi
pplication this

o socket s Connected to
. utputStream .
getOutputStream() throws java.io.lOException .

— Returns an oyt
.  output stre ; .
this socket is connecte d?{)n' which w,

p Eng. Asmia Abde 5
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3 meYhods  Conteo) Ye_Parameters B e SocKel-
Using a Socket (Cont.)

boolean getKeepAlive() throws java.net.SocketException
— Returns the state of the SO_KEEPALIVE socket option.

InetAddress getLocalAddress()
— Returns the local address associated with the socket (useful in the case of

multihomed machines).
* int getLocalPort()
— Returns the port number that t

int getPol't_() of the remote service to which the socket is connected.

- he port number ;
Returns 112 2 ize() throws java.net.SocketException
buffer size used by the socket, determined by the value of

he socket is bound to on the local machine.

* int getReceiveBufferS

— Returns the receivek S on
the SO_RCVBUF soctet 3P ava.net.SocketException

i 3 s - :
° Int getSendiuffer‘sj'Zig‘:,h;ig:v usjed by the socket, determined by the value of the
— Returns the sen _
SO_SNDBUF socket option.

24
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Using a Socket (Cont.)

* int getSoLinger() throws java.net.SocketException
— Returns the value of the SO_LINGER socket option, which controls how
long unsent data will be queued when a connection is terminated.
* int getSoTimeout() throws java.net.SocketException

— Returns the value of the SO_TIMEOQUT socket option, which controls how
many _milliseconds a read operation will block for. If a value of 0 is
returned, the timer is disabled and a thread will block indefinitely funtil
data is available or the stream is terminated).

* boolean getTcpNoDelay() throws java.net.SocketException

— Returns "true” if the TCP_NODELAY socket option is set, which controls
whether Nagle's algorithm is enabled.

{ Eng. Asma Abdel Kzrim 235
i3 .
W Computer Enginesring Department

Using a Socket (Cont.)

. Lvoid setKeepAlive(boolean onFlag) throws java.net.SocketExceptionv
— Enables or disables the SO_KEEPALIVE socket option.

. wReceiveBuﬁerSizg(_igt size) throws java.net.SocketException |

- Modifiéiﬁ;vafbgof' the‘SO_R‘C VBUF socket option, which recommends a buffer

size for the operating system's network code to use for receiving incoming data.
Not every system will support this functionality or allows absolute control over

No\-
\\61\3 \Q‘(‘&t_

SiTe \O_,QQ

.Eng. Asma Abdel

this feature. If you want to buffer incoming data, you're advised to instead use a
BufferedinputStream or a BufferedReader.

" + | void setSendBufferSize(int size) throws java.net.SocketException |

— Modifies the value of the SO_SNDBUF socket option, which recommends a
buffer size for the operating system's network code to use for sending incoming
data. Not every system will support this functionality or allows absolute control
over this feature. If you want to buffer incoming data, you're advised to instead
use a BufferedOutputStream or o BufferedWriter.

Eng. Asma Abdel Karim 26
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karim

Scanned with CamScanner

12/



—\

12/5/2015

Using 5 Socket (Cont.)

* static ygjq =

setS cu,]_,ub s
throws . OCketlmplFaCtOW (Socketimp Factory factory)
. laVa.net.SocketExce ti
Java.lang.secy ption,

ritVEXCeption Java.io.lOException|

— Assigns g socket implementq
exist, o

\ setSolinger(boolean OnFlag, int duration) throws
]ava.net.SocketException java.l

an .IIIegaIArgumentExceptionJ\_,»]?
— Enables or disables the SO LING '

of ER socket option (according to the value

the O?Flag boolean parameter), and specifies a duration in seconds. If
a negative valye js specified, an exception is thrown.

' Eng. Asma Abdel Karim 27
$ Computer Enginearing Dapartment
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Using a Socket (Cont.)

void setSoTimeout(int duration) throws java.net.SocketException

ket option, which controls
= Jue of the SO_TIMEOUT soc :
— Modifies th-e :,Z/;;secg nds) a read operation will block. A value of zero
Zowbllongﬁ(rfeouts and blocks indefinitely. If a timeout does occur, a
jsables Z

\ jon )i henever a _read operation
‘ i ception )is thrown w. ' i
]GVU-IO-IO’ntE"fUPtEOE inp[-;t stream, This is distinct from the internal TCP

occurs OZ'T,et:iZCgk;i S resend of unacknowledged datagram packets.
timer, whic

tTcpNoDeIaV(bOOlean onFlag) throws
se

«. void eption
java.net.SocketE);t; pthe 7CP_NODELAY socket option, which determines
isables -
— Enables or disa

i TR,
whether Nagle 's glgorithm is US€
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Using a Socket (Cont.)

« void shutdownlnput() throws java.io.|OException

— Closes the input stream associated with this socket and discards any
further information that is sent. Further reads To the input stream will

‘encounter the end of the stream marker.

* void shutdownOutput() throws java.io.lOException
— Closes the output stream associated with this socket. Any datg
previously written, but not yet sent, will be flushed, followed by a TCP
— connection-termination sequence, which notifies the application that no
more data will be available (and in the case of a Java application, that
the end of the stream has been reached). Further writes to the socket
will cause an I0Exception to be thrown.

Eng. Asma Abdel Karim 29
/ Computer Engineering Departmert

Reading from and Writing to TCP
Sockets

« Once a socket is created, it is connected and ready to
read/write by using the socket's input and output streams.

* These streams don't need to be created; they are provided by

the Socket.getinputStream() and Socket.getOutputStream()
methods. I

* Afilter can easily be connected to a socket stream, to make for
simpler programming.

MQH‘\OCJS .
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try{

// Connect a socket to some ho
Socket socket = new Socket

// Connect q buffered reader

st machine and port
( somehost, Someport); — — _»

InputStreamReader ( socket.getlnputStream(} )
// Connect a print stream '

PrintStream pstream = new PrintStream(
Q) o socket.getOutputStream(} )
} M Can use s I~
Wrike =

System.err.printin ("Error —" +e);

} o )
@ (%J‘B—JL”O:-":’ JJY\Q)"(J)\_L@BS’}: Wes J$ %
Eng. Asina Abcel Kz 3
)
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Computer Ensine=ring

SIS pei = sV 'o‘)’glg e el Qe c

catch (Exception e){ Ve, q

BufferedReader reager = new BufferedReader ( new (J\L-p 5 Tl | 2 SX/ )

.@DAP (@VEVI I

C\Q.D‘au\k \)\Y\\—'I\ \‘»\Q(L‘\S

; ify how sockets work, and
i settings that modify -
) Socket 0ptI0r;;fZ£: ° (botﬁ positively and negatively) the
they can

performance of a

« Generally, socket options s

a good reason for doing sor,formanca
application and network pe

lications. .
hould not be changed unless there is

as changes may negatively affect

to this caveat is

plicat o soc

handle timeouts gracefully rather
ket is connected to fails to

- (The one exception.

_ Virtually every TCP @

than stalling i
transmit data when ré

f the application th
quired.
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SO_KEEPALIVE Socket Option

* By default, no data is sent between two connected sockets
unless an application has data to send.
— This means that an idle socket may not have data submitted for
minutes, hours, or even days in the case of long-lived processes.
* Suppose, however, that a client crashes, and the e@;?f—
connection sequence is{pot sentjto a TCP server.
— Valuable resources (CPYU time and memory) might be wasted on a client
that will never respond. -
* When the keepalive socket option is enabled, the other end of
the socket is probed to verify it is still active.

keepalive probes are sent.

! Eng. Asma Abdel Karim 33
/ Computer Engine=ring D=partment

— However, the application doesn't have any control over how often_

T e 4

gcc\«:\«
AL L)

SO_KEEPALIVE Socket Option (Cont.)

* To enable keepalive, the Socket.setSoKeepAlive(boolean)
method is called with a value of "true" (a value of "false" will

disable it).
* For example, to enable keepalive on a socket, the following
code would be used.
// Enable SO_KEEPALIVE
E—)L_f ¢«— someSocket.setSoKeepAlive(true);

* It should also be kept in mind that keepalive doesn't allow you
to specify a value for probing socket endpoints.

— A better solution than keepalive, and one that developers are advised to
use, is to instead modify the timeout socket option.

Eng. Asma Abdel
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de would be used. Thmebres

// Modify receive buffer size

meeSocket.setReceiveBufferSize{4096;A

For example, to
the foIIowing co
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SO RCVBUF Socket Option (Cont.)

that a request t0 modify the size of the receive buffer
* Note tha

hat it will change. -
does not guarantee t__,_____.___———tems SN

|| ignore any changes to the

ing sys
e For example, some operating sy

option_to be modified, and wi
ption _to be M=

value. .
= ffer sl g
e The current bu. erSiZe() methoa.
T $ocket.getReCe’Ver"ff puffering) is 0 Use a Bufferedinput

can be determined by invoking the
e

Stream/ BfferedReader.
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SO_SNDBUF Socket Option

* The send buffer socket option controls the size of the buffer
used for sending data.

* By calling the Socket.setSendBufferSize(int) method, you can
attempt to change the buffer size, but requests to change the
size may be rejected by the operating system.

//Set the send buffer size to 4096 bytes
someSocket.setSendBufferSize(4096);

* To determine the size of the current send buffer, you can call
the Socket.getSendBufferSize() method, which returns an int
value.

// Get the default size
ﬁ int size = someSocket.getSendBufferSize();

. Eng. Asma Abdel Karim 37
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SO_LINGER Socket Option

* When a TCP socket connection is closed, it is possible that data
may be queued for delivery and not vet sent (particularly if an
IP datagram becomes lost in transit and must be resent).

—=> The linger socket option controls the amount of time during
which unsent data may be sent, after which it is discarded
—=1 WAhich It is discarde

completely.

* Itis possible to enable/disable the linger option entirely, or to
modify the duration of a linger, by wusing the
Socket.setSoLinger(boolean onFlag, int duration) method:

// Enable linger, for fifty seconds
someSocket.setSolinger( true, 50 );

Eng. Asma Abdel Karim 38
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i TCP_NODELAY Socket Option (Cont.)

 Nagle's algorithm is enabled or disabled by invoking the
Socket.setTcpNoDelay (boolean state) method.

* For example, to deactivate the algorithm, the following code
would be used:

// Disable Nagle's algorithm for faster response times
—\ someSocket.setTcpNoDelay(false);

« To determine the state of Nagle's algorithm and the
TCP_NODELAY flag, the Socket.getTcpNoDelay() method is

used:
// Get the state of the TCP_NODELAY flag
—= boolean state = someSocket.getTcpNoDelay();

! Eng. Asma Abdel Karim 21
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F e S Qamg one in UDP

SO_TIMEOUT Socket Option

* This timeout option is the most useful socket option.
* By default, 1/0 operations (be the file- or network-based) are
blocking.

* An attempt to read data from an InputStream will wait
indefinitely until input arrives.

* If the input never arrives, the application stalls and in most
cases becomes unusable (unless multithreading is used).

* A more robust application will anticipate such problems and
take corrective action.

| \& l-\"htr* Po,- (EC«ClI"\a ‘
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time ang .
PtedIOExceptinn Nd the timer expires, a
check for a timeout. €Ption is thrown, which can be caught to

connection aborteq. € the user might be notified, or the

* The duration of the timer
Socket.setSoTimeout(int) method
number of milliseconds to wait for’

is  controlled by calling the

which accepts as a parameter the
data.

Eng. Asrna Abdel Karir

N _Computer Enginzzrite Depariment
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SO_TIMEOUT Socket Option (Cont.)

+ For example, to set a five-second timeout, the following code would
be used:
// Set a five second timeout
someSocket.setSoTimeout (5 * 1000 );
- .
« Once enabled, any attempt to read could potentially throw an
InterruptedlOException, _which is extended from the

java.io.lIOException class.

f .

+ Since read attempts can already throw an |OException, no
uired to handle the exception s

related exceptions, in W
be added.

44
Eng. Azma Abdel Karim
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further code is req o .
e applications may want to specifically trap timeout- Q_(v\\\
— However, som hich case an additional exception handler may | .
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SO_TIMEOUT Socket Option (Cont.)

try{
Socket s = new Socket (...);
s.setSoTimeout ( 2000); > 2 Secon JS
// do some read operation ....

}

catch (InterruptedlOException iioe){
timeoutFlag = true; // do something special like set a flag
}
catch (IOException ioe){
System.err.printin ("IO error " + ioe);
System.exit(0);
}

| Eng. Asma Abdel Karim 25
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SO_TIMEOUT Socket Option (Cont.)

* To determine the length of the TCP timer, the
a—— Socket.getSoTimeout() method, which returns an int, can be
used.

* A value of zero indicates that timeouts are disabled, and read
operations will block indefinitely.

// Check to see if timeout is not z \Oﬁ ACQ-&“\.\.
if ( someSocket.getSoTimeout() == 0) Ve Zevo

someSocket.setSoTimeout (500);

: Eng. Asma Abdel Karim .
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Creatin

importjava.net. * g a TCP CI ie nt
import java.io, -
public class DaytimeClient{
Public static finq) int SER
public static voiq main(s
// Check for hostng

.VICE—P ORT =1 3
tring args{])(

. me paramet,
,f (args-length I= 1){ er

System.out.println ("Syntax - Dg

tim H ",
return; ytimeClient host");

}

// Get the hostname of server
String hostname = args[0];
try{
// Get a socket to the daytime service
Socket daytime = new Socket (hostname, SERVICE_PORT);

T

}
}

Fng. Asma Abdel Karim A
) i 2 ent

Creating a TCP Client

System.out.println ("Connection established");

// Set the socket option just in case server stalls

T D
daytime.setSoTimeout (2000); 2 SaED"’\c\S

// Read from the server

= dReader (
redReader reader = new Buffere
Bule putStreamReader(daytime. getinputStream()));

new In .
system.out.printin ("Results : ! +reader-readlme(t)3;_ Y 0
// Close the connection “—AE If’\ lad( bp\ar i SCCOW:JS Wi
daytime.close(); = e ke eceved e W}
. S e
} Cal-dw§ Q” Passib’,c

. . {
catch (lOException ioe) N X
system.err.println ("Error " + io€); M Ose Jeera| To c

IO FK&VJ “/‘Ov\s

(&P Fon .

i

*AdeIkarim
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serverSocket Class
ll- W\ not @P@S%’r & Conne Chion

A special type of socket, the.server socket, is used to provide

TCP services.
« Client sockets bind to any free port on the local machine, and

connect to a specific server port and host.

- The difference with server sockets is that they bind to a specific
port on the local machine, so that remote clients may locate a
service.

« Client socket connections will connect to only one machine,
whereas server sockets are capable of fulfilling the requests of

multiple clients.

Eng. fema Abdel Fann 49
Computer Engine=ring Deperiment

ServerSocket Class (Cont.)

« Clients are aware of a service running on a particular port.
« Clients establish a connection, and within the server, the

connection is accepted.
— Multiple connections can be accepted at the same time, or a server may
choose to accept only one connection at any given moment.

- Once accepted, the connection is represented as a normal
socket, in the form of a Socket object.
« This ServerSocket object acts as a factory for client

_connections, you don't need to create instances of the Socket

class yourself.
— These connections are modeled as a normal socket, so you can connect
input and output filter streams (or even a reader and writer) to the

connection.

50
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CrEating a Server

érver socket
aceept incoming con

* Onceas

. Socket
IS created, it will

hections, be bound to a local port and ready to

When client

S attempt t
free space in the quep 9 Connect, they are placed into a queue. Once all
austed, further clients will be refusec.i “_'

try{ nly parameter using a constructor. '
// Bind t
ServerSoZ:ezrt 8‘; "0 Provide a TCP service ke H TTP)
myServer = ,_ i
/. ér=new Serversocket (80); |l W\ [ alweys e lude_ |
/ e Sectfe— .‘“'?0‘{‘-’\"\“\6 'O |

catch (IOException ioe){ |
e X o\~ OYeyr
System.err.printin ("I/0 error - "

} " +ioe); Aedt @S }

Eng. Asms Abdel ¥
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Creating a ServerSocket - Constructors |

« ServerSocket(int port) throws java.io.lOException, java.lang.SecurityException
— Binds the server socket to the specified port number, so that remote clients may

locate the TCP service.

— f a value of zero i will be used| However, clients will be |
unable to access the service unless notified somehow of the port number. ‘

— By default, the qt.lleut.e size is §et to.:SSO*but an alternate constructor is provided ‘
that allows modification of this setting.

— If the port is already bound, or security restrictions (such as security polices or ‘
operating system restrictions on well-known ports) prevent access, an exception

is thrown.
+ ServerSocket(int port,
java.Iang.SecurityException
— Binds the server socket to thes
space to the queue to support t
— If the port is already bound or security restri

is thrown.

int numberOfClients) throws java.io.lOException,
> qUede Size

pecified port number and allocates sufficient

he specified number of client sockets.

ctions prevent access, an exception

Nizr Engingering Department
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Creating a ServerSocket — Constructors (Cont.)

+ ServerSocket(int port, int numberOfClients, InetAddress address)
" throws java.io.lOException, java.lang.SecurityException

Binds the server socket to the specified port number, and allocates
sufficient space to the queue to support the specified number of client
sockets.

This is an overloaded version of the ServerSocket(int port, int
numberOfClients) constructor that allows a server socket to bind to a
specific IP address, in the case of a multihomed machine.

For example, a machine may have two network cards, or may be
configured to represent itself as several machines by using virtual IP
addresses.

Specifying a null value for the address will cause the server socket to
accept requests on all local addresses.

If the port is already bound or security restrictions prevent access, an
exception is thrown.

Computer Enzinzering Deparime
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Using a ServerSocket

* While the Socket class is fairly versatile, and has many
methods, the Serg\fsr Socket class doesn't really_do that much,

other than accepf connections and act as a factory for Socket
objects that model the connection between client and server.

| * The most important method is the | acceptm_method, which
accepts client connection requests, but there are several others
that developers may find useful.

[
Ia
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Using 3 ServerSocket — Methods

: accept() //Erows
lava.Iang.SecurityException
— Waits for g client to re

~ This i  block, o Quest a connectjon to the server socket, and accepts it.
= Oberation, and will not retur i ion i
(unless the timeout socket option s sef] n until a connection is made
-~ When ac ion i i -
sccentin Ognec‘(lor'\ IS established, it will be returned as a Socket object] When
e gm onnectmn_s, each client request will be verified by the default
Y Manrager] which makes it possible to accept certain IP addresses and i
to be thrown. SCC«.JLG"*\Q EXG?_{DH
— However, servers do not need to rely on the security manager to block or

terminate connections—the identity of a client can be determined by calling the
getinetAddress() method of the client socket.
—_—

void close() throws java.io.lOException

— Closes the server socket, which unbinds the TCP port and allows other
services to use it.

Jjava.io.lIOException,

= ——

block others, causing an exception

Eng. Loma Abdel Ksnim
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Using a ServerSocket — Methods (Cont.)

. etinetAddress() _
InetAddress g <s of the server socket, which may be different from

the case of a multihomed machine (i.e., @ machine
p more IP addresses).

— Returns the addre

the local address i
whose localhost is known by two or

e | Ol’t .
int getLOCl:'l:P por?number to which the server socket is bound.
— Returns the

j j tion
] ws java.io.lOExcep ‘
e int getSoTlmeaut() thro mjeout socket option, which determines how

operation can block for. If a value of zero
bTocks indefinitely.

— Returns the value of the ti

— illiseconds an )
many millisec =
is returned, the accept operd

58
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cket socket) throws java.io.IOException
pass an unconnected

ject accept an incoming

« void implAccept(So

— This method allows\ServerSocket subclasses

socket subclass, and have that socket

request.

— Using the implAccept met

ServerSocket.accept() meth

developers will want to subclas

be avoided unless required.

« static void setSocketFactor

java.io.lOException,
Exception

d to accegt the connection, an overridden
return a connected socket. Few
e ServerSocket, and using this should

( Socket{mplFactory factory ) throws
tion, java.lang.Security

is is a static method, and

should be callgfl only once during the lifetime o a JVM. If assigning a
new socket fictory is prohibited, or one has already been assigned, an
exceptionis thrown.

— Assigns a server

Eng. Asma Abdel Karim 5
Computer Engine=ring Department

Using a ServerSocket — Methods (Cont.)

* void setSoTimeout(int timeout) throws java.net.SocketException

— Assigns a timeout value (specified in milliseconds) for the blocking
accept() operation. —

— If a value of zero is specified, timeouts are disabled and the operation
will block indefinitely.

— Providing timeouts are enabled, however, whenever the accept()
method is called a timer starts. When the timer expires, a
java.io.InterruptedIOException is thrown, which allows a server to then
take further actions.

Eng. Asma Abdel Karim
Computer Enginesring Dzpartment 52
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) uncti
client sockets. on of a server socket is to accept

Emce a client socket is obtg

real work" of server pro
from and writing to the
protocol.

Ined, the server can perform all the
gramming, which involves reading
socket to implement a network

// Perform a blocki
Skt nextts :Ckmg read operation, to read the next socket connection
extoocket = someServerSock:
- et.accept(); -
// Connect a filter reader and writer to the stream ‘7/50 L))g Z/
BufferedReader reader = new BufferedReader (new Clieat JI = ) Lok
InputStreamReader (nextSocket.getinputStream() ) );

PrintWriter writer = new PrintWriter( new OutputStreamWriter
(nextSocket.getOutputStream() ) );

Creating a TCP Server

import java.net.*;
import java.io.*;
public class DaytimeServer{
public static final int SERVICE_PORT =13;

public static void main(String args[If

tryf
// Bind to the service port, to grant clients access to the TCP daytime

//service
ServerSocket server = new ServerSocket (SERVICE_PORT);
System.out.println ("Daytime service started");

// Loop indefinitely,
for (;;) {
// Getth
Socket nextClien

accepting clients

e next TCP client
t= server.accept();

§0

Tng. Asma Abdel Karim
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Creating a TCP Server

// Display connection details

System.out.printIn ("Received request from" +
nextClient.getinetAddress() + " tnextClient.getPort() );

// Don't read, just write the message
OutputStream out = nextClient.getOutputStream();
PrintStream pout = new PrintStream (out);
// Write the current date out to the user
pout.print( new java.util.Date() );
// Flush unsent bytes
out.flush();
// Close stream
out.close();
// Close the connection
nextClient.close();

}® — P~ DJ,‘,S“S

Leap>

| Eng. Asma Abdel Karim
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Creating a TCP Server

catch (BindException be){
System.err.printin ("Service already running on port “ + SERVICE_PORT );

}
catch (IOException ioe){

System.err.println ("I/O error - " + ioe);

Qx\e.,\ss CoeKe GXCQQHW £
o \er leprion Chbends EOQ*C&\(:\-EOV\
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— The java.net.s
-Net.SocketException
represents a i i
can represent a ran generic socket error, which

ge of specific error condition i i
ta s. For finer-grained
control, applications should catch its subclasses. :

| Eng. Asrie Abdel Karim
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Exception Handling: Socket-Specific Exceptions
(Cont.)

* BindException
:-The java.net.B
local port. The
already in use.

« ConnectException
— The java.net.Conné

indException represents an inability to bind a socket to a
most common reason for this will be that the local port is

1
ctException occurs when a socket can't connect to a

¢ and port. There caq be several reasons for this, Ve
specle remote 12 te server does not have a service bound to thit .
remo

such as that the avea service bound to the
iti SW.
port, or that it is so)m%eum___
ot

any further ones.

64
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Exception Handling: Socket-Specific Exceptions

(Cont.)

Y NoRouteToHostException

>O.’\S

— The java.net.NoRouteToHostException is thrown when, due to a

network error, it is impossible to find a route to the remote host.

The cause of this may be local (i.e., the network on Xéiuich the software

application is running), may be a temporary gateway ot router problem,
or may be the fault of thefemote network to which the socket is trying

to connect. Another common cause of this is that firewalls and routers g

are blocking the client software, which is usually a permenant
condition.

*( InterruptedlOException J

— The java.net.InterruptedIOException occurs when a read_operation is

blocked for sufficient time to cause a network timeout, as discussed
earlier in the chapter. Handling timecuts is a good way to make your
code more robust and reliable.

m
v

-~
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Networks and Internet
Programming

Multi-threading and Parallel
Programming
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Outline

Overview.

Multi-threading in Java.

Controlling Threads.

Threads Priorities.
» Thread Synchronization.
» [nter-thread Communication.
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Overview

* Multi-threaded programming is an impo_rtant
concept in Java networking, as networking clients
and servers must often perform several different
tasks at a time.

— For example, listening for incoming requests and
responses, processing data, and updating the text or
graphical user interface for the user.

* It is important for the developer to erstand
the  differences betweer@ single=threaded

programming, multi-process ogramming, and
2, ymulti-threaded programming. o

Eng. Asma Abdel Karim 3
Computer Engineering Department

4

Single-Threaded Programming

* Traditional software written in procedural languages is compiled
into a machine-readable format, which is called machine code.

* This code is read by a central processing unit (CPU), which executes —
programming statements one after another, in a sequential manner,

* The time taken to execute each statement may vary (due to the
nature of the operation, such as comparing two bytes for equality
or adding two numbers together), but _until —a_statement s
completed, no further statements will run. This is(ingle-thr&
execution.

* The chief advantage of this type of programming is its simplicity.

— Developers can easily predict the state of 3 machine at any given
moment in time.

— It is guaranteed that a variable being accessed in a single-threaded
environment will not be accessed or modified by another copy of the
program, as only one copy of the program is running.

Eng. Asma Abdel Karim 4
Computer Engineering Department
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Multi-process Programming

Each application runs as a process, with memory allocated for program
code and data storage.
. \I\_Aultiple processes would run on the same machine|

- Theﬂ'a_tirlgzystgm_woum allocate CPU time to each process, suspending a
process when its time was up and allowing another to take its place.

— Sometimes, a process will become blocked (waiting on 1/0), or may voluntarily
choose to yield its CPU time.

— The operating system creates the illusion that these processes are running
concurrently, by frequently switching from one_gWgther and sharing
time between them (though not always equally).

* This type of multitasking is extremely important, as it means that one
machine can share its CPU time across many users.

)
( Eng. Asma Abdel Karm
Computer Engineering Department

Multi-process Programming (Cont.)

«  Programs themselves could create new processes, having one part of the
program performing a task while another part does something else.

Opemting System
—
User1 User 2 Usern
Applicaton
Usar inlerace Natwork client

Eng. Asma Abdel Karim 6
Computer Enginearing Department )
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Multi-process Programming (Cont.)

i i there are
« Although multi-process programming werks  well,

disadvantages to its use.
« First, when a process branches into two,
the data storage of one process and another.
— Because two copies of data are being kept, more memory than is

needed is consumed.
. Sec@ay for one process to access and
modify the data of another.
— In Unix, Inter-Process Communication (IPC) is used, creaLngﬂ___pipe;
that allow a process to communicate with another.

— Nonetheless, it is not as easy to design software that shares data in a
multi-process environment as it is in a multi-threaded cne.

H’\\/EG\JS Can SL\G\R’_ Cof)i %— c‘ ala vnemn o \(\j )

ng. Asma Abdel Karim 7

there is overlap between

Computar Engineering Department

8

—> the same shared memory space and code.

G

(gg_ Eng. Asma Abdel Karim 8
% Computer Engineering Department

4

le\llultl-threaded Programming

\—o O\CJA&'\JL{DW% -Po(a”d'\gm .

+ Multi-threaded programming requires a different way of iooking at
software.

« Rather than -executing a series of -steps sequentially,~tasks are -
executed concurrently=that is, many tasks are performed at the
same time, rather than one task having to finish before another can
start, ) i

+ Multithreading, also known as multiple threads of execution, allows
a program to have multiple instances of itself running, while using

" — Unlike multi-process programming, which uses separate memory
address spaces, making communication between processes difficult.

— An application can be performing many different tasks concurrently,
and threads may access shared data variables to work collaboratively.

MQ\N\Q v
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Multi-threaded Programming (Cont.)

Unless you _have more than one CPU, only a single thread
can be running at any given moment in time.

The operating system maintains a queue of threads and
allocates CPU time to them.

The process of determining which thread to run is called

* Not all operating systems alloca
give the operating system a gui
¢_priority level.
« Since the choice of which thread is executed is up to the
operating system and_not the application, it pecomes
— impossible to predict the order of execution, or how much
CPU time will be given.

te thread time fairly, but to
de, threads are allocated a

Eng. Asma Abdel Karim
Computer Engineering Department

Multi-threaded Programming (Cont.)
B MV‘%,\‘ \OQ, / Thread 1 Thread 1 - 1 ) - 3
" Q@“C\ev\\—i Thread 2 Thread 2 &, "J\’\‘Q\o\"f\
—\ Ae@ﬁmg o\ \ Thread3 Thread 3 |- :3
“‘“5¥ \'DQ (a) -
$YV\ chvomnzal -
e”‘°“3\" ' (a) Threads running on multiple CPUs. — \r?mm'v\a s Ve Saree
(b) Threads running on a single CPU. ngor el i Farse
: ) "onte enme¥ "
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Multi-threaded Programming (Cont.)
« Careful attention must be paid to concurrent _access and

modification of data, to prevent data from becoming out ofs
mesign, however, data can be locked, which will prevent
¢ read access while write access occurs. =
« Multi-threaded programming can be difficult to master, but the
rewards that it offers are great.

— Networking clients do not need to lock up the GUI if a network
connection stalls, and servers can__g@‘ce_si_ﬂy_lt_lp_lg__cll‘egts

concurrently.

+ Additionally, threads may use variables independently, and are not
forced to share the same data.
— A thread could, for example, declare its own set of variables that it
does not make available to other threads (by marking them as private
or protected), thus ensuring that an access conflict does not occur.

o
f { Eng. Asma Abdel Karim
@’ Computer Engineering Department

11
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Multi-threading in Java

 Java provides exceptionally good support for
creating and running threads and for locking
resources to prevent conflicts.

You can create additional threads to run
concurrent tasks in the program.

In Java, each task is an instance of the
Runnable interface, also called a runnable
object.

A thread is essentially an object that facilitates
the execution of a task.

Eng. Asma Abdel Karim 12

Computer Engineering Department
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Multi-threading in Java (Cont.)

S

S i

+Thread) Crdates an empty thread.
+Thread(task: Runnable) Crdates a thread for a specified task.
+start(): void Stats the thread that causes the run (O method Lo be invoked by the JVM.
+isAlive(): boolean Tegth whether the thread is currently running.
+setPriority(p: int): void Sel priority p (ranging from 1 to 10) for this thread.
+join{): void W3fts for this thread to finish.
—— +steep(millis: Tong): void a thread to sleep for a specified time in milliseconds.
+yield(): void Calises a thread to pause temporarily and allow other threads to execute.
+interrupt(): void Interrupts this thread.
M @_J T \(>\e""\CM (-1 V‘j quw\a \Q\c_/
=3

NS

Class

Newme,

~ §
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Creating Multi-threadid Applications
with the Thread Class)

* The java.lang.Thread class provides methods to start,
suspend, resume, and stop a thread, as well as to

the name associated with it.

+ The simplest way to use the Thread class is to extend it
and override the run() method, which is invoked when
the thread is first started.

* By overriding the run() method, a thread can be made
to perform useful tasks in the background.

* Keep in mind that threads do not start running automatically
at creation time. Instead, the Thr. art() method must be

—> invoked. If it is not, the ilLnot run.

14

~— control other aspects such as the priority of a thread or —

AW PRV PAVYAY
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java.lang.Thread M— CustomThreadJ

/7 Custem thread class )
public class CustomThread extends Thread {

Creating Multi-threaded Applications
with the Thread Class (Cont.)

7/ Client 1235
public class Client {

pubT jc void someMethodQ) {

77 Create & thread

T ;;;i;lic CustomThread(...) {
} o

/7 Overvide the run method in Runnable
public void run() {

%

F7 Tell sysuem how wo perform this task

3

CustomThread threadl = new CustomThread(...};

27 srart a thread
threadl.start(};

77 Create another thread

CustomThread thread2 = new CustomThread(...);

/7 Start a thread
threadz.start(};
} —

\ Eng. Asma Abdel Karim
Computer Engineering Department

15

15
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int threadNumber;

// Assign to member variable
threadNumber = num;

}

public void run(){

try{

Thread.sleep(5000);

ClecKed I 7T

eXCﬂP lvon

}

}

Eng. Asma Abdel Karim
Computer Engineering Department

public ExtendThreadDemo ( int num ) .

catch (InterruptedException ie) {}
System.out.printIn (threadNumber + " is finished!");

Creating Multi-threaded Applications
with the Thread Class (Example)

public class{ExtendThreadDemoJextends java.lang.Thread{

// Run method is executed when thread first started
System.out.println ("l am thread number " + threadNumber);

// Sleep for five thousand milliseconds (5 secs), to simulate work being done

16

Eng. Asma Abdelkarim
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Creating Multi-threaded Applications
with the Thread Class (Example)

// Main method to create and start threads
public static void main(String args[]){
System.out.printIn ("Creating thread 1");
// Create first thread instance
Thread t1 = new.ExtendThreadDemo(1); Pé éMO rPl\isw\ .
System.out.println ("Creating thread 2");
// Create second thread instance
Thread t2 = new ExtendThreadDemo(2);
// Start both threads
- tl.start(); t2.start();
}
}

Eng. Asma Abdel Karim
Computer Engineering Department

17

Creating Multi-threaded Applications
with the Thread Class (Notes)

e The run() method is not invoked when the thread was
créated, only when the thread is started by invoking the
o ————|  start{) method. s e e et e sl

— You can create threads in advance, and start them only when
needed.
« Remember that the thread object only represents a thread—
threads are in fact provided by the operating system itself.
— When the start() method of a thread is called, it sends a request
to launch a Separate thread, which will call the run() method.

— The main application does not call the run() method directly.
Instead, it calls start() to perform this operation. If your
application calls run() directly, it won't be running as a separate

thread.
w ¢ Ao Cald van () '\As\mc\ A Srarm-L) , Yow Wil
Bommun dil St decudon . -

18
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Creating Multi-threaded Applications
with the Thread Class (Notes)

¢ The main method terminates once the two thrgads are stz%rtef‘. R
« There is no pause or sleep command issued in the mhalnt\:/or(tera)reags e
application doesn't terminate. It _keeps on going until the
fini i d fleave their run() method.

ad) is created, it is
2 Woaus « When a normal thread (also referred to as a@rL“ﬂ‘Te_Eﬂ
Q = expected that it will complete its work and not shut dqwn maturelz. R
R'/"’\lv\a e o « The Java Virtual Machine_(JVM) will not terminate until qll er tflj]re; S hé;\éﬁ
o™ ¢— finished, or until a call is made to~the.S stem.exit() method, W
terminates the JVM abruptly. @
+ Sometimes, however, threads are only useful when other threadg are
running (such as the actual application, which will eventually terminate
when the user is finished with it).
+  We call these types of threads(daemon threads, as oppos_ed to user_threads.
If only daemon threads are-funning, +will automatically terminate.
e thead o
| Eng. Asma Ahdel Karim 19
» Computer Engineering Department
Daemon Threads
« The following is a modification to the previous main method
such that t1 and t2 are specified as daemon methods.
public static void main(String args(1){
System.out.printin ("Creating thread 1");
e // Create first thread instance o o i
Thread t1 = new ExtendThreadDemo(1);
System.out.printin ("Creating thread 2");
// Create second thread instance
Thread t2 = new ExtendThreadDemo(2);
// Make both threads daemon threads \
— t1.setDaemon(true); t2.setDaemon(true); > Chon He
// Start both threads s fr:brv\ HME“CJ S“O\“L‘Q Yom U —
t1.start(); t2.start(); ON 3 mull hL m \)Oktd
try{ ’ e
// Sleep for one second, to allow threads time to display first message b \7 ove § Vart C)
Thread.sleep(1000); -
}
catch (InterruptedException ie) {}
e CbKJ
{)& Eng. Asma Abdel Karim 2 k’qf_ ‘ 'S?. ‘er_) 20
&) Computer Engineering Department MG U\)\U QV\C! (/\—C‘(—m‘\ﬂghg ;]
20 %o sf\mé) O ot Ve cble (-0 Pk Hear
/ &COAL) S‘*G\RM&,\(A
\nead
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Daemon Threads (Notes)

* The first change makes both t1 and t2 daemon threads,
by calling the setDaemon(boolean) method.

* If you need to change the state of a thread to either a
daemon or a user thread, this must be done before the
thread is started—its state cannot be changed once the

thread is running.
* The second change introduces a slight pause, to allow

the daemon threads time to display their first message. ¢&—| .

— When you recompile and run this example, you'll notice
that the threads do not complete their work and display
their final message. This is because there are no more user
threads active once the main method finishes.

©_The primary thread is always a user‘tﬁr_e’z;:l) never a
daemon thread. —

.\ Eng. Asma Abdel Karim 21
) Computer Engineening Department

22

Creating Multi-threaded Applications
with the Runnable Interface

« While extending the Thread class is one way to
create a multi-threaded application, it isn't
~ always the best way.

« Remember, Java supports|only single inheritance;)
unlike languages such as C++, which supports
multiple inheritance.

« This means that if a_ class extends the
java.lang.Thread class, it _cannot extend any
other class.

« A better way is often to implement the
java.lang.Runnable interface.

Eng. Asma Abdel Karim 22
Computer Engineering Department
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Creating Multi-threaded Applications
with the Runnable Interface (Cont.)

« The Runnable interface defines a single
method, run(), that must be implemented.

« Classes implement this interface to show that
they are capable of being run as a separate
thread of execution.

* The precise signature for the run method is as
follows:

public void run ()

Eng. Asma Abdel Karim 23
Computer Engineering Department

23

Creating Multi-threaded Applications
with the Runnable Interface (Cont.)

. . /7 Clent class
B Java.7ang.Runnab7e}<}--— TaskClass public class Client {
// Custom task class pu!-ﬂ‘ic void someMethod() {
public class TaskC]ass\inp’lements Runnab"le){
// Create an instance of Task(lass
public TaskClass(...) { TaskClass task = new TaskClass(...);
} // Create a thread
Thread thread = new Thread(task);
/¢ Implement the run methed in funnable . —
public void run() { /7 Start a thread
£/ Tell system how €O run CusIom thread thread.start();
T }
} }

3 ALE o5 tgad  Siac
e.umab‘g_ O\Oje(\« .

Eng. Asma Abdel Karim
Computer Engineering Department
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Creating Multi-threaded Applications
with the Runnable Interface (Cont.)

The Runnable interface doesn't define any other | \
methods, or provide any thread-specific functionality. — ’\"\‘j vun ( J

Its sole purpose is to identify classes capable of running
as threads.

When an object implementing the Runnable interface
is passed to the constructor of a thread, and the
thread's start() method is invoked, the run() method
will be called by the newly created thread.

* When the run() method terminates, the thread stops
executing.

Eng. Asma Abdel Karim

25
Computer Engineering Department
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Creating Multi-threaded Applications with
the Runnable Interface (Example)

. blic class RunnableThreadDemo implements java.lang.Runnable{
Nery pu
o i J € —,  public void run(){

System.out.printin ("l am an instance of the java.lang.Runnable interface");

A e I _ o
public static void main(String args{]){
System.out.printin ("Creating runnable object"}; § & Clva / [ Y PQ
// Create runnable object /———/
S"Pe"r F:V) L &—— Runnable run = new RunnableThretdDemo(); — ']>b l jMOv’{éh',s m
// Create a thread, and pass the runnable object
System.out.printin ("Creating first thread");
Thread t1 = new Thread (run);
// Create a second thread, and pass the runnable object
System.out.printin (“Creating second thread");
Thread t2 = new Thread (run);
// Start both threads
System.out.printin (“Starting both threads");
tl.start(); t2.start();
}
}

Eng. Asma Abdel Karim
Computer Engineering Department
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Creating Multi-threaded Applications with
the Runnable Interface (Example-Notes)

« When the example is compiled and run, two
threads can be seen printing a mMessage to the

« What is very different about this program, qnd_the
previous one, is that only_one Runnable object]
> was created, but two different threads ran it.

« Although there was no shared data in this
g[:(_am_gl_el_in more complex systems, threads must
share access to resources, to prevent modification
while a resource is being accessed. This is achieved
by synchronizing access to resources

Eng. Asma Abdel Karim 27
Computer Engineering Department

27

Advantages of Using the Runnable
Interfac r Extending the Thread Class

1. As mentioned previously, an object is free to inherit from a

_different class.
~—2." The same Runnable object can be passed to more than one
thread, so several concurrent threads can be using the same
code and acting on the same data.

— Though this use is not always advised, it can make sense in certain
circumstances, providing that due care is taken to prevent conflicts
over data access.

3. Carefully designed applications can minimize overhead, as
creating a new Thread instance requires valuable memory
and CPU time. o

— A Runnable instance, on the other hand, doesn't incur the same
burden of a thread, and can still be passed to a thread at a later point
in time to be reused and run again if necessary.

Eng. Asma Abdel Karim 28 -
Computer Engineering Department
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Controlling Threads
Interrupting a Thread

Observant readers may have noticed that whenever a call to

the Thread. sleep (int) method was made in earlier examples,
an exception handler was used.

This is because the sleep method puts a thread to sleep for a

long period of time, during which it is generally unable to rouse
itself.

However, if a :cb_rgd must be awakened earlier, interrupting a
thérga_d_;@l awaken it; this is achieved by invoking the

laterruptnethod.

Of course, this requires another thread to maintain a reference
to the sleeping thread.

Eng. Asma Abdel Karim

29
Computer Engineering Department

29
Controlling Threads
Interrupting a Thread (Example)
public class SleepyHead extends Thread{
// Run method is executed when thread first started
1 “public void run(){ - ; ) - = =
System.out.printIn ("l feel sleepy. Wake me in eight hours");
try{
// Sleep for eight hours
Thread.sleep( 1000 * 60 * 60 * 8 );
System.out.println ("That was a nice nap");
}
catch (InterruptedException ie){
System.err.println ("Just five more minutes....");
}
}
Eng. Asma Abdel Karim ' 30
Computer Engineering Department
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Controlling Threads
Interrupting a Thread (Example-Cont.)

// Main method to create and start threads

public static void main(String args[]) throwsjava.io.lOExceptiOﬂ{
// Create a 'sleepy' thread
Thread sleepy = new SleepyHead();
// Start thread sleeping

—> sleepy.start();

// Prompt user and wait for input
System.out.println ("Press enter to interrupt the thread"); A
System.in.read(); —> Mg '"f\@_\-\/\oq\ Wil b IO cle UV\\“\ \’LQ U
// Interrupt the thread
sleepy.interrupt();

}
} Ve Whole \bej(am Wil formamale

;i., Eng. Asma Abdel Karim -
5/ Computer Engineering Department
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Controlling Threads
Stopping, Suspending and Resuming a
Thread

e The Thread class also contains the stop(), suspend(), and
resume() methods. : = o=

« As of Java 2, these methods were deprecated (or outdated)
because they are known to be inherently unsafe. \
Vi

Not- SMF{DD«‘R(Q

a"amo(' e
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Controlling Threads
Yielding CPU Time
* Sometimes a thread might be waiting for an event to occur, or
may be entering a section of code where releasing CPU time.to
another thread will improve either system performance or the
user experience.
* For example:
— After performing a calculation that should be displayed to the user and
before starting another one.
— While waiting for data to become available from an InputStream, a thread
might yield CPU time instead of going to sleep.
* In this situation, the static yield() method can be used instead of
the sleep() method. ) _
\/(3 w Comb Jac.Jc H-e, ‘*\W\Q \So\& Ay \\
Eng. Asma Abdel Karim >/ICICJ ‘j()u\f— CPM \"W\Q 33
Computer Engineering Department
33 —>You \fed \
Y ield \*lr\e,»\ )/(_am d\&d( 50\,“@_;.\,\"'\,5
Controlling Threads
Yielding CPU Time (Cont.)
« For example, for the currently running thread to yield CPU
time, the following method could be invoked:
prpe— -~~~ Threadyield(); - — =E=E=ms ¢ SO T
« This is a static method that affects the currently running
thread only—an application cannot vyield the time of a specific
thread.
-~ 1\ y;dcj m%ﬁrmp\-qme 7 N 5
- : '
S there, Vie|d (//, YD N e
a@ I: .
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Controlling Threads
Waiting Until a Thread is Dead

* Sometimes it is necessary to wait until a thread has finished its
task.
— For example, to retrieve the results of the task by invoking a method, or
reading a member variable.
* To determine if a thread has died (i.e., if the run() method has
finished), the(isAlive())method, which returns a boolean value,
can be invoked. )

* But continually checking the value returned by this method
(known as polling), and then sleeping or vyielding, is a very
inefficient use of CPU time.

Eng. Asma Abdel Karim
~/ Computer Engineering Department

35
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Controlling Threads
Waiting Until a Thread is Dead (Cont.)

* A much better way is to use th(e join()method, which waits for a

* There is also an overloaded version of this method, which takes
as a parameter a long value. This version waits for a thread.
death or the specified number of milliseconds, whichever comes
first.

Eng. Asma Abdel Karim 36
Computer Engineering Department
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Controlling Threads
Waiting Until a Thread is Dead (Example)

public class WaitForDeath extends Thread{
// Run method is executed when thread first started
public void run()
System.out.printin ("This thread feels a little ill....");
// Sleep for five seconds
try{
—> Thread.sleep(5000);
}

catch (InterruptedException ie) {}

}
heve |\ beven inales CAeaHA CJQ We vhiead )

Eng. Asma Abdel Karim 37
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Controlling Threads
Waiting Until a Thread is Dead (Example-Cont.)

// Main method to create and start threads
public static void main(String args[]) throws java.lang.InterruptedException{
// Create and start dying thread .
Thread dying = new WaitForDeath(); ~—» _’J mMo Y‘I’Jlﬂ IS
dying.start();
// Prompt user and wait for input
System.out.println ("Waiting for thread death");
// Wait till death
try{
dyingjoin); —> Wil Wiloele Cor B Seconds
}
catch(InterruptedException ex){}
System.out.println ("Thread has died");
} _—

}

)

Eng. Asma Abdel Karim 38
Computer Engineering Department

38

Eng. Asma Abdelkarim

12/21/2021

19

Scanned with CamScanner



Threads Priorities

» Java assigns every thread a priority.
» By default, a thread inherits the priority of t
spawned it.

* You can increase or decrease the priority of any thread !:)y 'using
the|setPriorityimethad, and you can get the thread’s priority by

using thghgetPriority}m ethod.

s Priorities are numbers ranging from 1 to 10.

« The Thread class has the int constants MIN_PRIORITY,
NORM_PRIORITY, and MAX_PRIORITY, representing 1, 5, and
10, respectively.

* The priority of the main thread is Thread.NORM_PRIORITY.

he thread that

Eng. Asma Abdel Karim 39
Computer Engineering Department

Threads Priorities (Cont.)

» The JVM always picks the currently runnable thread with the
highest priority. :
e A lower-priority thread can run only when no higher-priority
" threads are running. ' = = ===
« If all runnable threads have equal priorities, each is assigned an
equal portion of the CPU time in a circular queue.
— This is called round-robin scheduling. -

o——

! ,..ﬁ Eng. Asma Abdel Karim P
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Thread Synchronization

* An important consideration when designing
multi-threaded applications is conflict over access
to data.

If two threads are fighting for the same resource,
and a mechanism to resolve access conflicts is
not put into place, the integrity of the application
is at stake.

Built into the Java language are two mechanisms
for preventing concurrent access to resources:
—3— Method-level synchronization and, o
—> Block-level synchronization.

Eng. Asma Abdel Karim
Computer Engineering Department
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Method-Level Synchronization

—

Method-level synchronization prevents two threads from executing
methods on an object at the same time.

Methods that must be "thread-safe" are marked a4 synchronized. .

When a synchronized method of an object is invoked, a thread takes out
an object lock, or monitor.
— If another thread attempts to execute any synchronized method, it finds that it

is locked, and enters a state of suspension until the lock on the object monitor
is released.

If several threads attempt to execute a method on a locked object, a
queue of suspended threads will form.

— When the thread that instituted the lock returns from the method, only one of
the queued threads may access the object—the release of a monitor does not
allow more than one object to take out a new monitor.

One should note, however, that if a method is not synchronized and is

executed while the object is locked, the thread will not block and the
method can be run, - = — =
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Method-Level Synchronization (Cont.)

* The synchronized keyword is used to irdicate that a method should be
protected by a monitor.

* Every method that could possibly be affected by concurrent access should

be_marked as_synchronized. This keyword should be used sparingly,

howevey, as it has a performance drawback.
public class SomeClass{

public synchronized void changeData( ... ){

}
public synchronized Object getData ( ... ){
-“\.

}
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Method-Level Synchronization (Cont.)
* Suppose we have a counter that can both be incremented and display a
vafue.
» If the methods that provides access to the counter isn't thread-safe, and
takes some time to complete, then two or more threads could access it at
“the same time. - - T
Thread1 Thread2 Thread3
Counter
public int getCount{) +
pubiic void incrementCount(}
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Method-Level Synchronization (Cont.)

The solution is to make the counter thread-safe, by

synchronizing each method that performs a read or write
operation. e =

If a synchronized method is used, only one thread can update
the value at any given moment.

— The thread that first invokes a synchronized method locks the object's
monitor, which is released only when that method terminates.

— No other thread can access any synchronized method of the counter
object.

This restriction applies only to individual counter instances,
and not the Counter class itself.
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Method-Level Synchronization (Cont.)

Thread1 ] Thread2 B Thread3
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public synchronizd int gelCount()
ﬂ public synchronizd wid incrementCount(}
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Method-Level Synchronization (Example)

public class Counter{
private int countVailue;
public Counter(){
countValue = 0;
}
public Counter(int start){
countValue = start;

// Synchroni

zed method to increase counter

public synchronized void increaseCount(){

int count = countValue;
try{

Thread.sleep(5);
}

catch (InterruptedException ie) {}

} count = count +1;
countValue = count;

}

// Synchronized method to return counter value
-, public synchronized int getCount(){
return countValue;

}
} —
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Method-Level Synchronization (Example-Cont.)

public class CountingThread implements Runnable{
Counter myCounter;
int countAmount;
__ ]/ Construct a counting thread to use the specified counter R

public CountingThread (Counter counter, int amount){
myCounter = counter;
countAmount = amount;

}

public void run()

{

// Increase the counter the specified number of times
for (int i = 1; i <= countAmount; i++){
// Increase the counter
myCounter.increaseCount();

b
}
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Method- Vnchronization (Example-Cont.)
public static void main(String args[]) throws Exception{

// Create a new, thread-safe counter

Counter ¢ = new Counter();

// Our runnable instance will increase the counter

// ten times, for each thread that runs it
—Runnable runner = new CountingThread( c, 10 );

System.out.println ("Starting counting threads");

Thread t1 = new Thread(runner);

Thread t2 = new Thread(runner); } :

Thread t3 = new Thread(runner); adl g\’\o‘f‘u\a “w\ Qf«*\( la

t1.start(); t2.start(); t3.start(); Q

// Wait for all three threads to finish M‘QCGLM\— LV\B -

t1.join(); t2.join(); t3.join(); j
System.out.println ("Counter value is " + c.getCount() );
} J

} H'\Q_W\C&l\f\ l;Q{\\ \OKOC\< N
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Block-Level Synchronization

* Method-level synchronization is an effective means
of preventing concurrent access to resources.

* But what if the resource has not been designed as
thread-safe, and is a preexisting class that the
developer cannot modify? -
— Such as a class in the Java API, or a third-party library.

* Block-level synchronization, in this case, is the best
option.
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Block-Level Synchronization (Cont.)

 Block-level synchronization uses the synchronized keyword,
lar methods, a lock

but instead of placing a lock around particu aee
is placed around blocks of code.

« A block of code is synchronized against a particular object,
and any thread attempting to enter that block of code is
locked out, until the monitor for the specified object is
released.

« The following code snippet shows the syntax for a
synchronized block:

synchronized (Object o){

}
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Block-Level Synchronization (Cont.)

« Block-level synchronization locks against a particular
object.

« This means that multiple blocks can protect access to
the same object, so block-level synchronization can
be applied in thread code wherever an object is
accessed or modified. '
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Block-Level Synchronization (Example)

public class SynchBlock implements Runnable{
StringBuffer buffer; —s (\§ o
ey ’ OL .
int counter; th L\'\fovﬂuj
public SynchBlock(){
buffer = new StringBuffer();
counter=1;

}
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Class Block-Level Synchronization (Example)
public void run({
synchronized (buffer){
System.out.print ("starting synchronized block ");
L S ' o int tempVariable = counter++; e NCE
// Create message to add to buffer, including linefeed
String message = "Count value is : " + tempVariable +
System.getProperty("Iine.separator");
try{
Thread.sleep(100);
}
catch (InterruptedException ie) {}
buffer.append (message);
System.out.println ("... ending synchronized block™);
}
}
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Block-Level Synchronization (Example)

public static void main(String args[]) throws Exception{
// Create a new runnable instance
SynchBlock block = new SynchBlock();
Thread t1 = new Thread (block);
Thread t2 = new Thread (block);
Thread t3 = new Thread (block);
Thread t4 = new Thread (block);
tl.start(); t2.start(); t3.start(); t4.start(); : ‘ T
// Wait for all these threads to finish
tl.join(); t2.join(); t3.join(); t4.join();
System.out.printin (block.buffer);
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