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“SECURITY”

: : ' ‘eving desired
= Most of computer science is concerned with achieving

behavior

o : . ) havior
» Security is concerned with preventing gg_desn‘ed be
» Different way of thinking! Y 4
_» An enemy/opponent/hacker/adversary who 1s actively an

. ut in
Eo\ae maliciously trying to circumvent any protective measures youp
place

ONE ILLUSTRATION OF THE DIFFERENCE

" Software testing determines whether a given program
implements a desired functionality
» Test I/0 characteristics

= Q/A

* How do you test whether a program does not allow for
undesired functionality? S beT whes W56 Y

" Penetration testing helps, but only up to a point -
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SECURITY IS INTERDISCIPLINARY

» Draws on all areas of CS
= Theory (especially cryptography)
* Networking
» Operating systems
» Databases
» Al/learning theory
» Computer architecture/hardware
» Programming languages/compilers
» HCI, psychology

FORTUNATELY, WE ARE WINNING THE
SECURITY BATTLE

_pazal|
Strong cryptography
ARG s ol ] f‘1 (I EAVIVE ;PUL\)

Flrewalls intrusion detection, virus scanners

= Buffer overflow detection/prevention %
= User education tebechion $93
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Password stealing trojans
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Top 50 Products By Total Number Of "Distinct" Vulnerabllltles in 2017

Go to year: 1999 2000 2001 2002 2003 2004 2005 2006 2007 Q oog 2010 2011 2012 201-
Time Leaders

. ___fe\saat)
Product Name Vendor Name  Product Type Number of Vulnerabilities
1 Android Google os 842
2 nudeme| s = as3
3 IphoneOs  Apple 05 387
4 Imagemagick Imagemagick Application 357
5 MacOs X Apple os 209
6 Windows 10 Microsoft 0s 268
7 Windows Server 2016  Microsoft 0s 252
8 Windows Server 2008  Microsoft 0s S
9 Windows Server 2012  Microsoft 0os :
10 Debian Linux Debian 0S 235
11 Windows 7 Microsoft Qs 430 !
12 Windows 8.1 Microsoft 0s 229 f
225 é

l

source: https://www.cvcdctaiIs.com/top-sO-prodllcts.pl1p?year=20] 7
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VULNERABLE APPLICATIONS BEING
EXPLOITED

Cte Vs Lo Ty
Uzl ol W)

Browser

{7 AdobeFlash €} Android Browser £} Java {} Offica @ PCF

Source: Kaspersky Security Bulletin 2017

PHILOSOPHY OF THIS COURSE
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K NAIVE VIEW

= Computer security is about CIA:
» Confidentiality, integrity, and availabili
Azl 2 Z\%w%{m}’ Chyw.)jmgy
L) s
= These are important, but security i
£ : p : \‘-’&3’5 - Y is about much more...
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A NAIVE VIEW

password
28] a"\-“ Qo
’ \o-sf\ S0 slac,
Rgﬁw'\rmu‘\ﬁz
Faact
non - Rgackion\s reqwies Llaab sk
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IN REALITY...

= Where does security end?

forgot password?
DT Ce Poys ¢ d O P ) W, Vi

wHe

al aay Fime

\as et anar] Pasverd
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ONE G0OD ATTACK __cupassord

igure © - estion...
ds to fig answer gecurity qu _
N, so can are public

. hat SSNs
' cessal’llY) t
« The problem is not (e oad” SSNs, an

» Use public recor
« Or, e.g., their SS

d use them for more

« The problem is that we “overl
than they were intended

K NAIVE VIEW

= Achieve “absolute” security
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IN REALITY...

. Absolute security is easy to achieve!
« How...?

= Absolute security is impossible to achieve!
» Why...?

Naz2) 5>l 5 renas
= Good security is about risk management

SECURITY AS A TRADE-OFE

= The goal is not (usually) “to make the system as secure as

possible”...
« ...but instead, “to make the system as secure as possible within
certain constraints” (cost, usability, convenience)

« Must understand the existing constraints
» E.g., passwords...
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COST-BENEFIT ANALYSIS

at level of gecurity 15

N e 2D

= Important to evaluate wh _
e of attack to an

necessary/appropriate .o s
y/approp M’kvs.valu

N o

« Cost of mounting a particular attac —
adversary Gy L as e i:n” a ainst the
» Cost of damages from an attack vs. cost of defending a9
attack NSV

» Likelihood of a particular attack

. . e
- Sometimes the best security is to make sure you are not th
easiest target for an attacker...

“MORE” SECURITY NOT ALWAYS BETTER

= “No point in putting a higher post in the

enemy can go around it”
Sz %4 ) (5|

» Need to identify the weakest link

» Security of a system is only as good as .
point... s Security at jig weakest

ground when the

= Security is not a “magic bullet”

= Security is a process, not a product

ge_uml:\") °C

[ta Sy (5 P

on weaXesY Telnd
guw"“?‘

Scanned with CamScanner



COMPUTER SECURITY IS NOT JUST ABOUT

S E C TY A36-)) \\.&(.:« \L'\— I
QB g
i) 1 eJectlon, response, audit
» How do you know when you are being attacked?
» How quickly can you stop the attack?

» Can you identify the attacker(s)?
» Can you prevent the attack from recurring?

" Recovery  wuimioisti ol vo) Run SLRILIRGY ol
= Can be much more important than prevention

= Economics, insurance, risk management...

» Offensive techniques

PDetect

D‘ 1 _ Vogs :.’\ )
o 3 RQSI’on (X ( P-’f.den\- i O\\L/ b Y
P

&

COMPUTER SECURITY IS NOT JUST ABOUT
COMPUTERS

» What is “the system”?

: . L) gy 'nr“bu !
= Physical security — 47y 2w e !
Ylas s

» Social engineering . comiu o W=l e
» Bribes for passwords - e Pt

. st Ly I Gl e Gl
Phishing —» e o) st s 1)

= “External” means of getting information
» Legalrecords — iy 0T A i oo
» Trashcans — cua VW VD L\ ¢ Ly
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SECURITY MINDSET

L seet”in general
« Learn to think with a “gecurity minds
« What is “the system”? e
« How could this system be attacked!
- What is the weakest point of attack? .
« How could this system be defended? o
» What threats am I trying to address? e pe? - ) :\a::;

« How effective will a given countermea

g
n security, cost, and usability:

» What is the trade-off betwee

SUMMARY

= “The system” is not just a computer Or a network
. . or
= Prevention is not the only goal
» Cost-benefit analysis
= Detection, response, recovery

. Never.theless...i.n this course, we will
security, and primarily on Prevent focyg On com

» If youwant to be a security e - puter

mind Xpert, yo
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COMPUTERS ARE EVERYWHERE. ..

« ...and can always be attacked

« Electronic banking, social networks, e-voting

- iPods, iPhones, PDAs, RFID transponders

* Automobiles
« Appliances,TVs

» (Implantable) medical devices

= Cameras, picture frames(!)
= See http:/ Jwww.securityfocus.com/news/1 1499

“TRUSTING TRUST”

- Consider a compiler that embeds a trapdoor into anything it
compiles 20 wl S45) 315 e Compiler N > Ul

= How to catch?
» Read source code? (What if replaced?)

» Re-compile compiler?

» What .if the compiler embeds the trojan code whenever it
compiles a compiler?

» (That’s nasty...) Ce Cre
\L ne }‘(’.\n\
L
) Jewnlen?
L J

sede c/ch

Cich s )) wand) . <t'lugs);u/ .
acY-dee ! .e
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“TRUSTING TRUST"

= Whom do you trust?

« Does one really need to be this P
» Probably not
» Sometimes, yes

aranoid??

ially impossible
= Shows that security is complex...and essentially

= Comes back to risk/benefit trade-off

Next time-
be in\tlme'
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Jonathan Katz

Modified By: Dr. Ramzi Saifan

A high-level survey of
cryptography
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GOALS OF CRYPTOGRt o

: thre
» Crypto deals pnmanlY Lt
= Confidentiality L i o i
« Authentication (of resources; P€ 60,5 54
'dered . » L C= \ius \'>\
=« Other goals also COTS1 . gt S lo 2 O
« E.g., non-repudiation — = |
i PR
» Accountability — bf:i“:-“)i =
» Anonymit
L DAL VROV-¥ Jole
“ee &"“:‘;’P!‘)’)?‘."Ju‘ ,fl& d,__f-f/"“/”
"/_4’/// C n}e,all‘(} ﬂp C/ \’r”ﬂj SDS' —-Z’ ‘é
| mn)cy\ @ sy Cnp]«/ Fext ) F)rg of operabien s . = 7 q‘]'.m.:\
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-—-—; a) Sheam Cyphes Ki gt

CRYPTOGRAPHIC SYSTEMS ... 225050 we

of gprurbie Srer

» Characterized along three independent dimensions: @
()\bCk Srer (; ~5 Pi 3Enea Cy
Claidin -a . L-—b(

o ((.L‘_ 9. ‘Lhl PR % 4

S ]

P The tYpe Of I P3 —Enc—
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- used L he plaintext j; is

- plaintext to
c1phertext '

: Processed
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S\;Mm eaic A 3\,«\0\9_\(“_

PRIVATE- VS. PUBLIC-KEY SETTINGS

= For the basic goals, there are two settings: GoA) (o 0s\4,
= Private-key / shared-key / symmetric-key / secret-key )

» Public-key

= The private-key setting is the “classical” one (thousands of
years old) —

= The public-key setting dates to the

e T akleked 10 ookl pslivy — o5 Loles) Rae
I ; e /'\'_53-)\\@ & =

"y N1 — [Erc O 5 J—> % e/
Sae | C

S | nle/r1et — tid

K\ fﬁv’feua!Se,oF
\’ g
c\— -9 e @ A requiement in Symmebric Key

o Swed)) o6 ok
o0 K gy
revassalte &%

PRIVATE-KEY CRYPTOGRAPHY

pac is  preshanay A Secret
key Lobween Hle 2

Commym L'\kn) p.\/]-.'es >

» The communicating parties share some information that is
random and secret
» This shared information is called a@
» Key is not known to an attacker

» This ke e shared (somehow) in advance of their
. . B -
communication t-
ittt
| l
, Secret key shared by Secret key shared by E
i sender and reciplent sender und recipient E
a & o :
| !g K S; K i
i I

Transmitted i'”_‘“,w =
»

? cipherteat " ? :
»:/rrm’,.\"; X = DiR, 1) E e |

Dl(f‘)?\’" A Phaintest

J

! Plaintet -

! input Encryption algerithm En(l)f\-_‘ a Decryption algorithm tnut
l (e.8+ AES) Loxt A (reverse of encryption b

I Vi Yoy N G e O algorithm)
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T0 EMPHASIZE

K

. Alice and Bob share & key >
= Must be shared_ égglj?"abm

» Must be co'rﬁ“_'lgtfl/fﬂﬂ
« Must be kept\coill letel3

w) how they do this nd Alice hands

i ra
« We don’t discuss (for n° o adarks {reet COTTIE

= You can imagine they meeét © Bob
a USB device (with @ key on it) to

CANONICAL APPLICATIONS

» Two (or more) distinct parties comm

network ————nuncating over an insecure
— e e o T,
= E.g.,secure communication) 16T 1 (PR oot L] A

~

\S(Q“UQ _).g-—"h\qa guils
Y L) '_Jﬁ
S
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Bob

shared info
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SECURITY THROUGH 0BSCURITY?

) AlwaYS.ﬁa_SS‘ume that the full details of CIXP_!E.M and
_algorithms are{public]

" Known as Kerckhoffs’ principle

) T_}‘Mret information is a

) “SecuritY through obscurity” is a pad idea...
" Truein general; even more true in the casé of cryptography

" Home-brewed solutions are BAD!
) Standardized, widely-accepted solutions are GOOD!

‘ci % ?( Secwnty L/p 0P Secun'ty s ot g
a §eed \'50\(8:«})

e

5 o b s ﬂuck cves hea)
anz.; — > Ef‘!; V 110 k
quo.f.'l-l« Compared Le new eys

New g")( HI
“‘, £ - hC €

ke ereste neuQ

Orce
(WA i RS

SECURITY THROUGH O0BSCURITY?

= WhYIIOt") plﬁ‘-”y:;)\}mx\\:—a] '}19 ) o
: o o«
* Easier to maintain secrecy of a key than an algorithm
= Reverse engineering
= Insider attacks

= Easier to change the key than the algorithm
» In general setting, much easier to share ap algorithm than for

everyone to use their own
"\______________-——-—»-—/ ety
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MY own Clas$
' _>
‘Zﬂm?_' FRCE Enc alge chwdar}s

]

iy ouch el

aly
oppt? te
)I.F Fl'(m“’ kL‘Aﬂ L\nnpin, ELL klj)- )f[’f“,“

lyz
Wacke! ‘\m yu( beatbs

Q&M'l \ % %
")M.*&/

Private-key encryption

Skandard enc als:
Loc new enc p/j'

Qn& $

Compel-¢ Fion

<
CD A0S its fro/wSe) eac AVy:

{mnnlb Comp:

o e ehrics
@ the 9 Lol S Yo be eualnaled For Iitkereat ;4}
Pre fe v » o
O le dest is atpeunced A Lle - . "
‘-"I/ijdn( .

@ Ty A T prie (b F/
Sl-g\n)'-’\/)

g

nev

Functional definition

Secret key shared by Secret key shared by
sender and recipient sender and recipient

w3 >
G %’?A

g K
Transmitied

ciphertext <
S
Y=E(K,X) X=DIK,Y)

A

l’ll:;inltl:xl Encryption algorithm Decryption algorithm Pli‘:“ﬁ:t
P (e.2., AES) (reverse of encryption P
algorithm)

Encryption: ¢ <~ Ex(m) possibly randomized!

Decryption algorithm: m = Dg(¢)
Correctness: for all K, we have\Dg(Ex(m)) =m
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ENCRYPTION SCHEME SECURITY

e Zas '555 ok .
‘Unconditionally secure ~ onihas,tisImpOSEbielor
. hlgnrg?tLerltngl:;;;tn&n: gphertext simply b€
information is not there

»(Computationally securé gs the value of the
» The cost of breaking the cipher ej_‘&‘?_—% Co 1 B e
encrypted information  \Gs o+ &7 xceeds the useful
* The time required towg i o
lifetime of the _ information

P

MODEL OF SYMMETRIC CRYPTOSYSTEM
Seand) gdm, Cakek 1 lals EE::

7

.

P

e

Encryption
Algorithm

Decryption
Algorithm

Y =E(K, X)

f |

Secure Channel
Key
Source

A
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591 r Key |
e BES 059!

L) Pln.'n\'d‘ 1y e Enc Sheps

CRYPTANALYSIS AND (o= b=
IFE-FORCE ATTACK L.

Bf‘ih -Force "l:u all  pesible pji( lonyer key (2 JEO
FLs ko —al an AVE/NYT ‘7_3‘;‘\,;/’
A

knowledge abo
plamtext is needed Cieiie

« Enc Blger “wdo s o L, > Plaiateatd) or IS EWN ]| i
coxs\U

—

Q\k'\:\\c‘t\- )\‘c._.i___\&1 Go +

-  —
N o\“'-\( ki .

W of Croptamalyshs :
L,f(sv wt anly n\”'\k ! C )'a aly ?
C-pl&f‘ g
o et €Aty & H
\iiawn plasntert! s c,’,LcIICX"—"qlB
a2 D) Secwe e V3N ® \' Guabe ks sy 9@ l‘ s el
Cliegen SN ' enn bl "
W Seemse e NI ®® ch :(1 Cl’fl—url:x\.' cleso cipnes . > Ve ey
- . ‘ e Lesen Cipkrdal
s = (> e exbt Chusen platabet + € a lf
( Type of Attacﬁ / Known to Cryptanalyst {8 ‘9 Clple
Ciphertext Only * Encryption algorithm PRIPTSOEY
» Ciphertext j TBBLE 2'1
Known Plaintext » Encryption algorithm TYPES OF
e Ciphertext
el
« One or more plaintext-ciphertext pairs formed with the secret B.TIA.CKS
p
key
Chosen Plaintext e Encryption algori{hm Retbol &0 Pocker ) 0N
* Ciphertext SUIRSTINLANS Iy S | ENCRYPTED
« Plaintext message chosen by crypt"malyst together with its
corrcspondma ciphertext gencrated with the secret key MESSAGES
hos i g cvplten A packes
Chosen Ciphertext Encryption algorithm e gy j]

° Clphex’(cxt [T
« Ciphertext chosen by cryptanalyst, together with its
corresponding decrypted plaintext generated with the secret

: key
Chosen Text « Encryption algorithm FrGisbetyl \pl ,”“‘“‘" 2
K N “Atat o
+ Ciphertext

« Plaintext message chosen by cryptanalyst, together with its
corresponding ciphertext generated with the secret key

« Ciphertext chosen by cryptanalyst, together with its
corresponding decrypted plaintext generated with the secret

L : ; key ey
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A CLASSIC EXAMPL

abet (
« Assume the English uppercase alph
punctuation, etc.) .
» View letters as numl_nersln {9, /‘-/25’}

m e i t
= The key is a random letter of the alphabe
ulo 26

= Encryption done by addition mod

. l]/»\(‘( p”/ <
» Is this secure?

» Exhaustive key search

F: SHIFT CIPHER

no lowercase,

3 e s

Nelil oo ) Seield a0

« Automated determination of the key e (13 o
< Kvn-cn }’n,’.al—(xl’; \U 5( Cwve /;..4 /9
L&{,
™Sy | —(fod —cl @
Cnec — c - (m;3,+kl) % U
%> b _ . se T
T S 71l DIWNU WX WRID SDURS | .|
uh s VAL, |y, T 1 cqgv cq chvgt vig wgic rctva il
-3 = -2 2 nifu nf bguis uif uphb gbsuz |
(2D —> 2 meet me after the toga party i
4 ldds 1d zesdg sqd sniz ozgsx |
-l:| 5 kcer xc ydrcé ric Xmey NVPLW ‘:
BRUTH'F ORCE 6 ibdq b xcqbe geb gldx nxeqv |
1 i i a pkew lwapu
CRYPTANALYSIS OF v —
§ by nian ju
11 v 1gys hsilq.
12 yv kixr grike |
11 xu jewg
14 btr: bt puitg iwt idvp epgin |
15 assh as othsf hvs hcuo dofhn | |
16 2rrq zr nsgre gur gbtn cne
11 vuaf yg mrigd ftq fasm
18 xppe xp lqgepc esp
-3 wood we kpdod .d.rp
20 vare wa jocna eqn Jach.
21 . ummbd um inbmz bpm bwoi xizb
e tlla tl hraly aol avah whyaf .
22 skkz sk qlakx znk zumg vENZe.
24 I3 ri fkydw yni yele wfwyd
L 25 qiix gi egwiv xli
Figure 2.3 Bryte
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ABRCREFG..2

ciav i bad

h
MONOALPHABETIC CIPHER de

VE VYoURSEIF

(W At Key (c;phy}u\)
L,QIan, Cac [ /_}[L«t(' gl)(

= The key is a random permutation of the alphabet F/—A—JT? ,ff
» Note: key space is huge! B 9
c |E°?
» Encryption done in the natural way ) p |A ¥
£ p
= Is this secure? 2

» Frequency analysis

= A large key space is necessary, but not sufficient, for security J;

- 8%
designey o proy. Lot car Jo o dectsthion Key Size= 26415 %

- il
bo 0° frube Fere

*~—‘-+?.”
‘F jnh\
pEe [es Second  USIY mencalphalaiic

Le key. aon Mverse,
| vmeed ) fgo Seeunds to 0 S aitack = 241

- T
+ YHis 9eed a94)ast
Lewke force nyvack

=
(7]
E i
3 o~ .
£ g 5 ki
i N R
_E ‘ A’ !' @
= 1) 4 E
5 o b
= 1 b 4 ¥
= + -t B b
i 11 N
b b - £l 1 ¢ -
TEHHE HUHA & B
{ 1M n O H o= r
[N | 4 b 10 E T
“=HHUHE 2 R R ER E
- Fl ! A4 1 2 5 E‘ ! : ; 2‘
2.5 ¥ : = 10 P Wl Bk atl R
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Figure 2.5 Relative Frequency of Letters in English Text
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MONOALPHABETIC ([PHERS

ect the frequency data of the

» Easy to break becausevthe‘}:al')e)flu‘y
original alphabet »* %7 o b
. 1 e
= Countermeasure is to provide multlp
(homophones) for a single letter

Plalext ) s & Lz o= &
stitutes

» Digram
= Two-letter combination
= Most common is th

» Trigram
= Three-letter combination

= Most frecuent is the

\' .
f[ , fe)(" Mo Iphebse < C,'Pl«z/%ﬂ\
agn . —

WL} ot \e Fyesd W Freq oL ledter S
e
] e = I
gL
’TSE BV Y

ien

ANOTHER EXAMPLE: VIGENERE CIPHER

= More complicated version of shift cipher
« Believed to be secure for over 100 yearg

« [s it secure?

.‘_‘—;j
=
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POLYALPHABETIC CIPHERS

= Polyalphabetic substitution cipher
» Improves on the simple monoalphabetic technique by using
different monoalphabetic substitutions as one proceeds through

the plaintext message

- A set of related monoalphabetic

Mwles is used
. A key determines which particular rule

is chosen for a given transformation

q\ccd);") : @

d a (a2 s

- ] ‘o '\k{j
A

O\

b
& L Cy()[‘/
)

VIGENERE CIPHER

= Best known and one of the sim_p_l_gg,_t polyalphab_e_tig ,'s_ubgtjglt_igﬁr_}

ciphers

« In this scheme the set of related monoalphabetic substitution
rules consists of the 26 Caesar ciphers with shifts of 0 through

25

» Each cipher is denoted by a key letter which is the ciphertext
letter that substitutes for the plaintext letter a
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od that is @s long as the

'« need
» To encrypta message,é,@ﬁ//”——
message
ing keyword

. isare eat 1
Usually, the key s 8 77 cceptive, the message "we are

« For example, if the keyword 1 deceptive

' ted as:
discovered save yourself' 1S encryp

key: . .
éeceptivedeceptlvedeceptlve

p1aimext}+\wearediscoveredsaveyourself

ciphertext: ZICVTWQNGRZGWWAVZHCQYGLMGI

ey
- 8 \opentrt At oA
Ww € ARE | ) enReDISCHE ey

+ = C W i
DE c &P Keyt DECEFTIVE ™ piosAVEY

[ = L ucarenisc ®
et __r \70 i ﬁ—_——__/_— @
= 1 C~ J@Féﬁg%ﬂﬁ%@fﬂi@;}__\ —
- L 4
s WEARE D\}y \_’j

—

vswer <o > VIGENERE BUTOKEY SYSTEM

o} Secwmre ’\‘)““"5\' FEuR spavaas _'
;.4:, we heve e Y Preglecesing kv Knew ((D y ZH_LL ,QOJ\H, > . }I‘L Ke)u:lsl
e gt o $P o
N

» A keyword is concatenate

) d wi : .
provide a running key with the Plaintext itself to
Plvaleat Oy Jdaas o ¥ N,

= Example:
key: deceptivewearedisc
p.l o Wearediscweredsave
ciphertext: ZICVI’VVQNGKZEI}I'?;;S;H
- Eiv](::c;h::estil;ekrgf ;:c;rul ne;;j;fe to Cryp XSTSLVVWLA
distribution of lettersWS
\EARE PIS toveRED SAVEYoustir o ical tegh, s © SaMe frequency

* o kCYKEY REY KEY ~—- o € can be 4 e
\(.\7“\ el k{;—v\‘ E pp

yLb ‘ 5
o (013! G \LiNS 7))o~ ) Uty kK

\I\M"-],\m\'5l\5r\°\l‘~—~ Ublng &
&> \7 Loy~ — U
2 A8 Wi AV Y iy Y
@ 24 S
% “ ﬁ‘
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3)

Jebber 1 has C"”? i Feyt A Z Pi= L

DL" P‘{: 127 1. A r‘,, randen ~ = Ta *
\ a dtawne)
9 ‘L £s : - € [:',,_““g,\cj vs nok madtawe
g (R) =2 et CiphFhed 2
. (s any eashishlex

= g (p)= L

%5

RTTACKING THE VIGENERE CIPHER

= Let p; (for i=0, ..., 25) denote the frequency of letter i in English-
language text

= Known thatig p;Z = 0.065 )

= For each candidate period t, compute frequencies {q} of letters
in the sequence ¢, ¢, c,,, ...

= For the correct value of t, we expect E(q? = OOF6§j
» For incorrect values of t, we expect(X g = 1/26

* Once we have the period, can use frequency analysis as in the
case of the shift cipher-

; &\ = i :
o aSSume K‘—D ‘M)\\" \:"/\Di@ fol gadw \etre? A A

=> O oWt () C: pharhen
%
.—L_ = R
£ (et o W=
s Feyle
e\Se \Q"-“‘)\“n)\ o
aspame Y\t = F Ca
I'd \-
G"L[‘"\‘(.ugl \Dl—_" r,:—:\\ C\
Wy 60 F M N 0685 ) oA\l au)
- o0bS — \k&’-'..'\c)\\\),\b%\ 5 5

> T
i ( C\O) -

MORAL OF THE STORY?

» Don’t use ““simple” schemes

* Don'’t use schemes that you design yourself

» Use schemes that other people have already designed and
analyzed...
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A FUNDEMENTAL PROBLEM

A fundamental problem with * classical” CIYPJQQ@P_EY%O
n . .e
definition of security was ever specilie

: eme to be “s
» It was not even clear what it meant for a sch '=_SeCure”

= As a consequence, proving security er'!S not ev:n an option
= So how can you know when something 1s secure:
= (Oris at least based on well-studied, widely-believed assumptions)

SECURITY GOALS?

* Adversary unable tq

» 1€C : .
« Good, but is it enough\?%plaimext
= Adversary unable tq B

_ plaintext ' \ggﬁeir@ne any j
= Formalize? \\~Ef°rmation at all about the
= Sounds great| i

» Can we achieve it?
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To see how such a cryptanalysis might proceed. The ciphertext to be solved is

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ

As a first step, the relative frequency of the letters can be determined and compared to a standard frequency
distribution for English. If the message were long enough, this technique alone might be sufficient, but because this is
a relatively short message, we cannot expect an exact match. In any case, the relative frequencies of the letters in

the cipher text (in percentages) are as follows:
P13BH583 F333 8167 c0.00
Z11.670500 w3.336G 1.67 k0.00

$833 €500 @250 vy 167 L0.00

U833 v4.17 7250 1083 NO.0O
0750 x4.17 A167 10.83 R0.00
M667

It seems likely that cipher letters P and Z are the equivalents of plain letters e and t, but it is not certain which is
which.

The letters S, U, 0, M, and H are all of relatively high frequency and probably correspond to plain letters from the set
{a, h,i,n, o, r,5). The letters with the lowest frequencies (namely, A, B, G, Y, |, J) are likely included in the set {b, j, k,
q,v,x,2).

There are a number of ways to proceed at this point:

We could make some tentative assignments and start to fill in the plaintext to see if it looks like a reasonable
“skeleton” of a message.

A more systematic approach is to look for other regularities. For example, certain words may be known to be
in the text.

Or we could look for repeating sequences of cipher letters and try to deduce their plaintext equivalents.

A powerful tool is to look at the frequency of two-letter combinations, known as digrams . The most common such
digram is th. In our cipher text, the most common digram is ZW, which appears three times. So we make the
correspondence of Z with t and W with h. Then, by our earlier hypothesis, we can equate P with e.

Now notice that the sequence ZWP appears in the cipher text, and we can translate that sequence as “the.” This is
the most frequent trigram (three-letter combination) in English, which seems to indicate that we are on the right
track.

Next, notice the sequence ZWSZ in the first line. We do not know that these four letters form a complete word, but if
they do, it is of the form th_t. If so, S equates with a. So far, then, we have

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
t a € e te a that e e a a
VUEPHZHMD?SHZOWSFPAPPDTSVPQUZWYMXUZUHSX
et ta t haee ae th t a
EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ

e ee tat e the t

added between words, follows:

it was disclosed yesterday that several informal but
direct contacts have been made with political

representatives of the Viet cong in Moscow
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cMSC 414

Computer and Network Security

lecture 3

Jonathan Katz
Modified by: Dr. Ramzi Saifan
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not sk My ialern

] ;\\ R, - ':C. = =m
i Lfs::\ V;Lc nsy  Pram kN G gnarhr P( MT‘ ~ | C- ) P( L}
e » winy the nessay L - b (.\‘ guess - ide gnss e
ik [oF Basson Pro\ (of kacsiay e %) ba ™S Kae M5
b e Q\'P\,{."I’Q&\'):m o L 5, {le Cprarked

Defining secrecy (take 1)

* Even an adversary running for an unbounded
amount of time learns nothing about the

Siprte Dis) e (o LAS V3

message from the ciphertext w2
— (Except the length)
* Perfect secrecy

* Formally, for all distributions over the
message space, all m, and all c:
PriM=m | C=c] = Pr[M=m]

one Time- Pﬂb p
- gl Pefect Secwre

: , is Lt'»q“) yandem
== - Kf,, (s Lle Same looth of Ha 5T

ko lC. = KQ‘PW
e Grigum OR

-

w) c°r o A mtS')'\jQ o-n\\:).

G0 « The e 4 &8 Perfecd  Secwre. &]
Properties of the one-time pad?

Achieves perfect secrecy

— No eavesdropper (no matter how powerful) can

determine any information whatsoever about the
plaintext S

* was developed by Gilbert Vernam in 1918.

Stream cipher: The message is represented as
a binary string.

The key is a truly random sequence of 0’s and
1’s of the same length as the message. ™

* The encryption is done by[XOR]the key and
the message. ] =
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+ The security deP==2
the key. rext, We seek two

* In cryptograph'C con==""" 3 binary random
fgndament k);w, s\ 2 Jf_’:‘ r"ﬂl’”
key sequence: [ of a certain bi
— Unpredictability: the orobability O n bit

being 1 or 0 is exactly equal to 14 even if you have

all previous bits. o
—Balanced (Equal Distribution):

« The number of 1’s and 0’s should be equal.
Raderm o8 0\ Goo\me VDV, 6 3 0S8
I:;l a ke) Fe b Ffandes

(D) \)\(\Q’eb{c\'\\v\( A I .
P(any wy=1) 75 L bis Key

Dbalenced # of 15 = # oF Benes m/bﬂ
Mathematical Proof

exactly equal to 3, Fal being 10r Ois
* The pla.ir‘ltext_bitga oth
probability of Qg , - —-Calanced. Let the

exa
of 1turns Oout tq be\.i‘f(gjh%‘mp‘b_aﬂty

ren
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Mathematical Proof

I;7, k;  prob. | ¢ prob.
prob. B
0 x| 0o w0 (hx
0 x| 1 w1 (hx
1 x| 0 % |1 QX
| 1-x | 1 | 0 (2(1-X)

« We find out the probability of a ciphertext bit
being 1 or 0 is equal to (Y2)x + (Y2)(1-x) = Y.

Ciphertext looks like a random sequence.
p(c:c) = :'z_¥+ zl* (1-%)

:_LX‘f_l.__l.f :@
2 2 2 2

Disadvantages

* (Essentially) useless in practice...
— Long key length

— Insecure against known-plaintext attacks

— Key distribution & Management difficult.

* These are jnherent limitations of perfect

secrecy

Ul Ll l,t.)_;y,\

‘_J)SJ("/ plw;lk'.x‘ JJ
L $) Fatee)

El Crowas 31,
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Computational secrecy

Computational secrecy

* We can overcpme the limitations of perfect
secrecy by (slightly) relaxing the definition
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The take-home message

. Weakening the definition slightly allows us to
construct much more efficient schemes!

. Strictly speaking, no longer 100%absolutely

guaranteed to be secure

— Security of encryption now depends on security of
building blocks (which are analyzed extensively,
and are believed to be secure)

_ Given enough time and/or resources, the scheme
can be broken

C,/( jze ;1 =lece 1 44)

Cc'v\\’ < yan)em [

)
§<-.3f
A computationally secure scheme?

Seed ) ses i
Gy 20 St \aies o)

Reedern 3 eas) e

« A pseudorandom (number) generator (PRNG)
is a deterministic function that takes as input a

ke D)

seed and outputs a string

* If seed chosen at random, output of the PRNG
should “look random” (i.e., be pseudorandom)
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be indistinguishable

us _
. Pseudo—randomness m : algorlthms

efficien
from random for all - ient for crypto

ot
— General-purposé PRNGS N9
epends on
o Pseudorandomness of the PRNG d”p
9t random

“"
the seed being chosen & . =————
seed is re-used then the

s the same!
nd/or user

— Note in particular that if a
output of the PRNG rem: ain

— In practice: from physical processes 3
behavior
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Block ciphers

P ESY TR\ DESR
+ Keyed, invertible
Y38 3N 3 panma 1o Al ol

¢ Large key space, large block size

to produce a ciphertext block of equal length

¢ Typically a block size of 64 or 128 bits 1s used

¢ The majority of network-based symmetric
cryptographic applications make use ofl block

= e ARis

Q K& ”f\“-’ W g Vo N
ey Wock . Specibie
cAE"E Si=e

0\5

(L\?L\zw & \»\ X/ f\u\» M
- Data Encryption Standard (DES)

¢ Developed in 1970s by IBM / NSA / NBS

O
— Non-public design process | w\gf‘;ﬁ:""; ; s

— SIS X

¢ @0(:1{ 812%’ 64-bit input/output i g5 B

_ S O a2 Wass 2, N ov
¢ [Key sizeg = 56 bits out of a 64 bits AN

_ One bit in each octet is a parlty-check bit Tl gy B sk L

- & Was the most widely used encryption scheme until
the introduction of the Advanced Encryption
Standard (AES) in 2001
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hat alternates

¢ Proposed the use

ions FT:
Substltutlons and p ' —rw

ment Of 819 up of elements
d ed by 2 corres}f&}ﬁ,?f~
t or )¢ group. up of elements

o adde do deleted | or replaced
o elements ar¢ ather the order in whichthe

D Ayttt inn . inthé?éflfl‘L “the sequence is changed™

b m(Elgnfuibsdbaviness  (menfs apped o
B G aecmanay clTEEETC )y 2 o
‘\i o B R M 5 N Y B B D 35 ))_.');Jf

ificant
~ sed by many S1g0
[s the structure u ently 1n use.

symmetric { block ciphers curtelt USe

A5 Q)02 Wnrd D b \ede D) a8 Ll Jeen )y

\
-2V R o\l By oy PEEN S A Output (plaintest)

[RD\;=LE, | LD;;=RE;]

| LD1g= REq i RDy4= LE |

Input (plaintext) 7

Round 1

K

Round 16

LDyz= RE, iRDyz=LE;

Round 2

Round 15

Feistel Cipher Structure

Round 1§

Round 2

X

Round 16

Round 1

-‘-

()m put (dphmexl)

Input (npbtﬂ‘“'

Pigurc 3 3 F
ciste] Encryption and Decryption (16 rouﬂdS)
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Feistel Cipher Design Features

Caste) el \; wlsraz )

_ + (Round function F)
= L_ﬂssr_b{gﬁ sizes mean greater "~ Greater complexity generally
e — s G
given algorithm _CO/ptanalysis
ey sizd) ¢ [Fastsoftward
e . ion/decrypti
— Larger key size means greater enc?/pt 0 (ias ryP%:@/ tingis
security but may decrease — nmany cases, eOCIypLngIls
-encryption/decryption speeds embedded in applications of
o e utility functions in such a way as
¢ @mber of rounds) to preclude a ,ha‘rdyy_ag; ' A
—  The essence of the Feistel cipher 1mpl§m?ntatnon, ,accc%%@gjyie
S that a singl Tole— speed of execution of the
1: AL 4.518% TouNE O eL: algorithm becomes a concemn
inadequate security but that £e -
multiple rounds offer increasing ¢+ (Ease of analysis
(o6 Setc,uﬂ,g — Ifthe algorithm_cangg concisely
¢ | SubKey eeneration algorithm, .and clearly explained, it is easier
algorithm should [ead to greater @Ptan'al.‘/fiavufnera@gﬁ@?;@d
'di?ﬁculty of cryptanalysis therefore develop a higher level of

assurance as to its strength -

Feistel Example

Encryption round Decryption round
F(03A6, 12DES2) @
[F(03A6, 12DES2) @DETF]

»  DETF 03A6 03A6 = DETF N
U] ol
- 12DES2 & =
F < > £
3 12DES2( S
) |

\ 03A6  F{03A6,12DES2)@DETF  F(03A6, I2DES)@DETF 0346 /

Figure 3.4 Feistel Example
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lavesse \nbia)

Pereaubalion - Faistel s D

o Vnitial per midding |

seesnen?

Permuted Choice 2

i’crmu!’eq Choice 2

DES

Encryptiop
smmman)  Algorithm

Pcrmu‘ised Choice 2

32-b|t Swap '

64 bits

i Wt 32-Lis "\ Mg b

~_Inverse Initial

. Permutation. ¢f Qraviews {e v\(\\ LQj
(eand
: " — @hgands 3L WS Ao
@@ fe MR LY by Q‘_@&—TS nmu:\)-\m
D\A‘\\km\\t\ﬂ\ WL il

Figure 3.5 General Depiction of DES Encryption Algorithm YP-%a s
W oe hb e

S v\t\(\l\“‘

I e Uk &
. it P e A TUNI, - Liks
Lol (nen \\nu:.u,..
Round Function = &L
Lle =nc ag -\5.;}@
Yo D) el of efnntieas. 32 W}s

e (Half Block (32 bits)  (Subkey (48 bits) /

.}Q‘lM;'L )J‘)‘)Jb
L éw,\:u—"\% Qs E

&,\Q\\L-\\L \).a_c\ u !
\L\-\\sl

S \ac»k t[d’» (hYs )8

535‘%\(/))&?%& qus‘@zﬂ»/ VY YAV Y. VYV e AN RRR
= [s1][s2][s3][sa][s5][s6|[s7][s8

‘)l!(\m\"\\';hﬂ'»“’:l—” —) P J

32
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... Average Time Required for Exhaustive Key

S{E

Number of Time Required
| Key size .\ltc!‘nnli\'c Time chuin:ecl n.t 109 at m.|3
2 {hits} Cipher Reys decryptions’s decryptions's
" . DES 256 =7 - I hour
AL - - 233 ns = L1253 yaars
’— 1016 ’
12 AES 12128 =34x  [2127ns=53 %1021 [53x1017
1038 \gary Naurs
168 Tripl: DES | 2168 = 3.7 » 2167 ns =355 % 1033 [ 5.8~ 1029
1050 \QArs QTS
192 AES 2192 =63x | 2191 ns=98 x 1040 | 9.8 x 1036
10587 \ours \CUrS
250 AES 2256 =12x 2255 ns=18 %1060 |18 x 1056
1077 NCUrs VOUrs
26 characters | Monoalphabetic | 201 = 4 x 1026 x 1026 1s = 6.3 x 6.3 x 106 years
[parmutation) 109 vours

SN e The hean ofakl a Feistel

fllllctiqn:E

5 ¢ The more nonlinear F,
. the more difficult any

... Block Cipher Design Principles:
. Design of Function F

The algorithm should have good
avalanche properties

i s A i A s o S

g

States that output bits

S type of cryptanalysis | Siidis il ;
will be SCHIICFION/(S7 |
¢ TheSACand BIC .
criteria appear to — ‘
strengthen the _States that any output

effectiveness of the
confusion function

\Qm\_‘ ‘:EI:J
s
\
1 :

Naks . _
Sy duguns FRANR i

SO\\

l_ bit j should change with

probability 172 when any
single input bit i is

“inverted for all L

et 3L 1)
=5 J\s) o 2,
= D Agm) S AEATEAYY

}
|
|
|

‘J and 'K should change

___ (independentlyjwhen

any single input bit i _is

inverted foralli, j,

AW
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- Concerns about DES

- ¢ Short key length ,
 — DES “cracker”, can break DES In days
— Computation can be distributed to make it faster

S . .
~.  — Does not mean “DES is insecurc depends on d?slrgd
ST security ‘ 3

— Repeated blocks happen “too frequently”

¢+ Some (theoretical) attacks have been found

— Claimed known to DES designers 15 years before
public discovery!
S6 S‘L 7 7 ‘

E (=] o AP
5‘ L“') ke, _ ( i /!Qﬂ) S(-—:.h')i n C ~p
(i 1

. 5§ 15
L /ld S((of\)s o Sv\f(/(q,‘p-

L '
f:-;-‘ ———’ C

L Lhs M P Seas 0 Super Comt X
NS .

ey IR W2 LD
[DOUble DES kay= 112 biks

T
-~ ‘_'
>
& —
| A,
-
o

(A

=
-

i

—

Decryption

(a) Double Encryption
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Vi\ (XN
P Ed—°
9ivan A Par of (P,() me'\ P\“lﬂ\cx\-
lp\-\\\\ l\\-v\\;\Q 2V

Meet—ig—the-Middle Attack

i k| e\
\ L D \kgd Wi g | &1

? LI c\\\ Pe 5 A\IS \itjs ( tj)

™ 2\\'1 Mi( w e M
g 134, 5 ,t‘.

ke

Triple-DES with Two-Keys

Obvious counter to the meet-in-the-middle attack is
to use three stages of encryption with three different
keys
o This raises the cost of the meet-in-the-middle attack to
2112 which is beyond what is practical

 Has the drawback of requiring a key length of
56 x 3 = 168 bits, which may be somewhat unwieldy

* As an alternative Tuchman proposed a triple encryption
method that uses only two keys

3DES with two keys is a relatively popular
alternative to DES and has been adopted for use in

%he léey management standards ANSI X9.17 and ISO
73
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Decryption

(b) Triple Encryption

Figure 6.1 Multiple Encryption

> Many researchers now feel that three-key 3DES is
the preferred alternative

EFCDE AN Y o X YA I T
\! ".‘\ \\?;Iﬂ WO CROE TN WS '\_l EALR ARV

Adsropalroes IR SR = - e —
ST CESRCY A0 I DL ST GRS — o
SATHCHI CCLIVE KOV

R

; Baclouraed fere] e —
Lozgingzirinitliiy gtk

a0 o A 1 ¢ K= =

b D e ,_,urf/vs.‘f.!fﬁé.*tﬁf/“—} Ks=Ksork K,
2 SR UL

- A number of Intemet-based‘eij‘)_lﬁl‘ié-éti‘.ﬁ)né have
adopted three-key 3DES including PGP and
S/MIME o
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Saifan

Modified by: Dr. Ramz1

Why AES?

¢ Symmetric block cipher, published in 2001
+ Intended to replace DES and 3DES —

DES is vulnerah tiple attacks
SDESIhas slow performances
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NIST Ciriteria to Evaluate
Potential Candidates

+ (Security} The effort

o Cost} The algorithm should be practical in a wide
range of applications.

¢ Algorithm and Implementation Characteristics :
Flexibility, simplicity etc.

5 final

T —————

e |

o o
N RS
AR

\
f
AES

AES - 129
key = \lg L;\S
I s

W reaad Ve oF
agysip ¥

pES- 192
k't‘) = "\L B\\'S

S e S =

|3 e nod |SS) o \3 LYS C

(qgg_'2$é

ey = TOLUYS

\Y 7sma¥s F
s ronnd K&y et 1B

yean ¢

Encryption
Process

| Mansker
o

omnY S
u\l%\h\s

\=» 3 o s

\1 /““\,.hs X {G"\ﬁ}b

Plaintext - 16 bytes (128 bits)

Key

candidates have been chosen out of 15

- M bytes

OIITITTIITITIT
Input state Key
(16 bytes) o Round ) key (M bytes)
— A\ (16 hytes) N1y
r_lnilinllmnslormuﬂun 1,-
State after
initial
Y3 transformation
(16 bytes)
Round 1 Round 1 key &
(4 transformations) (16 bytes) .%
H
=
<
o
Round 1 >
output state
(16 bytes)
.
.
Round N =1 Round ¥ = ] key
(4 transformations) 116 hytes)
Round N -1
oulput state
(16 hytes)
Round N key
Round ¥ (16 hytes)
(3 trunsformations)

Final state
(16 bytes)

OO
Clpehertest - 16 bytes (128 bity)

Figure 5.1 AES Encryption Process

—1 5118
T 4 \Al
I+ N 47.';‘6
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ing | ing ing |im:
(ni ing | ing |inga
iny | ing ingg | imy
m_‘ iny iﬁ“ inys
<L
Ko | ki | ks | Ki
vl“lr ks | ko | ki3
"'z ke | ko | Kus
ks ky | by | ks

Input block:

: AES Data Stru®

tures

—]
: 502 | S03 !
Sop | S0t 02 o
s Sll 512 SIJ ---------’
e il B ey Ry 520
spp | S20 | 522 523 s
—T | "‘"sm
: —-—‘ S |t
s30 | Saa | S32 | 532
7 tput
(a) Input, state arrays and outp
V e 09 wu
Wyl W1 “

Yo

“Yy »JLIBS

(b) Key and expanded key

Convert to State Array
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Table 5.1
AES Parameters

\-\t‘)‘) I [’,')‘Ql Ll \'S

Key Size (words/bytes/bits) 4/16/128

6/24/192 8/32/256

kPlaintext Block Size (words/bytes/bits) 4/16/128

4/16/128 4/16/128

k Number of Rounds 10

12 14

4 Round Key Size (words/bytes/bits) 4/16/128

4/16/128 4/16/128

44/176

Expanded Key Size (words/bytes)

52/208 60/240

Wt o bt o e Plaintext
(16 bytes)

¥ {

Yoes (i)Y )\J&u\:&éﬁ

foos O\ daspe O\oc €
Conn® O\ i Mz et

 AES
- Encryption S:=

Round 1. ;

| Add round key

- and

G . Y W
~ Decryption
SR o iy sl VY [ colmms ]

5.

[ Add round hey -

Substitute bytes
Add round hey

Ciphertest
(16 bytes)

(2) Encryption

Key
(16 bytes) Plaintext
Expand key (16 bytes)

] Add round key

t— w[0,3]

Add round key

Inverse sub bytes o

3 —lnvene shift rows

- w[36,39] o ]
VBl
D= A
8

) : EETTE

Ciphertext
(16 bytes)

(b) Decryption

Figure 53 AES Encryption and Decryption
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Detailed Structure

. The key that i
words, w(i]

S o, A= e

I e — b
| * Subsmuu bytes _ uses an S:box

nutatIOl !
le perm co Farith netic i

« ShiftRows —a simp ] .
Ml\Columns a subsmuuon that ma esu

. AddRoundKey —a simple bItWE bitwise 2 XOE] of the current © block with a portmn Ofthe expandedy

——

XOR encryption

her as alternating OW |
db scrambllng_of_the_lg_lo,gk (the other
the other

block, followe
tion, and so on

. Can view the cip

(AddRoundKe y)ofa
stages). followed by XOR encf)’P

« Each stage is easily rever51ble
. The decryption.: algorithm makes US€ of the ex anded key in reverse order,
however the decryption algorithm is not identical to the encryption algorithm
nd decryptlon con51sts 0

. Final round of both encryption a

f only three stages

State

[ ] ]
subBstes  |S] 1 [5]

State

|
t
'

,
|- ]S8R - - Bel

{
I
|

= :

- o SNRS i
: U S ¢

"

4

i W
PRI ) B SRR

L --{¢ W i

- pail -

-eje -

L

Stale [ | I

ShiftRows |7 w7
o—
State | I I | I T .
1
/// \\\ ,// . 1 | S |
MixColumns M [ M /
|_I [—I M
1 1 ‘
[

AddRoundKey rg‘ea ,{‘EB rké; 69 \Ea '{69 r{‘ r{\ Rl |
ee?@%s%%??

1 1 T T T I T

State

Figure 54 AE
S Ellcr .
Yption Ro
und
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AddRoundKey

¢ XOR each byte of the round key with its
corresponding byte in the state array

02/S03
51.2[S13
552|923 :
32/S33 3'173
2.3
1S53
@a-ip

SubBytes

¢ Replace each byte in the state array with its

corresponding value from the S-Box
Fc . 58 b ous W s

y
ol 11 21 31 al 5] 6] 7] 8] 9| al b| c| d| e| £
63| 7c| 77| 1o | £2 || 6b|l 6£| 5| 30| 01 67| 2b| fe | d7| ab| 76
ca| 82| co| 7d| £a || 59| 47| fo| ad|d4| a2 | af| 9c | a4 | 72 | cO

b7 | £d| 93| 26 36 || 3£ £7 | cc} 34| a5| e5| f1] 71| d8| 31| 15

04| c7| 23| 3| 18 |[96]] 05| 9a | 07 12 | 80 | e2 :gg :37 Qg 75

00 83| 2c| 1a| 1b|| 6| 5a| a0 | 52| 3b| d6 | b3 | 29| e3 | 2f | 84
5o | 6a| cb| be | 39| 4a| 4c| 58| ci|

53[dl| 00 ed| 20 || fx| bl
0| ef | aa| fb| 43 || 4d| 33| 85| 45| £9| 02| 7£) 50| 3c | 9f | a8

’ 9dll 38| £5 | bc | b6 [ da| 21| 10| ff | £3| d2
E N Z; :2 :g 2: :i o7l 44| 17| c4| a7 | 7e | 3d| 64| 5d4[ 19 73
% 81| a2 | ac | 22 || 2a| 90| 88 | 46| ee b8 | 14| de| 5e| Ob | db
& o0 | 32 [ 32 0al 40|06 24| 5c | c2|d3|ac| 62| 91| 95]ed]| 79
: :e7 o 37 [ eal sallds| ae a0 | 6c| 56| f4 | ea| 65| 7a| ae | 08
_'-l ba| 78 [ 25 2e | 1c || a6 ba | c6| e8| dd[ 74 [ 1f | 4b| bd | 8b | 8a
\: 70 3é b5 | 66 | 48 03—‘ £f6 | 0e | 61 35| 57| b9 | 86| c1| 14| 9e

g9 (| o[ 8e | 94 | 9b le | 87| e9| ce| 55| 28| df

el | f8| 98| 11 d9] se |
8c | a1 | 8o od [ bE|le6) 42| 68 41| 99| 2d[of[bo| 54 [ bb ]| 16

’m’mla’olv mlw,mlq aflole|lw|(N~|o

r
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AddRoundKey Transformation

The 128 bits of State are

bitwise XORed with the . 3
128 bits of the round Ratl Ol’lale A
k’gy o \§‘>_.r’4.u bey 3\ BiX .35‘

Operation is viewed as a 2

columnwise operation
between the 4 bytes of a
State column and one
word of the round key

e Can also be viewed as a
byte-level operation

et anis it

L,__q\,.n @ S*ayx} n Yo ngi}) u\_ﬁ-
SGC_H(‘U | o e
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0
l I
=3 7]
ol T =
ERE |~ =103 5 | B :
o[ o A P g [ P T | B e TSE [ 0B [
——1 =<7 | A3 a0 |8 /'T 44 —— | EE B8 1
7 | 51| A —TEC | oF _9_,/’@3/ 46 L _——1C | 62 91 | 95 | EA| ™
o[l A [ N e [ D [ A s [ 7A [ AE W
e o P e [ B
1 A | 0A 49 [P ] ANS 6C /——T"TF— 4B | BD | 8B | &
A B[ 32|70 L 5D J-J// pD| 74 | 11
e [ 6D | — 5 Co ——E—S—-—”"'—T B9 | 86 Cl | ID| S
"1 I's - | — ==
o [ ST e [0 o [ [ CE | 5 [ BID
e 36 [ B5 | 60 | 48 —=To1 | 9B | 1E] ° 54 | BB 1§
E{E (B[ B |l T 6 _il____9_9—————J E
FTsc AL |0 BFI =1 —— |
dec: _Al Ly
(b) Inverse S-box
P
y
0 [ 1 [2 (3 4[5 [ 6] 78195 TATEB D E|E]
0 [32 [ [GA D5 [30 [36 [AS [ [BF 40 A3 [ OE 3(1: FT D7 [
| |7C [E3 [ [82 198 [2F |FF [¥7 (3 [8E 43 o CT [ DE T |8
2 [ [T [ [T (A [CT 13D ~T2E|
3 [08 [2E [AT [ |8 [0 [ 5 1H ol EC N L L R R vl
T[T [T (6T (% & 0oty i‘i ATTH 80 8B D L
5 {6 [0 [ [30 [FOTED T px C [ CC 5D 65 [B6 |~
¢ 0 D AR O [ B D iAo | 57| A7 | 8D | 9D b
7 DO | 2C [TE ‘ . i k4 38 S W b “—'M‘
B T CA 31T o= 05 |BS [BI [ 4
8 [SA 9T [IT (4T Tar TTC‘”EA‘T,- AF [ BD 03 01 3 ‘8.7\’13’
9 (96 [AC T I 1T il e =17
s I7 EREmy CF TCE|F0 [BY | E6
A LS IO RO L K g e B Wm‘ BT & og sy
D 180 18T Ay T Ty T BT Tyt S| CD |57 L]
E [AU T30 AT IR THS‘jﬂTTS_' 3N 127|380 | E
F [T [8 T'B‘A‘T TS WTE‘TB‘ N RICEE ;Ff(
— s 55 2r 10 )
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. S-Box Rationale

o The S-box is designed to be resistant to known

s

cryptanalytic attacks

¢ The @j@q@gﬁs sought a design/that has a
low correlation between input bits and output bits
and the property that the-output/is not a linear

~ mathematical function of the input)

' Shift Row Transformation

(a) Shift row transformation

AES Row and Column Operations
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§ ShiftRows
S . shifted
¢ Last three rows arc C}’Chcally

Shift Row Rationale

» On encryption, the first 4 bytes of the plaintext
_ are copied to the first column of State, and so

—_—

on

. > - Theroundkey isa lied to State column by
: o Thus, a row shift moves an individual byte from
one column to another, which is a linear distance of
a multiple of 4 bytes

» Transformation ensures that the 4 bytes of one
column are spread out to four different |
columns

050\ i = ) o b\ gL‘,*‘

RS | J
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‘MixColumn Transformation

—p
2311
Plliza],| |,
pf[1123 =
3112
' SR ] )
TR s ] ] I A
S20 | S2,1 | S22 | $23 $20 s'21 S22 | 523
. N ) viel o |aews
S30 | $31 | S32| 833 S30 | 831 | 532|533

(b) Mix column transformation

Figure 5.7 AES Row and Column Operations

(Figure can be found on page 144 in textbook)

MixColumns

¢ Apply MixColumn transformation to each column

Scanned with CamScanner



few rounds all output bits depe€

e =i \n
LIS ppud b Do bloa B N

- ] wit
"« The mix column if . 1 ensures that after a

nd on all input bits

/———’-’_’\

AR T L&S L
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State matrix
at begi
of round

S-box
l ShiftRows l
02 03 01 01 !
01 02 03 01 (
»  MixCol
or o1 02 03 \
03 01 o1 02 y

MixColumns matrix

. Ronund
oun
AddRoundKey N -+
4
State matrix

. , at end —~

of round

1H
?_J

Constant inputs Variable input

Figure 5.8 Inputs for Single AES Round

AES Key Expansion

- Takes as input a four-word (16 byte) key and produces a
linear array of 44 words (176) bytes

o This is sufficient to provide a four-word round key for the initial
AddRoundKey stage and each of the 10 rounds of the cipher

-~ Key is copied into the first four words of the expanded
key o

o The remainder of the expanded key is filled in four words at a
time

- Each added word w[i] depends on the immediately
precedin word v[i— -7pand the word four positions
back, (w[i — 4]

e In three out of four cases a simple XOR is used

e For a word whose position in the w array is a multiple of 4, a
more complex function is used
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kg2
k13

& kio' | K14 R

ky | k1 ky | Fas

T B | B By

g% B
’ v A4
COXoR Yemzl od Yk wy | ws | we | W7 RC; 0 0
2N, MEgie € .
L :
Beost 2NS W & e
Do b0 g 03 91 _J W'
S\\U«\.&‘HM ® W I v v
Sha w0 B .
weld W RG + P e
R e = AT 20 Rl 21

(a) Overall algorithm

Figure 5.9 AES Key Expansion

~ Key Expansion Rationale

- The Rijndael developers designed the expansion
key algorithm to be fesistan)to known
cryptanalytic attacks

. R
~ ¢ Inclusion of a round-dependent round constant

eliminates the symmetry between the ways 1
in

which round keys are ge e
‘which round Keys are gen T ==
rounds —Eaerated in different

-

|
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Key Words Auxiliary Function _
w0 = Of 15 71 c9 Rotword(w3)= /£ 67 98 af = x1
wl = 47 d9 e8 59 SubWord(x1)= d2 85 46 79 = yl
w2 = Oc b7 ad dé Reon(1l)= 01 00 00 00
w3 = af 7f 67 98 yl @ Reon(1)= 43 85 46 79 = z1
Wwd = w0 @ z1 = dc 90 37 b0 RotWord(w7)= 81 15 a7 38 -:- x2
w5 = wd @ wl = 9b 49 df e9 SubWord(x4)= 0c 59 5¢c 07 = Y2
w6 = w5 ® w2 = 97 fe 72 3f Recon(2)= 02 00 00 00 7 .43
wl = w6 @ w3 = 38 81 15 a7 yz @ Rcon(2)= Oe 59 5c (1
w8 = wid ® z2 = d2 c9 6b b7 Rotword(wil)= £f d3 c6 e6 = x3
w9 = w8 ® w5 = 49 80 b4 Se Subword(x2)= 16 66 b4 8e = y3
wl0 = w9 @ wé = de 7e c6 61 Rcon(3)= 04 00 00 00 3
wll = wil0 @ w? = e6 ff d3 c6 y3 @ Rcon(3)= 12 66 b-i: ge = z3
Wiz = w8 ® z3 = c0 af df 39 RotWord(wl5)= ae 7e c0 bl = x4
wl3 = wi2 ® w9 = 89 2f 6b 67 SubWord(x3)= ed £3 ba c8 = y4
wld = w13 ® wl0 = 57 51 ad 06 Rcon(4)= 08 00 00 00 A
wl5 = wi4 ® wll = bl ae 7e c0 y4 @ Rcon(4)= ec f3 ba c8 =
wl6 = wi2 @ 2z4 = 2c 5c 65 fl RotwWord(wl9)= 8c dd 50 43 = x5
wl7 = wlé @ wl3 = a5 73 Oe 96 SubwWord(x4)= 64 cl 53 la = y5
wl8 = w17 ® wla = £2 22 a3 90 Rcon(5)= 10 00 00 00
wl9 = wilg @ wl5 = 43 8c dd 50 y>5 ®7Rcon(5)- 74 cl 53 la = 25
w30 = Wi ® z5 = 58 9d 36 eb RotWord(w23)= 40 46 bd dc = X6
w2l = w20 ® wl7 = fd ee 38 7d SsubWord(x5)= 09 5a 7a 29 = y6
w22 = w2l ® wl8 = Of cc 9b ed Rcon(6)= 20 00 00 00 _
w23 = w22 ® wl9 = 4c 40 46 bd y6 @ Rcon(6)= 29 5a 7a:29 = z6 -

i Wil = w20 ® 26 = 71 c7 4c c2 Rotword(w27)= a5 a9 ef cf = X7

XpanSIOH w25 = w24 ® w2l = 8c 29 74 bf SubWord(x6)= 06 d3 df 8a = y7
w26 = w25 ® w22 = 83 e5 ef 52 Rcon(7)= 40 00 00 00
w27 = w26 ® w23 = cf a5 a9 ef y7 @ Rcon(7)= 46 d3 df 8a = z7 _
B —w2i ® 27 = 37 14 93 48 | Rotword(w3l)= 7d al 4a £7 = x8
w29 = w28 ® w25 = bb 3d e7 f7 subWord(x7)= £f 32 dé 68 = y8
w30 = w29 ® w26 = 38 d8 08 a5 Rcon(8)= 80 00 00 00
w3l = w30 ® w27 = £7 7d al 4a y8 @ Rcon(8)= 7f :32 dé6 68 = z8
w32 = w28 @ z8 = 48 26 45 20 RotWord(w35)= be 0b 38 3c = x9
w33 = w32 ® w29 = £3 1b a2 d7 SsubWord(x8)= ae 2b 07 eb = y9
w3d = w33 ® w30 = cb c3 aa 72 Rcon(9)= 1B 00 00 00
w35 = w34 @ w32 = 3c be 0b 38 y9 @ Rcon(9l= b5 2b 07 e2= z9
w36 = w32 ® z9 = fd 0d 42 cb Rotword(w39)= 6b 41 56 f9 = x10
w37 = w36 ® w33 = Oe 16 e0 1lc SubWord(x9)= 7£ 83 bl 99 = yl0
w38 = w37 ® w34 = c5 d5 4a 6e Rcon(10)= 36 00 00 00
w39 = w38 @ w35 = f9 6b 41 56 ylo & Rcon(10)= 49 83 bl 99 = z10
wWi0 = w36 ® z10 = b4 8e f3 52
w4l = w40 ® w37 = ba 98 13 de
wi2 = widl ® w38 = 7£ 4d 59 20
wd3 = wd2 ® w39 = 86 26 18 76 _

Start of round After After After Round Key
SubBytes ShiftRows MixColumns _
01 89 fe 76 - 0f 47 Oc af
23 ab dc 54 15 d9 b7 7f
45 cd ba 32 71 e8 ad 67
67 ef 98 10 - c9 59 dé 98

Oe ce £2 d9 | ab 8b 89 35 |ab 8b 89 35 | b9 94 57 75 dc 9b 97 38
36 72 6b 2b | 05 40 7f f1 40 7f f1 05 | ed 8e 16 51 |90 49 fe 81
34 25 17 55 18 3f £0 fc | f0 fc 18 3f | 47 20 9a 3f |37 df 72 15
ae b6 4e 88 | ed4 4e 2f cd4 |cd ed de 2f | c5 d6 £5 3b | b0 e9 3f a7
65 Of c0 4d | 4d 76 ba e3 | 4d 76 ba e3 | 8e 22 db 12 | d2 49 de eb
74 c7 e8 d0 | 92 c6 9b 70 |cé6 9b 70 92 | b2 £2 dc 92 |c9 80 7e ff
70 ff e8 2a | 51 16 9b e5 9b e5 51 16 | df 80 £f7 cl | 6b b4 cé6 d3
75 3f ca 9c | 9d 75 74 de |de 9d 75 74 | 2d c5 le S2 | b? Se 61 cé
S5c 6b 05 f£4 | 4a 7f 6b bf |da 7f 6b bf | bl c1 Ob cc |[c0 89 57 bl
7b 72 a2 6d | 21 40 3a 3c |40 3a 3c 21 | ba £3 8b 07 |af 2f 51 ae
b4 34 31 12 | 8d 18 c7 c9 |c7 c9 8d 18 | £9 1f 6a c3 |df 6b ad Te
9a 9b 7f 94 | b8 14 d2 22 |22 b8 14 d2 1d 19 24 5¢ |39 67 06 cO
71 48 5c 7d | a3 52 4a ff |a3 52 4da ff | d4 11 fe Of |2c a5 £2 43
15 dc da a9 | 59 86 57 d3 86 57 d3 59 | 3b 44 06 73 | S5¢c 73 22 8c
26 74 ¢7 bd | £7 92 c6 7a |c6 Ta £7 92 | cb ab 62 37 | 65 Oe a3 dd
24 7e 22 9c | 36 £3 93 de de 36 £3 93 | 19 b7 07 ec | f1 96 90 50
78 bd Oc 4c | 41 8d fe 29 [41 8d fe 29 | 2a 47 c4 48 |58 fd 0f dc
67 37 24 ff |85 9a 36 16 |9a 36 16 85 | 83 e8 18 ba | 9d ee cc 40
ae a5 cl ea | e4 06 78 87 |78 87 ed4 06 [ B4 18 27 23 | 36 38 9b 46
e8 21 97 bc | 9b £d 88 65 |65 9b f£d 88 [eb 10 Oa f£3 eb 7d ed bd
72 ba cb 04 | 40 f4 1f £2 |40 f4 1f £2 | 7b 05 42 4a |71 8¢ 83 cf
le 06 d4 fa | 72 6f 48 2d [6f 48 2d 72 | le d0 20 40 [c7 29 e5 a5
b2 20 bc 65 | 37 b7 65 4d |65 4d 37 b7 [ 94 83 18 52 |4c 74 ef as
00 6d e7 4e [ 63 3c 94 2f |2f 63 3c 94 |94 c4 43 fb |c2 bf 52 ef
0a 89 cl 85 | 67 a7 78 97 |67 a7 78 97 | ec la c0 80 | 37 bb 38 £7
d9 £9 c5 e5 | 35 99 a6 d9 [99 a6 d9 35 [ Oc 50 53 c7 |14 3d d8 7d
d8 £7 £7 fb | 61 68 68 0f |68 Of 61 68 | 3b d7 00 ef (93 e7 08 al
56 7b 11 14 | bl :21 82 fa |fa bl 21 82 | b7 22 72 e0 | 48 £7 a5 4a
db al £8 77 | b3 32 41 £5 | b9 32 41 £f5 | bl la 44 17 |48 £3 cb 3c
18 6d 8b ba | ad 3c 3d fd4 |3c 3d f4 ad | 3d 2f ec b6 |26 1b c3 be
a8 30 08 de [ c2 04 30 2f |30 2f c2 04 | Oa 6b 2f 42 |45 a2 aa Ob
ff d5 d7 aa 16 03 O0e ac |ac 16 03 Oe | 9f 68 £f3 bl | 20 d7 72 38
9 e9 B8f 2b [ 99 le 73 f1 |99 1le 73 f1 | 31 30 3a c2 | fd Oe c5 f9
1b 34 2f 08 | af 18 15 30 |18 15 30 af |ac 71 8c c4 | 0d 16 d5 6b
4f c9 85 49 | 84 dd 97 3b |97 3b 84 dd | 46 65 48 eb |42 e0 4a 41
bf bf 81 B89 [ 08 08 Oc a7 |a7 08 08 Oc | 6a 1c 31 62 [cb 1c 6e 56
cc 3e ff 3b | 4b b2 16 e2 |4b b2 16 e2 | 4b 86 8a 36 | b4 ba 7f 86
al 67 59 af [ 32 85 cb 79 |85 cb 79 32 | bl cb 27 Sa |B8e 98 4d 26
04 85 02 aa | £2 97 77 ac |77 ac £2 97 | fb f2 f2 af | £3 13 59

al 00 5f 34 | 32 63 cf 18 |18 32 63 cf |cc 5a 5b cf |52 de 20 6
£ 08 69 64 o
0b 53 34 14
84 bf ab 8f
4a 7c 43 b9
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Number of B.W
/ that Diﬂ-erIts
76543210 1 B
fedcbad8
0123456789ab°def 29876543210
pcdeffedC TSN
00234567892 51526b174ed921°5588 1
0e3634aece722526f26b174ed92b5588 —
0£3634aece?22 4dd02a93¢ 20
Jg£3fcoededcd
657470750£C7% 0 hegeBcaddd02a3c R
-
c4a9ad090f°7ff3 5 2317ff46d1294 58
a
5c7bb4936b72349b01f5a2bb37ef53d5 i
Avalanche 2| sezaes69£1ee —— T o agc 59
(o]
6 7115262443d57223232217507d485e62
453 [ ]
ec°93d,fb7c 974cffeabc 61
Effect * 752106246
€C f867aee8b4372 e6f5
4 gegd9364eela
43e£db697244d£80 ~7ac54e P
a
721eb200ba062OGdde4b§§;gb375302 *
in AES: Change | 5 | 7bzsasdseds43287e00%° - ——= E
i} = 7 e
0ad9d85689f9f77bcm5f711§1a0181a i
6 3bc2d3b6798d8ac4fe3631d8 —
. . badeaa
in Plaintext db18a8ffa16d30d5f88b08d777555a4b o
7 9fb8b54szoz;c70280e5c4bb9e | A4
f91b4:fbfe93;1c9bf8f2f85812b08492(9) 65
8 20264e1126b219§ef7fe:133f9b:2d6de | 9
~oalodalle678500££59025£3bafaals 61
? L5620341b2290ba7dfdfbddcd8578205 ]
70D84420853bf7c6934ab4364148£b3 58
- €12b89398d0600cde116227ce72433£0
- = 5 ’ Number of Bits
Round that Differ
0123456789abcdef fedcbad876543210 0
0123456789abcdeffedcbad876543210
(; 0e3634aece7225b6£26b174ed92b5588 1
0£3634aece7225b6£26b174ed92b5588
] Avalanche | 657470750fc7£f3fc0e8e8caddd02adc -
c5a9ad090ec7ff3fcle8e8cadcd02a9c g
: 5c7bb49a6b72349b05a2317££46d1294 o
Effect 90905£a9563356d15£3760£3b8259985
. 7115262448dc747e5cdac7227dadbd9c 67
. 18aeb7aa794b3b66629448d575cTcebt
in AES: . £867ace8b437a5210c24c1974cffeabe 3
£81015£993c978a876ae017cbhd9eTeec %
— P
5 721eb200ba06206dcbddbce704fa654e
Change 5955c91b4e769£3cbd4a94768e98d5267 8l
- 2 .
¢ 0ad9d85689£9£77bc1c5£7118505fb14
K dc60a24d137662181e45b8d3726b2920 70
= - /
In K€y 4 db18a8££fal6d30d5£88b08d777badean
o fe8343b8£88bef66cable977d005a03c ™
8 £91b4£bfe934cIbEBE2£85812b084959 7
da7dad581d1725c5b72£a0£9d9d13664 o
ccal04al3e678500. " - —
? 0ccb4c66b§678500ff59025f3bafaa34
£d912£4b511d72996345e0 2
o | £I0bB4420853b6706534aba364145ps — 4
c89273ee501aild207ab670686839996b =
- = -
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Implementation Aspects

> {AddRoundKey)is a bytewise XOR operation

« (ShiftRows is a simple byte-shifting operation

SubBytes operates at the byte level and only requires
a table of 256 bytes

-(MixColumns requires matrix multiplication

: (@lurﬁ@ only requires multiplication by {02}
and {03}, which can be converted to shifts and
XORs. -

Designers believe this very efficient implementation
was a key factor in its selection as the AES cipher.

(nS9) @
LL____} L\DCY\ S\"%L
@ Enc \ASMD
| k. bleck Cighu Y
. k L 7 aly e ribhsm tex}
t _ (enyth
i ot R D)

\Li3 Hese ae ParameYerS
o€ Lle enc 0\\‘)\

t)pe/«#/a N Bilelty

: Modes of Encryption *;izcki\.m i

i we have Alafg M99 Qs iF
k@’.‘za P block Site) | Xe_nc Wiy J W W hES

Wedk  Gpbaf
I‘M L\QL\S
\29

Ay

oo —> 128 28123 WE L

Modified by: Dr. Ramzi Saifan
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~ Modes of Opet ation

\ yariety of
. Toapply ablock 01p1 erin@ ¥ peratior’ » have been
applications, five modes 2 of oPE=="
defined by NI,S.D o cover a Wi ide variety

o The five modes are intenqed o eha block Clpher
of applications ¢ of encryp' jon for W
could be used

o These modes are inte
block cipher, nclud? includin

nded for us€ with any symmetric
g tri trlple . DES and AES

%O\\\{ l‘f) Q)-J )\ C“\“{’\Q\‘t -o,-SJ \JS"‘“ )\(-;’ &
- .

Wecks y S ] lj—;] T
K v X Y > A2
L] Encryee N  Encrypt L s
Electronic == = s
C, C, C.r
C O deb O Ok (a) Encryption

(b) Deeryption

Ci = Ex(Py); the cipher text s (¢ C.)
1> - Cp
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Security?

¢ ECB should not be used
— Why? R

Ci= E (P
‘5:‘:..9)'(,-‘.0 Necks ) €ac  Jar) )20 u) ?' P 5 L((A‘)

A)vs © Pallel Prcessidy

‘ Locks.
@Em)/ in oae LluCL wil\ net

N

k\uc\(«' vl 9;\)\'. g;m\p/ c‘\p\~e1§ “

\ony MesHayes

D‘\Sc\}\)g (D Q;.«.‘\u
@ \x' 1% Y\o" Qu"{‘(‘\\,\e Cef

only ws< o Fer Qhall mesSnges:

s, 154 b
@ \ N3 \:\01\‘4 (U—\w\n) \;»\\\a N o
o
i tle 1avasse & L

\sc\‘; S‘?" s

@ Decrythen

The effect of ECB mode

WA RN

original encrypted using ECB mode

“Images from Wikipedia
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Cipher Block Chaining (CBC)

o>y —— —
Ats l i E'a /é?
v

K \ K A -
I—> ~ Encrypt I—-’_’: AR
Y
4
< 1+— =

(a) Encryption

K A K & L 4
I—> Decrypt |——> Decrypt e o o I—P Decrypt
1w ' l
v ~ v
= o ,EV Pany Cy=t any
- B A g
v A4 A4

(b) Decryption

IV; C; = Ex(m; @ C,)); the ciphertext is (IV, C,, ..., C)
AV~ (g) \5'1:’._“ \:\\;S\L ;\\\‘*)gﬁotp:,(;g:ﬁ:;ﬂ ek

@No‘ Came Coda Cor Cncg& ?5(_.—_,

JisodVE ® N et pas PATATE AR @ NGQB exchanae cf v (EC%)

\ wi\ flc?‘\‘)k\t
ERY! bleck .
® & ek, O Mers pday.

Cipher Feedback Mode

block cipher, encryption
is performed on a block

- Cipher
of b bits — feeclfback
— In the case of DES 5= 64 (CFB) mode
— In the case of AES b= e S
128 Output
— feedback
_gOFB) mode

L Counter
(CTR) mode

|
|
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s-bit Cipher Feedback (CFB) Mode

W oS )y Llg
etk J| N

Cni

l—>‘ Encrypt : | >

Encrypt

S
~ s bits
s bits i
s bits

Py

4
D
y

sl)ils s bits
(a) Encryption

D
[ob—

s bits

. Gt
- -~
Cgis shift register
@ l;:gl:l:':" b—s hiivsg s bits
K K

;» Encrypt

Discard
b = s bits

I—» Encrypt

Scelect] Discard
s bits| b — s bits

DI ] _ D]
’ s bits y s bits s s bits
Py P
s bits s bits s bits
(b) Decryption
Output Feedback (OFB)Mode
KI_—> Em::'ypl - T—P G E“:’!’P,‘ » - e o o AI.—» ‘ : Eﬁ::-_vpt 3 E

A

5 2

(a) Encryption

&

I Nouce l = -
K v K A4 K v

L—» l:.nﬂ"ﬂ“ :" I__> ‘\I_':ncrypt" ; *c o e I_.» ~ Encrypt

- - DT

bosessssovsncnanal

(b) Deceryption

Nonce: z. =By (z.1); Ci = % @ my; the ciphertext is (Nonce, Ci...,C)
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Counterl; z; =

(Counterl, Cy, .., Cp)

m Advantages

(h) Decryption

F (IV+); C; =z, © m; the ciphertext is

¢ Hardware efficiency
* Software efficiency

¢ Preprocessing

e, by o = mel
’ Ran — ne Yoo =
ndom access

¢ Provable security

* Simplicity
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Security

Table 6.1

\‘_

+ CBC, OFB, and CTR modes are secure agamst
chosen- plalntext attacks

*Images from Wikipedia

Block Cipher Modes of Operation

Mode

Description

Typical Application

| Electronic Codebook (ECB)

Each block of plaintext bits is
encoded independently using the
same key.

*Secure transmission of
single values (e.g., an
encryption key)

| Cipher Block Chaining (CBC)

The input to the encryption
algorithm is the XOR of the next
block of plaintext and the
preceding block of ciphertext.

*General-purpose block-
oriented transmission

*Authentication

Cipher Feedback (CFB)

Input is processed s bits at a time.
Preceding ciphertext is used as
input to the encryption algorithm
to produce pseudorandom output,
which is XORed with plaintext to
produce next unit of ciphertext.

*General-purpose stream-
oriented transmission

*Authentication

Output Feedback (OFB)

Similar to CFB, except that the
input to the encryption algorithm
is the preceding encryption
output, and full blocks are used.

*Stream-oriented
transmission over noisy
channel (e.g., satellite
communication)

Counter (CTR)

Each block of plaintext is XORed
with an encrypted counter. The
counter is incremented for each
subsequent block.

*General-purpose block-
oriented transmission

*Useful for high-speed
requirements
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Data Integrity

—

Dr. Ramzi Saifan

>
o
=
O
=
o
Q
=

10N

/Decrypt

*

-
o
=
Q
e
o
Q
a
aa

¢ Provides message confidentiali

10n?

1cati

de message authent

¢ Does it provi
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Message Authentication

& * Bobreceives a message m from Alice, he wants to know

U (Data origin authentication) whether the message was
really sEby r Alice;

0 (Data integrity) whether the message has been modified.

e Solutions:

[ Alice aftaches a message authentication code (MAC)

to the message.

0 Or she attaches a digital signature to the message.
Le s O

Communication without authentication

e
;':" &
23

3
o

SIS N
RN

Sy

. Very easy.. )

N

g Wl

s

R oK
%

Eve can simply
change the
message

i

R
EENNE RN

PO

DT,
TR

ate message

Shared key k to generate authentic
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_/"]*, Cc\u“ ~9en elake —

Ev .
y Mol (1, K) “n
5

QIJ'CQ_ BOIJ
M’K\

W,k) My Mac bob recal tu\aYes MAC (
5 . _— =3 T .
Integrity Protection with MAC A

‘:.HAC"‘\.L‘.{\ ! ; fQ( m“‘{>k MAQ

AT k=, D
. MAC=?? -

“ ;. ’

% 7
| M\

Eve can not
forge Mac
when k js

(_ Only Alice and me know
i\*‘; k’ O%gs sent M.

——

.,

gl e 3
S ,.WIMW

PNy
& o i
e e
PR it W %

_ )‘ If;I__do not send M;
. thenAlicemis -
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MAC Authentication (II)

3 :/IAC allows two or more mutually trusting parties
0 authenticate messages sent between members

e 25T 0 .
b

OnlyAllce Chris, Doug o 2

o and me know k. one eof : /
{ " ussent M. . /: |

“n, 2
Pl d
> At st

NS — o

a5 W
i == BV , (M

L p‘ *{\ Gy 22
any lenstn . Vx\“‘i'\—s
Yo Bbip— Lo Y w2l b .
) Fanckion ©
peon B RS,

i\ c\nwb

Integrity with Hash

p Forge M and :
'_ compute h(M)

No shared

h with the message to serve message authentication ?
s

sage and recom
procedure to guarantee integrity

Can we simp! pute the hash.

Ans: No, Eve can ch

licine hash needs more aP
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b

icatl de
Message Authenticat1ioll Co

and a secret key that produceg

> A function of the MeSSAE 2 es as the authenticator

a ﬁx¢d-l_eng1_:h value that s€

> generated from message ¥ SGET—
> A small ﬁxed:sizedblocK_Q.f data I
> appended to message as a signature Wiz 5
: T —(—/f . U
> Receiver performs same computation on W

checks it matches the MAC
—_

:‘««4‘;“\?

«+—Destination B————
<«——SourccA——m>

M = ;k’\“a » M ;
K e & Cumpars
/ —l
/

MACIK, M)

(2) Messuee avthentication
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2loclc
Block 2

G\ock ™M

MAC PrOpertleS Hegh tode -
» A MAC 1s a cryptographic hél_i_};l_

i MAC = C(M)

® condenses a variable-length message M

® using a secret key K
® to a fixed-sized authenticator

@6 2 [essnsede=I

- » A many-to-one function sl
® potentially many messages have same MAC ,
® but finding these needs to be very difficult

6"\ (RN o}

g

I C\@D—“
6k-\\-,;\s ook |
!V\c\C(/V\lL)

Loo Many mesonyes e
o<

Sl\r"‘\t \/1‘\g\‘\ \,C\\,V\Q

| Keyed Hash Functions as MACs

> Want a MAC based on a hash function

® because hash functions are generally faster
hash functions are.

® crypto hash function code is widely available

® But hashmg is internally has no keyl

> Original proposal:
" KeyedHasn = Hash (Key|Message)

® some weaknesses were found with this
Weaknesse:

> Eventually led to development of HMAC)
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P Lo

,‘4:)5“')1))‘:‘}] /\

pre-image 0L

. . = n s a
o Pre-image: if i(m) =Y, IZ - re-images.
e Each hals_hV/al‘;:t;’;i;llly haS/_‘LEQ-%Emm,)
o Collision: a pair of (m,m), MEMs S5 20—

- Security requirements |
G

§7%

SR
g

A hash function is said to be: .
"o Pre-image resistant if 1t is computationall
find a pre-image of a hash value.

e Collision resistant if it@?W}’ 1
25 s

find a collision. Wmin ) et &l
o A hash function is a cryptographic hash function

if it is collision resistant. @®) messaes
has\W FuscTion (e

i) CeNeren N
s RV NCN o
Ny
kK=1

: . ot of e hath Fuue
Birthday Problem ** ™' °

Vi MESIRY RS

PPN
5
D

y infeasible tg

nfeasible to

WwXs)

- lolb

e Birthday problem: In a group of k people, what is the probability
that at least two people have the same birthday?
OHaving the same birthday is a collision?

o Birthday paradox: p >1/2 with k ag small as 23

Consider a hash function 4 - 0,1 - {0,1"

‘o If we randomly generate % messages
—_— o

4 —_— 5 the I s
of having a collsion depends o 5 oL LY

o =5 sen t :
it will take an Infeasibly large k tq hb 0 be sufficiently large that
of collision, V¢ anon
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Collision-resistant hash functions

¢ Collision-resistant hash functions can be built
trom collision-resistant compression functions
using Merkle-Damgard construction.

15

Merkle-Damgard Construction

- () 2t 2
Compression function f 057 = 1{0,1}
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ith IV =k.
o Insecure: MACk(m)=h(m) with IV =k

(For simplicity, Without padding)

, ? 3 \
m !

|
N, SR R

3 ——
e —

ms+1

e Easy to forge: 1

o 1) hk(m)'—’<: )— hy(ml|m,,)
G where m'=mUm,,,
Alice — Rob
WM M

H (\;a\\ MYy, M ao

TR LA /*‘ 4 \
enve TOW (W U ), (AN

CMAC (Cipher-based MAC)

 + “Hashless” MAC

— Uses an encryption :
generate’MﬁjL\algO\rr[h\m« (DES, AES, etc.) to
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Time =2 Time=N
P, Py
. L b 4
> ) Cx_1 ___.>€ 9
v v

K ° ® L4
(a) Eneryption
(o] Ca Cx
v l l
K =——p] Decrypt K —] Decrypt ° Py PY K =) Deckrk_\'pbt :
y

v —-»6? »D
‘ {
Py P,

th) Decryption

CMAC Facts

1 ¢ Advantages:

:  — (Can use existing encryption functions

— Encryption functions have properties that resist
preimage and collision attacks
—— . - - . .

_ Most exhibit strong avalanche effect — minor change in

%« 1, I —_—

message gives great change in resulting MAC

.+ Disadvantage:

— Encryption algorithms (particularly when chained) can
be much slower than hash algorithms '

Scanned with CamScanner



HMAC

* Interest in developing a MAC derived from a
cryptographic hash code
“ Cryptographic hash functions generally execute faster
* Library code is widely available

= SHA-1 was not deigned for use as a MAC because it does not
rely on a secret key

Issued as RFC2014

Has been chosen as the mandatory-to-
implement MAC for IP security

¢ Used in other Internet protocols such as Transport Layer
Security (TLS) and Secure Electronic Transaction (SET)

= \E._ - ' ‘
. HMAC 2 I

N A 4
¢ o HMACKm) =H( (K" @opad) || H(K* @ipad)||m) ) where
2 — H :is a cryptographic hash function, composed of multiple rounds

with operations AND, OR, XOR, NOT, and SHIFT. Very efficient
to compute.

— K: is the secret key,
— M- is the message to be authenticated,
— K'- is another secret key, derived from the original

key K (by padding X to the night with extra zeroes to the input

block size of the hash function, or by hashing K if it is longer than
that block size,

— || denotes concatenation,

— opad is the outer padding (0x5c5c5c... 5c5c, one-block
long constant),and

— ipad is the inner padding (0x363636...3636, one-block long
constant).
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. HMAC

I b bits b bits —Dbits

S; Yo Yy ® s o Yi1

IV ——|Hash

K' opad 3 bits
C I Hs; 1 M)

b bits pad to b bits

h 4

n bits

v »| Hash

So

n bits

HMAC(K, M)

- [ash functions in practice

¢+ (MD5)
— 128-bit output
— Introduced in 1991... collision attacks found in 2004. .. several
extensions and improvements since then

— Still widely deployed(!)
¢ (SHA-1)
— 160-bit output
— No collisions known, Wt
¢ SHA-2)
— 256-/512-bit outputs
Chaz) 2ul
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wzzwe Secure Hash Algorithm
N/ (SHA)

SHA was originally developed by NIST
Published as FIPS 180 in 1993

Was revised in 1995 as SHA-1
Produces 160-bit hash values

© NIST issued revised FIPS 180-2 in 2002

* Adds 3 additional versions of SHA
* SHA-256, SHA-384, SHA-512

* With 256/384/512-bit hash values
* Same basic structure as SHA-1 but greater security

" The most recent version is FIPS 180-4 Whiqh
added two variants of SHA-512 with 224-bit and

256-bit hash sizes

Comparison of SHA Parameters

SHA-? SHA-3
a\ T
— s - =R
' : L : i SHA- | SHA-
SHA-1 SHA-224 | SHA-256 | SHA-384 | SHA-512 512/224 $12/25¢
 Message <764 < 764 <64 <21 <9128 <28 <21
size - ‘
| Word 32 3 3 64 64 64 64
s1ize
| B.lock S12 512 S12 1024 1024 1024 1024
size
Message
digest 160 224 256 384 s12 224 256
size
Number 80 64 64 80 80 $0 S0
of steps
* Security 80 112 128 192 256 112 128

1. All sizes are measured in bits.
2. Security refers to the fact that a birthday attack on a message digest of
size n produces a collision with a work factor of approximately 272,
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P'ﬂ)\ \ '\j

— NF 1024 bins A
- 1 bhe [ <128 bits» > ' ‘f‘) dany
enghh ol
I Message llm_o] L l J
. H H H ':
) : ¢ : :
: s s : s
: : : : :
: : : : :
e 1024 Dits —pre—— 1024 bits —»* “———— 1024 bits —»=

“’2 e o “l‘\.
1024

Hy -
I hash
code

"
) <)

4 =word-by-ward addition mod 2

Figure 21.2 Message Digest Generation Using SHA-512

message
schedule

f1L gVL I',L“ 0 Fevords ‘_“'L."'u—'

—»Ce '\Ehn\’

——>'":° Round_o_ }ﬂ my 5/2 é,‘}; e \““I\.
8 ) A 3 ) e W i

T 4 | 1| | .
——'-»( Round 1 )4—'
IRERERERERER

LT EY YL
‘_l'_( Round 79 = =3 P7tdent Wl

Figure 21.3 SHA-512 Processing of a Single 1024-Bit Block
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SHA-3

~ SHA-2 shares same structure and mathematical operations
as its predecessors and causes concern

< Due to-time required to replace SHA-2 should it
become vulnerable, NIST announced in 2007 a

competition to produce(SHA-3/

Requuements

e Must support hash value lengths of 224 256 384 and 512
bits o, 5l esg
» Algorithm must process small blocks at a time instead of
requiring the entire message to be buffered in memory
“before processing it

unction

r‘ | 1
|
o
Cf)
bnwa-m&
-
-
e
‘-m\d

¢ The ideal cryptographic hash function has four main
properties:
1) }Egﬂuicglgt_g&mpute the hash value for any given message

2) 1tis infeasible to generate a message from its hash value except
l)__g_wg*_possﬂale messages  hih I o 2eodleioT Jonsa

3) asmall change to a message e should change the hash value so

extensively
4) 1itis infeasible to find two different messages with the same hash
value
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o

- » simultancously( _Qrotect]conﬁdentiality and
= authenticity of communications

@ ofien required but usually separate

Co 3D DC(—' l}‘-“———‘” \L“u &sD
W &'Lﬂu hoh Of 2Mass

o Hash then-encrypt EK(M || H(M))

® MAC-then-encrypt: EKZ(M || MACKI(M))

@ Encrypt-then-MAC: (C=Eg,(M), T=MAC,(C)
® Encrypt-and-MAC: (C=Ey,(M), T=MACy,(M)

» decryption /verification straightforward

 a 4_: 4 4-
2 Fnciyptio on + ii lif’*gih

> but security vulnerabilities with all these

LN
/Vl(f(mSF (oi)

(M
Co al- . lé) —E:——l-) R 4
MHHAK('”)
tales. O —3 ' braarsFere
) [0} toMe

- t " ey
o L 5 Con f /,) i _,_,)' P4 E\/ 5

(eplay ak\kack

Zf‘ ¢ A MAC inherently cannot prevent replay attacks

' =, Replay attacks must be prevented at a higher level

of the protocol!
— (Note that whether a replay is ok is application-
dependent.)

¢ Replay attacks can be Wg nonces,
timestamps, etc.

Cc:v\(\\* e
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Public Key Encryption

Modified by: Dr. Ramzi Saifan

76 92
2 L,39 2 [y Y
P | 2 73
A | 3 (
- \
Q ! 2 & 13
M 19
Q‘ 2 1
P, ¥+ Pa

_ Prime Numbers

 Prime numbers only have divisors of 1 and itself
o They cannot be written as a product of other numbers
cannot be WITIET

—

- Any integer a > 1 can be factored in a unique
way as

— al * a2 x % >
a= P * . Fpy

where p; <P, <--- <P aré prime numbers and
where each a; 1s a positive integer

pl

. This is known as the fundamental theorem of
arithmetic
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Table 8.1

401:

503.

601

Primes Und

1009

+701

809

907

1103

er 2000

1201

1301

11409

1511

11601

1709

1801

1901

409

509

607

1709

911

1013

1109

1213

1303

1423

1523

1721

1811

1907

419

521

613

719,

81

821

919,

1117

1217

1307

1427

1531

1609

1723

1823

1913

421

523

617

727

823

929

1019

1021

1123

1223

1319

1429

1543

1613

1733

1831

193]

431

541

619,

733

827

937

1031

1129

1229

1321

1433

1549

1619

1741

1847

1933

433

547

631

829

941

1033

1151

1231

1327

1439

1553

1621

1747

1861

439

557

641

839

947

1039

1153

1237

1361

1447

1559

1627

1753

1867

1951

443

563

643

853

953

1049

1163

1249

1367

1451

1567

1637

1759

1871

1973

449

569

647

857

967

1051

171

1259

1373

1453

1571

1657

1777

1873

1979

457

571

653

859

971

1061

1181

1277

1381

1459

1579

1783

1877

1987

461

577

659

863

977

1063

1187

1279

1399

1471

1583

1667

1787

1879.

1993

463

587

661

877

983

1069

1193

1283

1481

1597

1669

1789

1889

467

593

673

88l

91

1087

1289

1483

1693

479

599

677

883

.997

1091

1291

1487

1697

487

683

887

1093

1297

1489

1699

491

691

1097

‘1493

499

1499

: : - Algorithm is: TEST (n)
_ Find integers k, g, with £ > 0, q odd, so that (n— 1 ):qu :
_ Select arandom integera, I <a<n-1;

_ if a9 mod n = I then

« return (“inconclusive")

_ forj=0tok—1do

b

. if (a¥9modn =n—1) then

+ return (“inconclusive") ;

1 o nm .
_ return (“composite") ;
3N BB v S

Yo bsSe pee
Ty L our

Miller-Rabin Algorithm

K » Typically used to test a large number for primality
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4 (%E
2R3

. Miller Rabin Usage
0 It can be shown that given an odd number n that is not prime and
: arandomly chosen integer,(@with 71 <a <n- 1, the probability

that TEST will return inconclusive (i.e., fail to detect that n is

not prime) is less than 1/4.

2=+ Thus, if t different values of a are chosen, the probability that all
= of them will pass TEST (refurn inconclusive) for n is less than

(1/4)'. For example, for t = 10, the probability that a nonprime

number will pass all ten tests is less than 106 . frisc = I- 1o

. Thu§, for a sufficiently large value of t, we can be confident that n
Is prime if Miller's test always returns inconclusive .

£

5

+ invoke TEST (n) using randomly chosen values for a . If, at any
point, TEST returns composite , then n is determined to be

then for a sufficiently large value of t, assume that n is prime.

N > Tes lo Values 2f @ 1aceaclwsive

D N&” P//'l“-(, s
¢ P{o‘ = (-‘é)l CO"‘foS\‘\'C

Comppsite o
2 (
in Con dusiue \_/\ P/a(a tobe P,“f-:( = SE I"(‘-T/j

Deterministic Primality Algorithm

o

<|—

- Prior to 2002 there was no known method of
efficiently proving the primality of very large
numbers

¥ ALY
S S J A4
MO AN 1 b,

¥R
ity

58
A
i

2 oL ¥ ¥, 7

. All of the algorithms in use produced a probabilistic
result

=2

. In 2002 Agrawal, Kayal, and Saxena developed an
a@mntly determines whether a given

. large number is prime
' e Known as the AKS algorithm

« Does not appear to be as effic
Miller-Rabin algorithm

ient as
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Figure 9.1 Public-Key Cryptography
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By, 2 S

. Public-Key Cryptoég;s”tem: Authentication

Source A Destination B

A

Encn?tion Decryption Destinatién
;\lgorllhm Y= E[PR,. ‘\,] Algoriﬂ‘lm X=

D[PU,. Y]

3/

Source A

A — ™

= N @ - A > 4 -
E E_S%J)P Fa Y Encryption Z D\c;cr_\'!)llllon Y Decryption X Iessage
Sthm Algorithm Algorithm Algorithm Dest.
3“39_[!1_11_,‘“
!

f i

U,

Key Pair
Source

PR, PU,

e

Key Pair
Source
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. — Itis computationally easy forapart

. Public-Key Requirements

se algorithms must fulfill:
to generate a pair
(public-key P_([@_privatgggy_li{b NV ko PUSE oy

S

~ It ionally easy for a sender A, knowing the
public Ky and the message fo be encrypied, to generate
the corresponding ciphertext ,

~ It is computationally easy for the receiver B to decrypt the
resulting ciphertext using the private key to recover the
original message .

— It is computationally infeasible for an adversary, knowing.
th}ﬁﬁ]_igﬂké'j@mg the private key

— Itis computationally infeasible for an adversary,_kpowing
the public key and a ciphertext, to recover t}lcﬁor}glr}gl

 Conditions that the

message
— The two keys can be applied in either order
S-S Pinc Pt
M- H—un v Q3NT5Y) « (351273 -
0 v Ny Cuac. ] e
)
@'——5‘1\3 — &‘ 2589 N\\\'\ k“) CON?. \'(\F {‘-Sﬂh\c\.

A' i e Cemt iabesiDe wiluedr ey,
- Public

. Ew B (155
-Key Requiremenfy

¢ Need a trap-door one-way function
— A one-way function is

that e 4’ 1PS a domain into a range such
that tl:/ee g&:ﬁ:ﬁggﬁl&%ﬁsﬁ_}mgue inverse, with the condition
calculation of the inverse is infeon ple > Whereas the

. X = f‘l(Y) iﬂt\ea\Sib_le

¢ A trap-door one-way

functions f,, gy tha,[funcﬁon is a family of invertible
= £ -1y = and X are |p,
= X=f(Y) ®asy, ifk anq e

- X= fk—](Y) Nyl X,QIS‘—___ISILQWn

¢ A practical pypy;.. 2~ Xown but k not known

. ke -
trap-door One-way, fU¥1 ;Cigime depends on a suitable
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-Rivest-Shamir-Adleman (RSA) Scheme

¢ Developed in 1977 at MIT by Ron Rivest, Adi
~.- - Shamir & Len Adleman

0 Most widely used general-purpose approach to

(publlc key encryption)

¢ Is a cipher in which the plaintext and ciphertext

are integers between 0 and » — 1 for some »
— A typical size for n is 1024 bits, or 309 decimal digits
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| RSA Algorithm

¢ RSA makes use of an expression with exponentials

¢ ﬂfﬂmﬁm—xpte\d in blocks with each block having a
binary value less than some number #

+ Encryption and decryption are of the following form, for

C _‘—:Me mod »n )
M= Cdnzodn=M mod n = M°“ mod n
¢ Both sender and receiver must know the value of n

¢ The sender knows the value of e, and only the receiver
knows the value of d

¢ This is a public-key encryption algorithm with a public
kgx_qf]_’/(_]=i~e,n} and a private key of PR={d,n}
m ke be careck itk B {V\) a0 N

M o= e
ean  PAMeT @ o) N
enc C L—’ Mb/"'§ grivare= nn = € “
Y man )
e N2l ea 0 [Dpkee = A medon

W BRI o

LSRN R = < Moy n

; '&&a’?\’%@g So

~ Algorithm Requirements

For this algorithm t0 be sqtisfactogy for public-
" key encryption, the following requirements must
B n -

be met:
1. Wof e dn
such that Med mod »n = M for all M<n

5 It is relatively easy to calculate M mod

n and C_d mod # for all values of M <7

3 Tt is infeasible to determine d given e

and #
and 7
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: : Key Generation hy Alice
. Selectp.yg pand g both prime, p 2 ¢ S
‘ e < SRR |GI,L
; ."cﬂli'“]me—llz—,l;-(‘q : Plossorey Py Prine Aunbe
‘ \ - Caleulate ¢(n) = (p~ (g~ 1) : 5 - - -
o B Lok . @y g
: -~ Selectintegere - god(¢(n), e) =13 l<c<;;v(n) 'v :

k_culn.t,eq‘ : d el (modgm)) s [ Qnashe <«

?ﬁbﬁc kc).""a e PU={e,n} .

”\\Ex‘l’nl'_v;piibn.l'ly Bob with Alice's Puhllcl(ey o

Plaintext:

M_;___‘;,Ci‘pt't‘ér'texl:‘ it it :C:M"mddri’ i o

me) Bln)=]

) Fiph carve
ernse

5 ; ) - mq}(b(’i)l)
(C&\c& Dy {-\

et Dccrypﬁolibi' Ai\ic'e:‘i\'iil‘fAljge‘fs lfr_iyé(e'l(éj’

© Ciphertext: S

 Plintext: =

Figure 9.5 The RSA Algorithm

' é Example of RSA Algorithm

Encryption Decryption

ciphertext

¢ plaintext
plaintex 1

88 —-

| |

~
L]

n
‘_\l
(WY
o0
s |
=~
=
n
o b
iﬂ
>
-1
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Sender

©)

Phaintext P

v
Decimal string

sender

- How are you?

/NS

3112282100 1T 0403 3 143086

4 — Y @
Blocks of numbery P, = X014 Py=2261 =007
PyPre-- F,=016) Po=1414 I = 2066
@ Ciphertext € @ €, = 2314 mod 11023 = 10269
- S €, =226 mod 11923 = 4%
Publickey] |=Ciofy medas ce=ll. €, =17" mod 11023 = 1782
Seie Canls mody n =112 "] €, = 462" mud 110212727
1 e €= 241" mod 11024 = 10012
= 2066" mod 11013 = 2253
nER 1028 =73 %151
@ Trnnlsmit @ Trunsmit
Priv dal: keyl I Reeovered d=389 ‘l‘ P 10T med 10232 314
) decimal text n = 1102 P= 480 mud 11028 = 2362
P=Cmod n Py= 1782°7 mod 121 = om?
d=e'mod4im } P=C,  modn 91 11" mod 10800 | Py= 727" maod 11023 = 462
) = (p-14g - “3 . 10800 =173 « IIEL < 11 | 2= 10032 mad 11024 = 2414
@ n=py - = @|| noxr=73451 P, = 2253 mod 1102} = 2066

e=1l
LS p=Tg¢=151

1 i

Rundom number | Receiver Randvm number
generator generator

 am— Receiver

’7_’5\ Sqéf}zc\

{a) General approach (b} Example ¢ 713()\
3
PAMPELY (LSBT b1) =
- WA e
A PO T ALV M&\ N s

Figure 9.7 RSA Processing of Multiple Blocks M med N

R wn O

]' \\acﬁ \{\"5
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25

States the following:

2 ICANN TR LA IR "

e If 5is prime and g is a positive mtecermbyp

then
\gp'l =1 (modﬂ

Sometimes referred to as Fermat’s Little Theorem

£3

An alternate form is:
e If p is prime and a is a positive integer then

@ = a (mod p))

Plays an important role in public-key cryptography

©
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—_—

¢ States that for every g and » that are relatively
prime:

%)= 1(mod n)}

¢ An alternative form is:

aﬁ(n)'i-l — a(moda

* Plays an important role in public-key cryptogr aphy
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®¢ Chinese Remainder Thm (corollary)

— Ifp and q are prime, then for all x and a:

—

— x =a(mod p) and X \ka(mod q) 1ff x=a mod(pq)

Sv\ee se Py N= 250\ = 6l 13 me) 2\
To ColedsXe V med 25\ , 2 omed 37
V me) bl ol 55 ina

\J :ﬂ U\

¢ These are needed to prove RSA’s correctness.
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T . ust show that
SA is correct, we ! ;
S ¢ g‘l?ci;lggoﬁ and decryptiol’l are Iverse fllIlCthIls;
— NAed
_ En(De(M)) = De(En(M)) =M —.M (mod n)
— Since d and e ar€ multiplicative INVerses mod ¢(n),

there is a k such that:
e ed=1+k*¢(n),=1+ k(p-1)(q-1)
o« Med= MI+ke-DaD) = M*(Mp-l)k(q-l)
« By Fermat: MP'=1(mod p)
o« Med= M(l)k(q“)(mod p) = M(mod p) P

) =
C=mme)n = M mo) P
*mz c? na N A mkwlﬂ)*" pmod N
e (m"')) mob n :Qm i F*(P‘DH-‘) mob N
o et NEM - k1) > med 1
-\ BLn) _( (P-)) #
e=d me) = 1 k+(9-1)
*)_med pin 0 (P-n) *mw MO}P
:1—) = Kk 6 )+ E ((m

K*(ﬁ“). ch ?
For any K - (M[P‘l)mob P) % i

\ % M /’)03 P

n

m moy ©

_ Correctness of RSA

# ‘ R Med _

: k( -
2 ¢ Med = ﬁ(i)k(q 1)(m0d P~ Mlmod P
. (1mod ) = M(mod q)

, , ¢+ By Chinese Reppas
| M - M (mOd p):M (mOd ) _
(mOd pq) =M (mOd n) q

¢ Therefore, Rg
ey re
and is corpegy Produces the original messag’
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- Exponentiation in Modular Arithmetic

~ ¢ Both encryption and decryption in RSA involve
raising an integer to an integer power, mod »

¢ Can make use of a property of modular
arithmetic:

[(@a mod ») x (b mod n)] mod » =(a x b) mod n

¢ With RSA you are dealing with potentially large
exponents so efficiency of exponentiation is a
consideration

Fq £ % moed b& = ¢7

kJ\C‘\ m«-.) [3() A M(J) Mol U)

L-?)? j&l’l—) me) EQ

Scanned with CamScanner



Fast Exponentiation Algorithm

=1
for (i=k ; i>0; i-)
f=(*H mod n;
if(b;=1)
S=(f *a) mod n;
return f;

Algorithm for computing a® mod n, b is expressed as a binary
bk bk- ] o= bo

i 9 g 7 6 5 4 3 2 1 0
b, I 020700 I ] 0 0 0 0
¢ 1 2 40 T e 70 140 280 S60
49 . -157:.526 - 160 241 298 166 67 1

v ]}

S
~1

Result of the Fast Modular Exponentiation Algorithm for «# mod ».
where ¢ = 7.5 = 360 = 1000110000, and n = 561

== Euclidean Algorithm

Ex: Find gcd(421, 111). use the Euclidean
algorithm as follows:

; 2
; 2= INPUT: Two non- 421=111x3+ 88
3 Jranegative
2 N;’*;%integers aand bwith a 111=88x1+23
SUEE > b
G OUTPUT: gcd (a, b). 88=23x3+19
5’;@2 e b
, 1.Whileb > 0, do 23=19x1+4
1.Setr = a mod b, 19=4x4+3
2.a = b,
3.b = r 4=3x1+1
2.Return a.
3=1x3+0

The last non-zero remainder is 1 and
therefore gcd(421, 111)=1.
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Extended Euclidean Algorithm

cm The following table can be used to calculate the the Euclidean algorithm and the Extended Euclidean
-5 algorithm

i Quotient q , Remainder r; S t

g [ [ |
2 0= nghl]\-[]"P:D 0-0*d=0 E—_ELEPD
8 O 7
4
- a=31 b= 12 )
i Quotient q ;4 Remainder S t,
0 - 31 1 0 :
1 - 12 0 1
2 |31+12=2 31-2*12=7 1-0*2=1 0-1*2=.2
—_—
3 [(12+7=1 12-1*7=5 0-1"1=-1 1-1*(-2)=3
4 |[7+5=1 7-1°5=2 1-1%(-1)=2 m
5 |5+2=2 5-2+2=1 -1.-2*2=_5 m
2+1=2 2-172=0
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. Efficient Operation Using the
. Public Key

¢ To speed up the operation of the RSA
algorithm using the public key, a specific

=+ choice of e is usually made
,,"'1_,'“.\: o_ad\e \ @, ‘33;""’.'\"" Fas | Ex et} JU Uy = 1) (5o I )2
T one 1% R v D 05 e igme o2

£ ... .\ ¢ The most common choice is 65537 (216 + 1)

o8 enw D Twg other popular choices are e=3 and e=17
AL el | : | —
Bas i — Each of these choices has only two 1 bits, so the

1 number of multiplications required to perform
exponentiation is minimized

— With a very small public key, such as e = 3, RSA
becomes vulnerable to a simple attack
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e H— o= (P-9(3-1)

p=Prq
| o
9570 Savcaail A i @y £*9 ®
5 Piiveto) i o pals \[l_::o__h:i( Lits) p“\,\(r_/w[n) .:ff'-[)(‘!—’)
“F‘Q; K e = .. &SP (e,06(7 )=/
1: e : ) .Pll\h\"{b =1 b mod Q)[/’
o y Gener ation
‘e Befor o v
o of thee th]: application | ¢ Because the valug of
; ok public-key n = pq will be known
;}33. c.)system each to any potential —
ici i
p pant must adversary, prumes

Eust be chosen from
a sufficiently large set
— The method used for

generate a pair of keys:
— Determine two prime

numbers p and g
— Select either e or d and finding large primes
must be reasonably

calculate the :otheF

fficient
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Public-Key Cryptanalysis

A public-key encryption scheme is vulnerable to a brute-force
= attack '

— Countermeasure: use large keys

— Key size must be small enough for

decryption  &e-— b olzs 528 oS o
_ Key sizes that have been proposed result in encryption/decryption

speeds that are foo slow for general-purpose use
_ Public-key encryption is currently confined to key management and

signature applications

practical encryption and
) o\os s A 5,55

—  Another form of attack is to find some way to compute the
private key given the public key el

— "To date it has not been mathgmatically proven that this form of
aftack is infeasible for a particular public-key algorithm  —

—

— Finally, there is a probable-message attack
_ This attack can be thwarted by appending some random

bits to simple messages
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%3 We can identify three approaches to attacking

| RSA mathematically: S
o VPN <me factors. This enables
o - Factorﬁmig_ljﬂo,ﬂim,/———_' L
-~ calculation of (n) = (P — ) ,{L_?,_D&thh In turn
enables determination of d - iﬁMD

" _ Determine g(n) directly without first determining p

and g. Again this enables determination of d = e’/

~ (mod o(n)) N
_ Determine d directly without first determining o(n)

Number of Number of Bits | Date Achieved
Decimal Digits

65 | Apnllgez
398 v e 993
428 | April1994
431 | April1996 |
| 463 | February 1999
PR e e 2
174 \“‘i | April2003 |
200\& December 2(,113___
B | November 2005
Table 9.5 P.-ogress in RSA S DECemherm;Q_?J
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General Number
Field Sieye

i
74

)\.»? s 1l y : Spc_t_’}al Number
;u D-’-—" "{;._, Q:_):g
- biks 31 Gen®)

Timing Attacks

I\, dec. Jls@nc N LEs S| CLJ.L;LJ_’);:-U

SO, B S L) Yoy D) Sz L)

¢ Paul Kocher, a cryptographic consultant,
demonstrated that a snooper can determine a

private key by keeping track of how long a
computer takes to decipher messages

. ¢ Are applicable not just to RSA but to other
. public-key cryptography systems

¢ Are alarming for two reasons:.

— It comes from a completely unexpected direction
— It is a ciphertext-only attack - | -@
o ——— T e e PRSP S SRS,

—_— e~

T Y~

~o—
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~ Random delay \ -:‘gBlinding

~+ Better performance could d N’Ml’.‘ﬂh@.ﬂmﬁ@(t\ by .
i be achieved by adding a % a‘rafndoqmumber\ before
4 5 ‘e . random delay to the .. pertorming .
R ootislene § B exponentiaton algorithm  cxponentiation;this
Vi 8 before returning a result; - to confuse the timing process prevents the
= ~ thisisasimple fix but does  attack attwl‘]_ro_rt\_k;\ bﬁ\owmg
" degrade performance & - What ciphertext bits are

being processed inside the
computer and therefore

- prevents the bit-by-bit
analy/s,is,esscntﬂll_toghc
timing attack

e Misconceptions Concerning
Rl X % .
.~ Public-Key Encryption

"r— 0o W S

¢ Public-key encryption is 4 eneral-purpose
T~ JPI0N 18 a
, .

rechnidue that has made symmetric encryption
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- Aspmmetric ey

i ~ Two related keys,
Pertorn complementary op

- Slgnature generation angd

a public key and a private key that are used to

erations, such as encryption and decryption or
signature verification,

g;Mx_Jgguhlic_xeg_geztificate |

£ _ B digital document issued and digitally signed by the private key of a
Certitication huthority that binds the name of a subscriber to a public key.
The certifieate indicates that the subscriber identified in the certificate
has sole contro) and access to the corresponding private key.

lic Key (Asymmetric) Cryptographic Algorith . |
: h cryptographic algorithm that uses two related keys, a public key and
2 private key, The two keys have the property that deriving the private key

~ from the public key is computationally infeasible, s -

Source: Glossary of Key Information Security Terms, NIST IR 7298 [KISS06]

= Principles of Public-Key
- Cryptosystems
= ¢ The concept of public-key cryptography evolved

from an attempt to attack two of the most difficult
problems associated with symmetric encryption:

* How to have secure communications in general without having to
trust a KDC with your key

* How o verify that a message comes intact from the claimed sender

¢ Whitfield Diffie and Martin Hellman from Stanford
University achieved a breakthrough in 1976 by
coming up with a method that addressed both
problems and was radically different from all
previous approaches to cryptography
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The Diffie-Hellman
_Algorithm

-
Y
%A

Keyuutumydote 475

2 € yaim
14
R W
H

,’Uf-‘\ enc C\\‘)G -

Modified by: Dr. Ramzj Saifan
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Introduction

+(Discovered)by Whitfield Diffie and Martin Hellman

_ «New Directions in Cryptography”

: A=
N3e PES O U o ames G\ Qe o Vasle sam iR Yoy ) \SNE

+ The point is to agree on a kc.ay tham@s can
use for a symmetric encryption, in such a way that
an eavesdropper cannot obtain the key.

B WA Y L\ e ey e 2

+ Diffie-Hellman key agreement protocol
G2y Pemes Bir —_—

— Exponential key agreement

o

— Allows two users to exchange a secret key
- ) Wk ol e
Ol s Ky s
— Real-time over an un-trusted network

: . L
— Requires no prior secrets

T A

Introduction

¢ Based on the difficulty of computing discrete
logarithms of large numbers.

¢ Requires two large numbers, one prime (P), and
(G), a primitive root of P
N

P 6o dsl =7
5, <
i G med P

Pl o Cuae Loy
746 sk oled s,
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Implementation

i Beb s et Aliee

+ p and g are both publicly available numbers

— Pis at least 512 bits Public som

¢ Alice picks a private value “a” and send to Bob

—&= g*mod p)

+ Bob piqks ?EMG “lz” and sends to Alice:

— gb
_ @ =g’mod p .
w Al K fet Y=g e |
o 518, 5, en YB3 8P
? X 3 -0/
®u 39 3"\'\‘59\ (D?w ) vo.'n >
P\.ej Pu > \ P15 Coegat®T o
% P g o= > (9d e () Ak eas\ b ‘““‘.
(S‘Qm\\’\ ¢ S(U"\' \4'-) @ X9 P r_pjz_,)\ u
ab /’:_://// 2 5y s iS a
At (o2 K9 @ o) LIS
Implementation

¢ Compute shared, private key:

— Alice received y and knows a, p and g, so she
calculates:

- (K, = A*mod p)

— Bob received x and knows b, p and g, so he calculates:

& Algebraically it can be shown that K, =K, =K

——
—

— Users now have a symmetric secret key to encrypt
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Alice

Baiy, Nudvetibmett et

®)
B = ¢’ mood p
B
s K = A® mood p

Example

+ Bob and Alice are unable to talk on the untrusted
network.

—Who knows who’s listening?
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- Example

¢ Alice and Bob get public numbers
- P=23,G=2

¢ Alice and Bob compute public values
_ X = 9®mod 23 = 6561 mod 23 = 6
LV = Pimod23 = 729mod 23 = 16

+ Alice and Bob exchange public numbers

Example

+ Alice and Bob compute symmetric keys
— k, =y*mod p = 16* mod 23 =(9)
— k,=x"mod p= 6° mod 23 <{9]

¢ Alice and Bob now can talk securely!
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Security of DH

BT BRI W A S W

¢ Suppose p is @ prime of around 300 digits,

¢ and a and b at least 100 digits each.

+ (Discovering the shared secret given g, p, & mod
p, and g’ mod p would take longer than the
lifetime of the universe, using the best Known
algorithm.

A PR R R

3 o This is called the discrete logarithm problem.
(5™ )

. & At AY

G d 8 ) p ;

& S\

Sew /9
e

e .

o .K1 Kg"
Attacker
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Applications

~ + Diffie-Hellman is currently used n many
— protocols, namely: .
_ Secure Sockets Layer (SSL)/Transport Layer Security

— Secure Shell (SSH)

— Internet Protocol Security (IPSec)

— Pubﬁc Key Infrastructure (PKI)

User Authenticatiop

Modified By: Dr. Ramz;j Saifan
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Authentication

AW E”

+ Verifying the identity of another enti
~ Computer authenticating to another computer
_ Person authenticating to a local/remote computer

S i:[

+ Important to be clear about what is being

authenticated s 20 ol v~

— The user? AulheaYicaxron
The user . . »
_ The machine? A specific application on the machine?

— The data?
U O PL UK - BT A2 SN \—’9‘—’3* Qaf) eanzu]
¢ Mutual authentication vs. unidirectional

authentication

Ne 92l W owy
Coceloma®

; Remote User-Authentication Principles

¢ An authentication process consists of two steps:

‘Bg\/\ )\ l):-a:-"
VST N Y . P ting an D
W8 porne. AU i .
+ \:b\ ) )\; identifier to the Presentin e ' "
o ] . g or generating
cur < > A 2
security system authentication information

that corroborates the binding

between the enti the

identifier
e
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Authentication

¢ Authentication may be based on

s
L.AJ’-J‘ \T(-a-"\" ?:i I3 U/

1. Whatyouknow = .=\ ¢ 5w u= =)y«
A cadod N

2. what you 1@6 \e3t0 = = au ) W)\ wl)\ Q-‘-‘U UJ ¥

Yal® o5 P AN Y s

3. What you are s»-\.s::j\ :‘;")‘ i oS ) St ¥
4. What you do

— Examples? Tradeofts?

— Others?

¢ Can also consider two-factor authentication

Address-based authentication

_s.-\\wb\,\/..rsbuc MAC aMesndis) (R Qe s

AV oWdes s)\f:\.,\p\s\\.swcu_\ E—-*‘U"‘*‘*"'

¢ Is sometlmes used

R

¢ Generally not very secure

— Relatively easy to forge source addresses of f network
Ppackets :

¢ But can be useful if the adversary does not know
what IP address to forge L

— E. g., IP address of a user S home > Computer
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. Password-based protocols

B Basic 1dea R T
¥ s paRiaol Go DD AD) et
i — User has a secret password

= - System checks password to authenticate user

Z§§ ¢ Issues

- How is I%dstored?

N GA TN S W W \s e s Y5

b s
meysteln check password?
Dee VeSS DN g

— How easy is it to Suess 2 password?

* Difficult to keep password file secret, so best if it is hard to

guess password even if you have the password file
s \ dac_a

@ l)1st1ngulsh on-line attacks vs. oﬁ” line attacks
[ZLIE LUTACKS
»\M\Q\"ﬂ{

BFoRS ) GG\ \ TR V4 A..,J_s..l)b-;\l)\ JJ:?
A %% § :
jz / k PYP\EINN (oF6\ies)
M2\ ﬁ L Send

(0(\—\;{\Q5 AL ?d ?(' © \ \ ‘nnS\&.\ ?“55\)‘ A I f'\»‘““)

o\\\uL\KS
fnn Pp/o 3

. Basic password scheme

User Password file

hash function

——

@l gpes b
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| Basic password scheme

&

¢ Hash function h: strings —> SUINES

— Given h(password), hard to find password
tter than trial and error

— No known algorithm be
¢ User password stored as h(passwgd)

' ¢ When user enters password
— System computes h(password)
— Compares with entry in password file

+No passwords stqred on dls@

W
£

ISR SRREER

. Unix password system

2 oIn past UNIX systems, password used modji
DES (encryption algorithm) as if it were 5 11125}(11
function has|

- Encry_pisj\,LUL_L__Stl'ing usingQW
passwords to 8 characters!) g sy, o, p?@ (cm_gggﬁis
S\ Lz

_ Caused artificial slowdown: ran DES 25 fimes
O\ e e o\se Qacm

.’ i ’ﬁ_‘qh, w ‘»c( -
)u:\-) e bt ,_. J:;\.&_a;)\ Js ==

" Also stored password file in directoyy

/ etc/passwd/
_readable (anyone who accessed the mack
l1ne

"~ to copy the assword file to crack at thejy leisure
- L’é;ntained userIDs/grouplDs used by many g )
Can instruct modern UNIXes to use Mpj5 4

Would be able
[QC!: L.A{ g
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2 : Y S‘%\T Y]
pey A
LA Password : Password File

UserID Salt Hash code

°
slow hash Load _> .
function .
(a) Loading a new password
Password Flle
M UserID Salt Hash code
Salt
. |
@ > ~A— Pn“—“fid._
\.—-—T—-—J
A 4
slow hash

function

'

Hashed password

(b) Verifying a password

Figure 3.3 UNIX Password Scheme
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Improved Implementations

OpenBSD uses Blowfish
block cipher based hash
algorithm called Berypt

Much stronger hash/salt ~Most sceure version of Unix
schemes available for «Uscs 128-bit salt to create _19p-)
S bit hash valuc

Recommended hash
function is based on MD5
-Saliofupto 48-bits

-Passwond length is nlimited M o-a tle|

«Produces 128-bit hash N 5 ) st

-U. i ! ith 1000 A= =
|Las:l|!:nmcml:: :|owiown o - € 1> 16 ¥ \ 0

lo levvers  (61)
R \RNE/S (36)

Windows NT/2k/XP/Vista Password s¢ —[— ;57—

I< = pes - DES ek
e Uses 2 functions for “hashing” passwords: ‘— ' J h»
1. LAN Manager hash (LM hash) 3¢7 ¢3¢0 = 2 (50

— Password is(padded with zeros until there are 14 characters.
— It is then converted to uppercase and split into two 7-character
pieces
—  Each half is encrypted using an 8-byte DES (data encryption
standard) key T
—  Result is combined into a 16-byte, one way hash value
2. NT ha__§h (NT hash) - waei s ) ,
—  Converts password to Unicode and usestMD4 hasEalgorithm to
obtain a l\6ib5y_tg _\\\'_alue&_:._:m
¢ Hashes stored in Security Accounts Manager (SAM)
—  Locked within system kernel when system is running. P Ges A Well Ll

: , s A% 8 Vol Gydvn DV L, b
;.-\Q\ - s >
w AN \Dysheas \ c=™s  Location - C:\WINNT\SYSTEM32\CONFIG S Lo i b Y LS
SAM ¢ SYSKEY - aa )
—  Utility which moves the en i f the
computer g
13

Calfy ('\’
SA'N\ ?\_\\\'\ Q&\(\Q‘)
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alvecks / Yz

Password Vulnerabilities e .

‘ P PP B = 1 )
AR I P BN PACUINE ol a2 P s 023 s Gads a.bar’JP:" atn At
Rey, oriu) Yo\os * e Sl Jock Jas! *

o w\w)q,:\ry-i’ S -

o e - Moy casy 20

Electronic
monitoring

Exploiting
multiple

password

use

PSSJ,WA_K_;.':)..‘:J
i ) S e S 2

P\’)S\"‘)‘&-’ a._5 'Masl L)

G es) B

Password selection

o User selection of passwords is typically very poor

— Lower entropy password makes dictionary attacks
caSler ‘13‘1 igK .)L—vu}—*‘-o Ul_)-n)v.,,s&‘

¢ Typical passwords:

— Derived from account names or usernames
T T

— . Dictionary words, reversed dictionary words, or small
modlﬁcatlons of dlctlonary words

¢ Users typlcally use the same password for
multiple accounts

— Weakest account determines the secuntyv
?-\S\-)\ o_,.a 20 5)9‘”\"‘ s )
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Better password selection

¢ Non-alphanumeric characters

¢ Longer phrases

¢ Can try to enforce good password selection. ..

o ...but these types of passwords are difficult for

!
people to memorize and type:

..\M)‘_)\ _5\;— JLF A

qu‘s”‘\"\-)lwdl File B

chtlonary Attack — some numbers

¢ Typical password dictionary
— 1,000,000 entries of common passwords
= people's names, common pet names, and ordinary words.
— Suppose you generate and analyze 10 guesses per second
= This may be reasonable for a web site; offline is much h faster

— Dictionary attack m at most 100,000 seconds = 28 28 hours, or 14 hours
On average {J.‘ss))uji ..;\.; rAAN L_Jw s Ov N\a “‘l-‘)&-L\\ AN

Cwalg )\ \ 800,088 I\ (se

0 If passwords were random
— Assume six-character password

* Upper- and lowercase letters, digits, 32 punctuation characters
* 689,869,781,056 password combinations. *** ** ¢'& N Aot wiseL st ¢

«— uwals U\ Pod
. Exhaustlve search requlres 1,093 _years on average
S DA dveragy

Ue

P«)S. _)luj' Az Q;,‘e"\'s ) \Djw e Wals 1}.~2.a DY
Per 5ecead
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Password-based 'g.r;qtgg 915 51

al-btacdk & oftline N » online < i 4

¢ Any password-based.pmtocol‘isr potentially -

vulnerable to an “on-line” dictionary 3ﬁ?¢.k
— On-line attacks can be dCtCCW

(TTTITE7 A s 3 i Vmaad IV E=2ES |
J 23 = : JAXUR 3
i ¢ How?
\g " : y : PPN gl S
e _w“T‘h ee S‘ ,Ikes” Q...\C.A,\' Yot 9 — o .,$\ B . "
. o AP SRTPAr yerpaflh f&'S»\L(Qst DV AL e
— Ratio of successful to failed logins .\ " e

1 1 2 { » 'S - -~ 8
— Gradually slow login response time ) ws =il S 2ot UmnlVuls o
S\ DL TL\aw e Vs Mk

¢ Potential DoS
— Cache IP address of last successful login

8o ol Dol e Wl 6 et B
A\

From passwords to keys?

¢ Can potentially use passwords to derive symmetric
or public keys

¢ What is the entropy of the resulting key?

- DESVAES 3L kes ) Bos OV AS) ity &

FEiC 21

a \-,L@ 123

£5-93
e

F-biys
]‘23

—

y 8
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Password-based protocols

o Off.line attacks can never be ‘prevented’, but
protocols can be made secure against such attacks

o Any password-based protocol is vulnerable to off-

line attack if the server 1s compromised -
_ Once the server is compromised, why do we care?

= AN

s S S ERDY Oy B oen )

Password storage

¢ “Salt”-ed hash of password

— Makes dictionary attacks harder,
— Prevents using ‘rainbow tables’

A Edble 820 man U fatdees BNNO 3 e QR g

W\ e oW 3y 5 as s #
ISARE N R V-
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"] Advantages of salt

¢ Without salt -
— Same hash functions on all maf:hlnes
. Computc hash of all common SITMESOR
'« Compare hash file with all ,f_adg,_s\dwgr__,j,_ /

o With 12 bits salt
 One password hashed 21? different Way>

« Precompute hash file?
— Need much larger file to cover all

« Dictionary attack on known password file
n file, try all common stri_rlg_s

common strings

One-time password

| & New password obtained by passing user-password
through one-way function n times which keeps
incrementing B

|

¢ Protects against replay as well as eavesdropping

Udae s el

) —sVvi— Y NN NN U @

: L fok
P'\S\\-&fal\
Va-1 Vnd A

one-bLime Pass el

&';).QC-:)-@ \)"\ > ‘&5.&) Sy J)\ <
NP S o\ LW

WA OV De Nadt DN Bas y R Vae e #

Ao

Cala 15) Va  \Pss <o D se s 3¢ V4
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Gssword crackers \
exploit the fact that
_people choose easily
guessable passwords
are also easier to crack

-

Password Cracking

Rainbow table attacks )
tables of hash

values for all salts

+  mammoth table of hash
values :

« Can bc oounm-ed by using

a sufficiently large salt

value and a sufficiently

John the Ripper |

Open-source password

cracker first developed in

in 1996

« Uses a combination of
brute-force and dictionary

techniques J

S

Percent guessed

™

L~

10’

10" 108

Number of guesses

PL\SX“‘Jy\ uj ! )-L;fl —'1.)_9\—.:"‘-?5 .

Figure 3.4 The Percentage of Passwords Guessed After

a Given Number of Guesses
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passwords
improving Secunty

o Passw_ord COmEI_Qélt_,y

— Case-sensitivity ~ -
— Use of special characters, numbers, -
upper and Jower-case letters

— Minimum length requirements
- Security questions :
> personalquesiions which need 10 e
verified .
— Some questions are very eas to dlscoyer
answers '

« Virtual keyboard
— Person clicks on-screen keyboard to enter

— password (prevents keylogging)

Kesteping 31 cotl 0\a 2\ 2V V) ¥13\-~'§%“\f3?5\ <

26

Challenge-response Authentication

Goal: Bob wants Alice to “prove” her identity to him

Protocol apl.0: Alice says “TI am Alice”

“ s " . (’.‘.'H-_
e I am Alice :".Z;«ff |
' #¢ Failure scenario??
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Authentication

Goal: Bob wants Alice to “prove” her identity to him

Protocol apl.0: Alice says "L am Alice

ina ng'gv_qr_k,
Bob can not “see”
Alice, so Trudy simply
declares
herself to be Alice
erseft 1o b= o=

Authentication: another try

Protocol ap2.0: Alice says “I am Alice” in an IP

N packet
corl'rammg_her- source IP address

a\ice 5 TP oMew yy G S

Iam Alice” g
'Lam Alice' cif
24
Failure
scenario??

Scanned with CamScanner



Authentication: another try

. - .Cen in an IP
Protocol ap2.0: Alice says "I am Al packet

rce IP address

containing her sou

Trudy can creat

a packet
"spoofing”
Alice's address

Authentication: another try -

> = Protocol ap3.0: Alice says "I am Alice” and sends

her
- secret password to “prove” it.

Secrak Pass O\ 2o 2~ ol

AIice’sI Alice's.;[.m» A“CE — .-."'*

—
8 4 A
27 s P T T g ‘
“."‘/. o o : ‘ * ; . combona <
g +«—| Alice's | Fai
> | OK a Iur‘e

scenario??

Scanned with CamScanner



Authentication: another try |

nds
her

secret password 1o “prove” it.

Protocol ap3.0: Alice says "I am Alice” and se

o playback attack:
Alice’s O Trudy records Alice's
IP addr| ™~

7/ ~ _packet
/ and later

£ 1———=lys it back to Bob
'S iCeSuar. . Al: A
bassﬂor m A'lC ~ Cooas Ecady Cosy
2 | e

Authentication: yet another try

Protocol ap3.1: Alice says “I am Alice” and sends her
encrypted secret password to “prove” it

Alice’s lencryptedl, ..
IP addr | passwordk- M Alicd“— ...

Cxs
-— Alice's | . o | .
1P addr| OK #  Failure scenario??
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Authentication:: another try -
| m Alice” and sends her

-Protocol ap3.1: Alice says I qpasswor‘d N “pr‘oVG" iy

encrypted secret

= o

| e record
— & ~and
Alices | o 9 ‘playback :
ol 0 still works!
<, / T e a CRe U L A\
!/ TS T T T Qo sS Pasy N D - \_:-'\65-
Of R W4 Alice’s |encryptede, 4 1: fn

1P addr | passwordk M Alice

Authentication: yet another try -
-~ Goal: avoid playback attack
Nonce: number (R) used only once -in-a-lifetime

ap4.0: to prove Alice “live”, Bob sends Alice nonce, R. Alice -
must return R, encrypted with shared secret key T

tﬂ; C2u Lo 4.9 M) VL0
oy Bl R : I am Alice" g .4‘;."'&_:',‘"
¥ ', s 3 Enc o . = | . (‘:‘:k:._i,
ales I A W= *_——‘ .
R 25,05 . . e
B E (K ) Alice is live, and
\‘OHIY Alice knOWS
2 key to encrypt
A nonce, so it must
i
Failures, drawbacks? be Alice!
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Authentication: ap5.0

a . 2 -
P4.0 doesn’t protect against server database reading
¢ can we authenticate using public key techniques?

ap3.0: use nonce, public key cryptography

- “I am Alice" AT

)

\E(PRA'R_’ and knows only Alice
could have the private

C Prigere Yoy poimw Voay D2 A5 W)
e . key, that encrypted R
¢ Pl fy Y b os Do o syas bol
| such that

| Biometrics o>

o Use a person’s physical characteristics

B

— fingerprint, voice, face, ...
- ngefpr™h =

¢ Advantages
— (Cannobbe disclosed, lost, forgotten

— Disadvantages L
— Cost, installation, maintenance
— Reliability of comparison algorithms ~ “-* Goo Nas
» False positive: Allow access to unauthorized person - L= &

« False negative: Disallow access to authorized person A\ SAD 2ams Y00

- S EA! Wy TR : e e -
— Privacy? oo o L T

— If forged, how do you revoke?
it § o) sy i fao, 151
) Pren
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Biometric Agtpc:n,tig&}tl_oﬂ -t

o Attempts to authenticate an individual based
on unique physical cha characteristics -

—_— —';;‘9“_“\,“/0_,4;0 u)sdjg %,

¢ Based on pattern recognition L e W
¢ Is technically complex and expensive when

¢ Qg
2 ol L

,: - compared to passwords and tokens |

_.,._-..A—-___—_——-‘-

. ¢ Physwal characterlstlcs used mclude

LA EEVARI o Facial charactenstlcs
g PN PR — .:\

o Fmgerprmts )
» DY Xy

o Hand geometry 38
o Retinal pattern
o Iris

o Signature

o Voice

G %0750
&eisd

Hand : e |r|S

.Slgnature”; Aol L 'h‘ Seidid At LA MM AT ~

Face | Finger LU AT IR B S S ST ,; i _j‘ %
VO G W i e s eyl . e
] : : 73

t§

Cost

| | ”Vonce

N St ‘:i’ﬂ\,. ;.:_-.!:;;;:-' R T L )

s i r 1- } ‘ Sy e A
- > Vst Al s &
{

Accuracy

Figure 3.8 Cost Versus Accurac

cy of Vari
Characteristics in User Auth ous Blometnc

entication Schemes,
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50 dsl
Name (PIN) |
o Blometric
b )
U
Lsertntertace
() Enretiment
_LS>L:,
‘ Name (PIN)
{ Biometric ! . Feature,
‘ sensor [ | extractor
‘ y
; User interface T Festare
i ‘ @EQ ‘matcher [ Gac emplate
, o) \'cﬂlaﬂcq

i Biometric Festure
seasor extractor

Biometric
i » ¥ . database
% User interface user’s identity or il l’cl'lu‘ : :

E s “user unidentified” matcher [ TN templates)

, (c) Identification

Figure 3.9 A Generic Biometric System. Enrollment creates
an association between a user and the user's biometric
characteristics. Depending on the application, user
authentication either involves verifying that a claimed user is
the actual user or identifying an unknown user.

Biometrics

¢ Common uses
— Specialized situations, physical security

— Combine
o Multiple biometrics
 Biometric and PIN
¢ Biometric and token

s

10s: V8 D\ «:cj

Scanned

Fask ¢/
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entication
enas AV o\Zs

4 CPU and memory

mall card reader

Token-based Auth

Smart Card -
¢ With embedde

— Carries conversation w/as

¢ Various forms
— PIN protected memory card
« Enter PIN to get the password
— Cryptographic challenge/response cards
- Computer create a random challenge
« Enter PIN to encrypt/decrypt the challenge w/

the card

Key Distribution 255

¢ given parties A and B have various key = .
distribution alternatives: -

1. _A.can select key ar d physically deliver to B
2. ﬂ_lird party can select & deliver key to A & B
3. 1fA & B have communicated previously can use
Previous key to encrypt a new key %3 w1
4. if A & B have secure co io: = s
f A & B h: mMmunicati i o
party C,Ccanr elay key between : Wd

5. Using public key encryption

Scanned with CamScanner



Trusted Intermediaries ,

Symmetric key problem: Public key problem:
¢ How do two entities establish ¢ When Alice obtains Bob’s

shared secret key over public key (from web site,
network? e-mail, diskette), how does
g i it i ’s public
" Solution: she know 1t 1s 1,3ob P
o key, not Trudy’s?
~ ¢ trusted key distribution center Soluti st Lo Pl e Lo it -
(KDC) acting as intermediary ~© 1O i
between entities o trusted certification
Lrusbed EWA faghy alg@_ﬁ_t}?(c A)
Liaskay- By 1 oS 5
\ Perts |
?‘ét\; N L la B\t
Polle P \}L\, A2 L:?_ m u::ulgfm
e o s public ke e
# om0 o eprmens
X.509 __ I

Certificate l

e Y v Sign hash code
W Use Q==
o VAEPCERERY Qonry (Erivev )
QAN e W\ ;s e WD)

Signed certificate:
Recipient can verify
signature using CA's
public key.
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X.509 Certiﬂc,ate"s‘-f": é

5 N C
e issued by a Certification Authority (

. e onV (1,2,03) . < patstdes o
T e SN (umique within CA) identify
. _ signature algorithm identifier Al
" issuer (X.500 name CA)
W beriod of validity TA (from - 0 dates)
_ " subject X.500 name A (name of owner)
_ subject public-key info Ap (algorithm,
— issuer unique identifier (v2+) H
1= subject unique identifier (v2+)
— extension fields (v3)
— signature (of hash of all fields in certificate)

o notation CA<<A>> denotes certificate for A signed b

X .509 Certificates

(,aab\(‘]

A), containing:

g certificate

?“\\;t_,\u.j Pl

parameters, k_éy), |

y £

s 4 A Signature .
Version 1 a]:oﬁunn{ .,---_.al.g‘.":n.hﬂ ......
identifier parameters
Certificate
et Serial Number Issuer Name
ure - -
- ____algorithm ] -
algorithm : N\ ThlsUpdateDatc
e o, = o 3 v ow e
ClssverName) |\ 2/ Next Update Date
Periodof | ___Lmetbefore ____| -g Revoked | | - user certificate serial #
validity C ot ater : certificate ) |” "7 revocatian date
Subject's ([~ __algorithms _____] \é"/ .
publickey-} ____ paramclers .
info ke v
Issuer Unique
Identifier
Subject Unique
- Identifier v
Extensions
—ih IR (b) Cextificate Revocation List
----------------- =.§ C (Hreals o
Sigumm{____ﬁ _____ I,E LSS N IS DY | v JeanT el g

A V\\\'\w f; \"

}’l‘-‘\:‘(’!io\k \Ce ) o e

Ctll‘;"l‘(\\-\'c,\ j(_;)(,_g )S_, ?I ‘J
= e o 2

e M g VG

v | ko
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| Obtaining a Certificate

> any user with access to CA can get any certificate
from it

——

> only the CA can modify a certificate

» because cannot be forged, certificates can be
placed in a public directory

CA Hierarchy

> if both users share a common CA then they are
assumed to know its public key ~ca -

» otherwise CA's must form a hierarchy

> use certificates linking members of hierarchy to
validate other CA's

® cach CA has certificates for clients (forward) and
parent (backward)

> each client trusts parents certificates

> enable verification of any certificate from on
by users of all other CAs in hierarchy e CA

Scanned with CamScanner



Yird
Uc<V>>
Ve<U>>|
B 24 T lvecyss
V<<W>> ‘
Y<<V>>
‘ We<V>> w Y o
‘_}i:‘ \“ e g : 17 ) 34 ‘¢ 3
L) -k A
W<X>> . Ya<Z>>
X<<W>> Zc<y>>
X<<Z>> X Z Z<<X>>
C A B
X<<C>> X<<A>> Z<<B>>
\ .
lgo 2 D1y, 5

\*‘: Grhificke Dy Pallic kg),”
l)) J—o%é__,'}—”’)—-'("g"""}
RE T IR PRRPErE U P G 1

Certificate Revocation

- ‘certificates have a period of va validity

¢ may need to revoke before expiry, eg
1. user's pnvate key is commomsed |

'+ 2. useris no longer certified by this CA
3 CA's certificate is compromlsed

| e

¢ CA S mamtam hst of revoked certlﬁcates
— the Certlﬁcate Revocatlon List (CRL)

e — e

PP

" ®,, users should check certlﬁcates with CA"s CRL
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Kerberos -~ =wvu- v,

- — )5 Passs & s oM 250 s

> trusted key server system from MIT

> provides centralised private-key third-party
authentication in a distributed network

® allows users access to services distributed through
network

® without needing to trust all workstations

e

® rather all trust a central authentication server

> two ve

rsions in use: 4 & 5

Kerberos v4 Overview

> a basic third-party authentication scheme

.

> have an Authentication Server (AS) el U 051 i

a4 F SRV W e
® users mitially negotiate with AS to identify self > v
® AS provides a non-corruptible authentication

credential (ticket granting ticket TGT)

. " e ;.T_J*l) U
> have a Ticket Granting server (TGS) s:-,fu’uu; il :,”f
Loaz g Al 93 s

® users subsequently / Tequest access to other services
from TGS on basis of users TGT = —

» using DES
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Kerberos 4 Overview

. l.
l:’.l selan NS

iy yade ‘»\(

2. AS verifies user's access rightin
dawabase, creates ticket-grantini
and session key. Results are encrypted

;" usmg Imydeuvcd from user’; L L -

; ~ O £ L
2¢Y 15488 8 )

g ticket

TES N 2

granting
Server (TGS)

server:

4.7GS decrypts
authenticator, verifies request,
then creates ticket for ,equmed

Kerberos:v4 Dialogue

ticket and

6. Server verifies that
ticket and authenticator
match, then grants access
to service. If mutual
authentication is
required, server returns
an authenticator.

TGS c )sut m,u: L ||1s‘|| Ticket,]) .

Txcbn E(Kv.[ MD IIADCIIID ITS lll.nfctm)c‘l)
Anxllennmmr E(K“P.IID IIADCIITS_,])

E( ”,[ _‘"lllD HAD llD IITS lll.lfeume.]) ; '

()C—AS DI DTS,  wliilsq ,
L Sesi X4 L e
@ AS'H © B, (K, 11D, UTS; W Lifetime, W Ticket, ) - - 0 -
rm,‘,rs(“,‘!,[xc“,llm NAD 11D TS, |Il_1fd1me,])
(a)AumtiﬁaﬁonScr'vhl:xchnngetoobmnmket-gnnungm PSRN IR
()C=TGS ID, 1 Tickes,, W Authenticator, /15111 :

| (b)Md-Gnﬂmgchte&:hangetoobtmmmmnﬁng
K‘J“ LA I

ticket

G)cC—v Ticket, llAmlmﬂmmr

¥

Ticket, =E(K,, [K_, NID_.I| AD_. Il ID, I TS, Il Lifetime, ])
Authenticator, = E(K_ . (ID. AD. I TS{))

®)V—C EK «lﬁ;+l])(ranM) laist) it

2 Y it e
5 PSR DA

o .
(.,4; b i Y2V |

(c) Um&mmmmmnbhinmim
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Kerberos Realms

¢ a Kerberos envrronment consists of*
—a Kerberos server

—a number of clients, all registered with server

— -

¢ this 1s termed a realm
— typically a single administrative domain

o ifhave multiple realms, their Kerberos servers
~ must share keys and trust
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** LAN Security
Lot eres PRIASNTA S
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Modified By: Dr. Ramzi Saifan
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= IPRI device Aee
+ Many data traffic is available to every node in the
LAN zone I
pYryvew eV PR A PR N5 W DV G Vs

¢ NIC provides physical and logical conversions.

¢ Every NIClhas an address. M R W

¢ When messages are inserted in the network, the
address of the destination NIC is part of the message
header. o

As messages tlow through an NIC, the destination
address 1s examined. MAC emts Do L5 J%

If the destination address matches the NIC doing the
examining, the message is transmitted to upper layets

II,i,S,@E‘E@Sy_'EQ,EFQVLthrggdcast communication 10
all NICs by using a special address such as the binary

value of all ones. T C . R

PNl DOV Be) Lo\ A 5y ORI Te) as LW DDV o> N\ *
w—ad) ' :

|
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LAN simplicity-security tradeoff

0 There are many reasons why LANs have become

iﬁ‘%ﬁ popular,

- themostimportant s flexibility and cost.
%ﬁ; _ New NICs may be added to the net or activated, ==
-2 — or NICs may be removed or deactivated without making

© asignificant change. T

— This dynamic flexibility happens without notification
and coordination with a central authority. 6% > &='0 .2 .

— |

¢ APC cén record. all-the communications traffic.
Address filtering can be turned off.

— The NIC can operate in “promiscuous” or “snooper”
mode, passing all traffic to the PC, which in turn can

record it for some future use. A 9 N B s 2y

| Wiretapping

.+ Wiretapping is conventionally subdivided into passive and
active categories. )

¢ In passive, the message traffic is observed but not modified.
— The most obvious objective of passive wiretapping is to learn the
contents of messages;
— traffic analysis may provide the adversary with information when
‘message content is not available. S
— E.g., sudden change in traffic volume between national central banks,
might signal a change in the rate of exchange or some other financial
activity that could be turned into a profit by someone.

o In active wiretapping: Messages can be completely deleted, the
can be inserted, or their contents can be modified.

— Delay, reordering, duplication, and retransmission are also possible.
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| Packet Sniffing

+ This works for wireless too!

¢ In fact, it works for @Ey_wst-based medium

e e

Packet Sniffing Countermeasures

¢ How can we protect ourselves?
D I N T I WA\

¢ ,_S_S_I—L n_o,t Telge_t cChans Sa

— Many people at still use Telnet and send thei .
(use PuTTY instead!) ir password in the clear

— Now that .I have‘ told you this, please do not exploit this information
— Packet sniffing is, by the way, prohibited by Computing Services

¢ HTTP over SSL wiigs
— Especially when making purchases with credit cards!
¢ SFTP, not FTP

— Unless you really don’t care about the
password or d
— Can also use KerbFTP (download from MyAndre\fv) e

+ IPSec
— Provides network-layer confidentiality
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Switch Learnmg _Attagks

4 Switch learning is what makes Ethernet scale

+ Two key attacks: MAC ﬂoodmg and spoofmg N

— Extremely simple to carry out, yet very potent Cora~ oo

— Can help attacker collects usernames/passwords, vie v @

v \ U »
prevent proper operation of LAN, etc LA 2
— e 3\ Gl &

— Can turn a $50,000 switch into a $12 hub "

MAcC I Y AP PN L I gm WY L BN £
MhHC 4‘ ] N Con SNV o o3 ba ) oo E\JL\I_,J':‘..J‘.

e & : | SN Y a) g BB

’ R

A 00(65 A ¢ /¢ " 2 G\ N >
Il C 6 \‘,,\m()\ S B '&)\ o, ,\ B
/'?7" = — '\:x-a\\,\:\, ) S (o

,’/,"\A( C /r\ LQN J\)X)Eg‘r‘ A—-—-t?"‘_)

Limitations on switch memory

¢ High end switches can store hundreds of

————

thousands of learning table entries

+ What happens if learning table fills up?

[E———

¢ Depends on vendor —

— Most Cisco switches do not replace older entries with
new ones.
* Need to “age out” entries (wait for them to time out)
— Other switches circular buffer =" - e% 23\ J=

: Ex1st1ng entries get overwritten

————— R
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{ MAC Flooding Attack

+ Problem: attacker can cause learning table to fill -
Generate many packets to varied (perhaps
nonexistant) MAC addresses

5\ N8 e o B\ Mpc T F

¢ This harms efficiency b «wwn =950 2=~ A S
e e

————

— Effectively transforms sw@gb  into hub
— Wastes bandwidth, and end-host CPU

¢ This harms privacy

S —

— Attacker can eavesdrop by prevent_g switch from
learnmg destination of a flow

— Causes ﬂow s packet to be flooded throughout LAN

WY DL Cleda- fny o) Shss

Mmhc part
(e O %ﬂr Q/{Lji_LJ
£ €
IS

4\[7@[:'_

Voamc ks AV ] PR

MAC Spoofing Attack?

¢ Host pretends to own the MAC address of another
host

— Easy to do: most Ethernet adapt

to be modified ers allow their address

2B 3G o g

— Powerful: can 1mmed1ately

e B —— cause com
spoofed host .o =S¢ complete Do to
SR PY-D

* All learning table entries

VT \%
* All traffic redirecteq toa acker
— —©~ TEClrected to attacke

: ttacker
* (an enable attacker to
B 0 CVa
information e ACLWC

T 3-\»\) PACY iy,
> a2 =2 MAC _3.‘ , e
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Switch Learning Attacks:
“Countermeasures
¢ (@’\e:iécting MAC ajztivit}d

— Many switches can be config’d to warn administrator

e S —— 2 M S oy oy

(POI't Security g sl )

— Ties a given MAC address to a port

— On violation, can drop frames, disable port for specified
duration, signal alarm, increment violation counter

—————— -_——_———

Switch Learning Attacks:
Countermeasures

\!_\d laba ./”)ﬂf '\)__J_,\_.,_.,

6 [ﬁgiﬁcast F Boding_ggote@ ik 7

— Send alert when user-defined rate limit is exceeded

— Can also filter traffic or shut down port generating
excessive floods B ol S & N 54
hpco - 7 ’

e e R Al e b
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DHLP Dlin s ¥

CP DISCOVER

J<»> DHCP OFFE
o W Mo

X ) €2
DHCP REQQESI

 DHCP RELEASE

e
. °
2 :
H 1
. 2 x N 3
A R G
¥ -

R , : 43
N st am su),s AN D250 DACP 3y s\ *and other config information
£1%55 9934

u\)@))\.}m\)f)-_—%_g s P vl s ML ) i Packe, D0
= \}:32-)\-\ Co o= e <\ yaruvay )\_s_J«; A5 DAY K9 el

9-\)’1

Attacks on DHCP

¢ Unfortunately,(DHCP was designed Wlthout

security _JILHLQ@

— Whoever requests an address i

ddress is free to receive one

"No authentication fields or S
any other security-incline
information in protoco] I security-inclined

Vadw/ 5\s o) _.SJ\.;‘J)::; e
Y5
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- Attacks against DHC

[ o POV O -._...l-.‘_...‘__l_l

“Can anyone ;;Ive me,
MAC=dd:6d:00:53 an
IP address?”

¢ DHCP Scope Exhaustion

— Malicious client attempts to seize entire range of IP
addresses -
* When legitimate client tries, it is abandoned with no IP
connectivity
PHCP  Requak ca sV X

Gl e e s 7 4B
| s Ay e Ja

MAC Le /S\ f—u‘_‘—' Hocker Jli

L oa) Ao
L

ST

Attack: Rogue DHCP Server

“Can anyone give me,
MAC=0f:28:e7:b4an
IP address?” =

4
#n

» 455

2 AP

7| DHCP
i - /=== JServer
v ~{0.0.0.0/24

R AETS
3\.“—(:\':'}!&‘. et SO AT AN

AR L Lo
O EN
(1’-7;{ p 3

" | “Sure, you can use
1#2110.0.0.3. Also, use .
DNS server 10.0.0.16.”

¢ Installation of a Rogue DHCP Server
— Client uses offer or of previously-used IP address, if none
then uses first-received response:
* Rogue can compromise all clients “near” itself
d35cavty Z3aa Cliaak Y )«
Sy offe s me Wackes J)
.,z\_-_,,s.Ld 2, Clink I »bL
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: Countermeasures t0 DHCP

ORY ( PJ/}‘) {-di\'\(.’\ )\ i A_l_;‘ }

- Attacks  se-weves M SN e
+ Limit number or set of MAC addresses Per port

_ This is called Port Security

— Limit can be set manually or switch can be instructed to

GO

2774
R

Z4

S HERIHIS

2 lock down on first dynamically learned address
E‘% 111 : Vol 31 ity \P e S RN 2l 2| F
¢ Limitations ™" T L ae )
— DHCP lets you request I multiple IP addresses for a

single MAC address

= Countermeasures to DHCP
VM AttaCkS a5 g ol DU cay hssh i) ey 4

2 b Nlus 1 Awe 0\ G\e s 2

- ¢ Prevent hosts from generating certain DHCP

~ messages (DHCP Snooping) o
— Like a stateful firewall for DHCP

— Runs on router’s central management processor, to do
dﬁgpam ECtiO —_— Mbc i\md—’-—w———* :

— Learns IP-to-MA indi .
_-;c:.k.é_is_“_umdmgs by snooping on DHCP
B‘__’_ AL;\g’ ) \?) }( L"U‘“" MAc Lz\:-‘)) 2l Ang

— Rules: AP b pac az L

* If port is connected t )
DHCPACK packets > -42%t allow DHCPOFFER and

» Don’t allow DHCP
=W LHLE packets th s L.
+ Can 2o ratelimit DHCP peggq g il Ieamed binding

Scanned with CamScanner
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-2 Address l}qesolutionmg_rgtocol
o CIIP 5o Xsaahl paz, dhm w
L (ARP) s

¢ Networked applications are programmed to deal
' with IP addresses .
¢ But Ethernet forwards to MAC address

e
B AR —_—
D yeow

e T

% s How can OS know the MAC address
corresponding to a given IP address?

¢ Solution: Address Resolution Protocol

— Broadcasts ARP request for MAC address owning a
given IP address —

‘Broadcast ARP reply:
P MAC “lown 4.4.4.4, and

e 4.4.4.4 | CC:CC:CC:CCiCC ) my MAC address is
‘Broadcast 5555 | oo.op:opopop P CC:CC:CC:CC:CC”
_ARP request: of,
“Who owns IP . :
address 0[5 =
WA d A IP=2.2.2.2 IP=4.4.4.4

MAC=AA:AA:AA:AAIAA MAC=CC:CC:CC:CC:CC

] | Broadcast Gratuitous "Ej

=1 ARP reply: | IIP=5.5.5.5
IP=3.3.3.3 | «] own 5.5.5.5, and MAC=DD:DD:DD:DD:DD
MAC=BB:BB:BB:BB:BB | my MAC address is
DD:DD:DD:DD:DD”

* ARP: determine mapping from IP to MALCLa}\cNiq\rE\s;S, u_' % 51 SO
* What if IP address not on subnet? = oot s 3

_— Each host configured with “default gateway”, use ARP to resolve its IP address
* (Gratuitous ARPE: tell network your IP to MAC mapping

— Used to detect IP conflicts, IP address changes; update other machines’ ARP tables,

update bridges’ learned information
J?:v# “-’-‘\o\»\‘[;\:\ o\ (,r.\\.;\\...s ‘;,\___ )\_,_) "371-\ LrJ
nw
( ledecr 1P conflic)s)

Scanned with CamScanner



« Risk Analysis for ARF

¢ No authentication _
— Hosts do not sign ARP replies

¢ Information leak (0, e DN sz e 3!
— All hosts in same VLAN learn the adv advertised <IP,MAC>
mapping —

— All hosts. discover querymo host Wlfilis\-t?-coxrg{_rl_ug@te

: weeh o U
¢ Avallablhty apgnet pee ® By

— All hosts on same LAN receive 4 ARP request, must process it
in software

— Attacker could send high rate of spurious ARP requests,
overloading other hosts

_!)I

ARP Smofing Attack

Host A 1I-Fi%o‘ﬂs tﬂB?
MAC:/ 8- “M’f\gui

' Gratuitious ARP:
IP MAC et OVS AR
- “My MAC is |(Attackey
- 0000:7ee5 and | €:210.0.0.6
= have IP address & MAC:
10.0.0.3” '
SO e DS Lz, 00D0:7ee5

s oo
. Attacker sends fake unsolicited ARP rephes

— Attacker can intercept forward-path traffic
— Can intercept reverse-path traffic b
— Gratuitious ARPs make this easy

Only works within same subnet/VLLAN

Y répeating attack for source

|
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+ Countermeasures to
ARP Spoofing

¢ Ignore Gratuitious ARP

— Problems: gratuitious ARP is useful, doesn’t
completely solve the problem

= ¢ Dynamic ARP Inspection (DAI)
— Switches record <IP, MAC> mappings learned from

DHCP messages, drop all mismatching ARP replies

¢ Intrusion detection systems (IDS)
— Monitor all <IP,MAC> mappings, signal alarms

Sz IV iy

SSL and IPSec

Jonathan Katz

Modified by: Dr. Ramzi Saifan

Scanned with CamScanner



\vefaee )l B
\delns e

Network layers

ndm'Ub“S"‘ N L

. . N 3 ke ™ =0
¢ Application ettt Poao s S22 S T

B b cdien g

- AN M‘!} i N _A)_J'f“""
/ﬁ \i\ &S\.JD VAN Confi2C n-"s .
¢ s fedeyy O \Gedes
Transgol't 1) Fedal 3 fouyes wgaﬂ\ mi\\’,‘ﬂ» Kot
. con OV s \sadoy
¢ Network — |y 30 Commmirerien 2
° — _ B e
’ Data llnk s'\\ww\\i )\J);;) \..;\)J\ )-—\\-'L)S;bé")
3 ) s

¢ Physical -

priien 21 5o WU 2elie ) 3V X
\nye/
Tlanspe by Nebawk R 30 neksadol &% LS
Oata Vink O\ ar 5 ML
= ')')A‘J);..’)})\ L;"g R \ysece BAYER

Spembing Suotin YN I N P Qe
£ D N Uy Ly

Example security protocols

. Scemre lg.:_. Lma)l ) Q‘KL‘\“"“)E J«\s\

¢ Application layer: PGP~

¢ Transport layer: SSL/TLS
¢ Network layer: IPsec

¢ Data link layer: IEEE 802 11
-———‘\___._. —_—
+ Security at the physical layer?
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' Security in what layer?

SN\edm, ), W S\ AV T A | w s \%

: N Depends on the purpose e 0 s ) » P

— What information needs to be to be protected? R
L)»JL\ 9% wyC
— Who shares s keys in advance?
ors 13\ 2203 el N D

s N
— Should the user be involved? ™™ % (1 e 5o

\.'.'\_J )‘“’.I‘

? -~ \,—-)\.-Ab-a

¢ Eg.a network—layer protocol cannot authentlcate

s An_app_hwtygg proto col cannot protect IP
header information

¢ Also affects efficiency, ease of deployment, etc.

Generall . oo WL \ewer L Secanyy IV i, Vol &

St Ny S\*‘w 08 Uar \ Ny (P e o\ Wt G A v,

¢ When security 1s placed as lower levels, it can

"“‘—‘

prov1de automatic, “blanket” coverage..

..but it can take a long time before it is w1dely adopted

) \)}35\\4,).:\) ,S Fotr g u_\,u'\ uh’)\{ (\‘\“‘b)_;_’:.gh: \_,»\35\{»»}

1nd1v_1dua1 users can choose when to use it..

..but users who are not security- conscnous ‘may not
take advantage of it

e et —

~ # When security is placed at higher levels,
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. Note... 5

= SR ssarily touse PGP
e . The “best” solution 18 notnece y |

over IPsec! | o
— Would have been. better to. design the Internet Wit

security in mind. from the. beginning. .-

Y 'S L)"‘:‘ \")
e N ey A=t 0E '
e Jied s SeD

Example: PGP vs. SSL vs. [Psec

2 ¢ PGP isan apgl_ication-level protocol for “secure

_ Can provide security on “insecure” systems
— Users choose when to use PGP; user must be involved
nen to usc

_ Alice’s signature on an email proves that ‘Alice actually
generated the message, and it was received unaltered;
also non-repudiation

—

¢ In contrast, SSL would secure “the connection”
from Alice’s computer;

— would need an additional al mechanism to authenticate the

—_— ————

user

i

¢ IPsec is between every two hops in the network

—————
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Encrypt

Ganerate
Rundom

Key

TlakvAQkCu2u

Random Key

Encrypt key
using recefver

B 4tzNeBCRS Y

Encrypted Key

e

)

=] N

‘ ;,;Ernfr:;rypted Message

i

Encrypled Message

[
=

(Daw)

lzNeBCRSYt

Encrypted Key

Decrypt using
receiver's

pNaLs key

3|l

n—O TI akvAQkCu2u

Example: PGP vs. SSL vs. IPsec

¢ SSL sits at the transport 12 layer, “above” TCP

5oL

— Packet stream authentlcated/encrypted

— End-to-end security, best st for connection-oriented
sessions (e.g., http tratil trafﬁc)

,_,,_.-,_.——_.,.

= The OS does not have to change, but applications do if
they want to communicate securely
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Example: PGP vs. SSL vs. [Psec

¢ IPsec sits at the network layer
— Individual packets authenticated/encrypted
— End-to-end or hop-by-hop security

e Best for connectionless channels

— Need to modify OS

— All applications are “protected” by default, without
requiring any change to applications or actions on
behalf of users

— Only authenticates hosts, not users)

— User completely unaware that IPsec is running

SSL/TLS
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.. Brief history...

a«-» ¢ SSLv2 deployed in Netscape 1.1 (1995)
“‘ ¢ Modified version of SSLv3 standardized at TLS

Broad OVerview e, b 3,

GOL  pudms Aoy T o sazm Vol

PRI Semrte G Comma¥en rie S W

;g ¢ §TS’LJ runs on top of TCP B RS SSS B L
— Provides an API : similar to that of TCP ~

3
. ¢ \Technically}, SSL runs in the application layer
_ Advantage: does not require changes to TCP
¢ From the programmer’s point of view, it 1s in the
transport layer T e e
2
— Same API as for TCP

_ Runs only with TCP, not
¢ Primarily used for HTTP traffic
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SSL overview

¢ Three phases
— Handshake
— Key derivation
— Data transfer

Connecen Sebap Lms 2
RS RCAR R )

-~ Handshake phase o s

S DN S..s\: ‘DX VY )N )SQ\_
. Sﬂ(«d)\ L—)‘\: (Q‘\’.‘k__"t‘}t e u\ \!)-? @
N A Y S o ue

(t\n\u:\.))&‘a KL) )\;\3){&5 D qeqafal \)‘03 @
RENEEN X -)

o Client: o »es N Sevo 20k 3\ oo
w LS ‘{) P .
RO Loyo (0 ANT odams
S I 5o Re V\az, S\ Savat OV L‘,_‘,) \.r-‘" ~

_ Establishes TCP connection with server;
] b
— Verifies server’s identity
« Obtai ’ i
ains server’s public key and certificate; verifies certificate

— Sends server a master secret key K
« Encrypted using server’s public ke—;
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g Keys Do Y3 i Koy e o Lls)lo %

I N
' oy tor TR e
* ‘L"\L(‘ﬂ\"w ) l \ N e
Key derivation T

s\d)}\ \ =LY
SeNY D c\ient Lo

¢ Client and server use K to establish four keys:
encryption and authentication, for each direction

Nespns C‘?‘\?\I& Joro o Jsl v

M b WOROY 200 MAC alas Rl ds F

R XN
- Data transter . .. ... oo qofoc .

Rnt J\o Ny My NAUDY L\ Kay g, Visione Yoz, G S s Geve D\ W ene

¢ SSL breaks data stream into records; appends a
MAC to each recor record; and then encrypts the result

— Mac-then-encrypt...

(oley O\ B Sepemenentitsis Mozl o s s %
H-nd—‘r

¢ The MAC is computed over the record plus a

P
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Note...

¢ As described, SSL only provides one-way
authentication (server-to-client)

— Not generally common for clients to have public keys

¢ Can do mutual authentication over SSL using,
e.g.,(a password

— SSL also allows for clients to have public keys

SSL gz o WEkes e ol b x

Goo b A we 5 sl WhERS O\S 1, L
3ehases )

’é‘-‘; Network Sec_{:\."ity at Stanford - Wmdows ey Exp} A

/‘,,....,‘s ” ::;(4_@»“ 5
@ "‘:- b 44

b

A—g\i Z\:_-...'}S:u’&:,k}.)\ ES:Q_,I

HTTPS and the Lock Icon
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PE el UL SV
(WATS S ) Y

PU, and
proof “T am Bob”

\4

- issue Cert with PR¢):

q Bob’s

—_—

L"_key is PUB: e
SI——

key is PU %

e—5

Bob uses Cert for an extended period (e.g. one year)

—~———

Certificates: example

-
Certificate Viewer ™ gmailcom” ..,

{iGenerak: Qelails]

This certificate has been verified for the following uses:

SSL Server Certificate
Issued To
Cemmen Mame (CM) *.gmail.ccm
; Crganization (C) Geeglelne
Certificate Signature Algerithm Crganizaticnal Unit (QU)  <Nct Part Cf Certificate>
] lesuer «Serizl Humber 65:F8:32:20:€B:CB:67:BC:AD:3A:B0:AG:93:30:28:49
‘ 4valicity Issued By
:llc: B.zcr: Commier Mame {cN) Thawte Premium Server CA
ot 2
< b"r: al Crganizaticn (C) Thawte Censulting ¢
= J.e' ' Crganizaticnal Unit (CU)  Certificaticn Services Civisicn
4Subject Putlic Key Infc
Sukject Puklic Key Algerithm Validity
; DublicKey P Wi Issued On _ 9/25/2003
L 4Bdensicns Expires Cn 9/25/2019
field Value Fingerprints
tid“‘;‘-‘s (1924 bive): SHAL Fingerprint BT:AT:29:34:54:50:CS:6FALFC: A8 SE4 AR 2B D 2iCRCTAD
oy 1214975410 23 ze £4 c1 15 ed =X 92 23 Ja MDS Fingerprint 55:5F:00:17:24:03:F7:20:26:85:90:26:3B:0B:E3:38
728 92 cf 1b e4 ik dc d2 o3 37 2£ d2 e§ 07 1d
8E2 3¢ 17 5c 22 £2 21 b7 e e3 54 40 34 3% b2
§2 1212 22 30 ¢c gc Zz 30 €2 0L €1 e3 Fc bl 93
éi 2426 32 03 k4 55 23 72 10 10 45 5 3 ed d§
o -:’C 0d 49 2e 42 33 04 2p 42 e9 22 cb 24 21 &3
S B8l 3 e ac 20 12 27 ef 7Te £7 B2 e 02 75
®l ke 14 72 o3

ck &4 72 08 24 21 eb Tb 07 2d 42
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Certificate Authorities

|

& Centificate Manager %

B rOWS ers aCC ept Yeur Certificates | Pecple | Serz;s_]rzca‘;ia” l Others |

You have certificates on file that identify these certificate zuthcrities:

certificates from a || (Gamawmms w8

»T0C
> TOC Internet

large number o Thewe

: g b Thawte Consulting

< CA 3 Thawte Consulting <<

. S b thawte. Inc.

.  The Go Daddy Group, Inc,

s s Py ST > The USERTRUST Netwerk
2 L e e Ve - i ) i :
\' » Le f‘( V4 » TURKTRUST Eilgi Detigim ve Biligim Gircerifigi Hizmetleri AS. ..

s A b Unizste 5p. 2 c.0.

H b Wells Farge

b Wells Fzrge WellsSecure =
b XRamp Security Sexvices Inc =
bt
5 View... Edit... lm_p-:rt..J t_ﬁycv‘..J {‘ - Celete.. }
e

client-hello

server-hello + server-cert (PK)

e —

= e
G;'ey exchange)(several options)

client-key-exchange: E(PK, k)

STRETDY

(ﬁinishe

o . HTTP data encrypted with (k)

Most common: server authentication only
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Why 1s HTTPS not used for all
web traffic? o e ey

B U
Slows down web servers *

* Breaks Internet caching

* ISPs cannot cache HTTPS traffic
* Results in increased traffic at web site

Provide user with identity of page origin

Indicate to user that page contents were not
viewed or modified by a network attacker

—————
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lisplayed

"@3 Network Secunty at Stanford W’ndo‘

e T 'C,::\x W
R OO

. All elements on the page ICChK fetched using HTTPS

For all elements:
« HTTPS cert issued by a CA trusted by browser
. W@ (e.g. not expired)
« CommonName in cert matchersfdiomaipjg URL

The lock Ul:  help users
- authenticate site

a \rfard - Mozilla 7 1refox B vy, e
Cvar S e "

y Beckmarks Tccls Help .
¢ N ({_]‘l:n_t}p:,’/cryptc.stanfcrd.eduf I - [[ | l\.w _P_]

ckmari:s chls Help

ﬁ q https://crypte.stanford.edu/ ﬁ? N ! !C,]'i Cocgle
s You are connected to
stanford.edu

which is run by
" (unkncwn)

Verified bs: Comede CA Limited

Y Ycur connecticn to this web site is encrypted to
“=  prevent eavesdrcpping.
*
I ¥ _ [viore Tnformationc ] F
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The lock UI:  help users
authenticate site

clicking on bottom Jock icon gives

{

¢ Firefox 3:

~ Web Site Identity

Wek site: crypto.stanford.edu
Ownen This web site does not supply identity inform

Verifiedby:  Comodo CA Limited

ation.

This wek site provides a certificate to verify its identity. ;

- Privacy & Histcry
Have  visited this wek site befcre teday? Yes, 8 times

Is this wek site stering informaticn {ccckies) cn v
my ccmguter? . |
Havelsaved any passacrds fer this web site? Yes View Saved Passwerds ;

1

- Technical Details ——————————"==""""""" '
|

Connection Encrypted: High-grade Encryption (AES-256 256 bit)

The page ycu are viewing was encrypted befcre being transmitted cver the Internet.

zed pecple te view infcrmaticn traveling betwveen
ead this page a5 it traveled acress the netwerk. d

Encrypticn makes it very difficult for unautheri
cemputers. It is therefcre very unlikely that anycner

i

The lock UL: Extended

Validation (EV) Certs

. Harder to obtain than regular certs
» requires human lawyer at CA to approve cert request

. Designed for banks and large e-commerce sites

& VeriSign - Security (SSL Certificate), Communications, and Informati i
S A cations, en ~aticn Senvices - E— -
paig ' — : ma l\i Services - Windows Intemnet Explorer =4 [E] ji
@ N\ 1_8__"._..5,".5 WL VETEIgN.COM, v & VeriSign, Inc. [US] l "' X l l Google L v
- N e e vi

NI RIH F

3 send Money, Money Transfer - PayPal - Mozilla Firefox 3 Beta 3 - ;@w}
File Edit  Yiew Higtpry _E_'oa}qnarks Tecls  Help = t.'_/gl
gy

o, i ‘::? C" L‘g\;g Faypal Inc. {US)‘,?https:,'}’v,".‘:'.v.paypal.':amj

Scanned with CamScanner



t \’.u’v-»a
[u The L4t 1" mmy pockme

¢ Users often land on
logm page over HTTP: (& - ¢

™ X 0

{
%« Typesite’s HTTP URL \
into address bar, or |

. Google links to the
HTTP page |oe

roeget sage o Baa antd’

|
! £ oty ot Phan Portic pants Laaly
] pascatee Lasn Cuntomers (€7 ]

Mv*n 'mumtud! 5 ~ens Frano,

“T;.I’”!g {eip
? “Acnovm r

PIRSONAL m \\CI

_—

Inv alid certs
5 Examples of invalid certificates:

. expired:

« unknown CA (e.g.

> Users often ignore warning:

. Isitamiss- -configuration or an attack?

current-date > date-in-cert
« CommonName 1 in cert does not. match domain
self signed certs)

Onine Sentcey

Oniine Danking with puiPay

Mobite Banking
Onling Rroxeraga
Maors

Repremant Planning
Tools & infarmation for

Lifatime Retiramant Planning

Inyeaungd
Accounts 8 Senced

IRAY
Maore

. Small sites may not want to pay for cert

in URL

ol Services - Moz a Farlon

i i ————ra
-

w wahoviacom/

Danking
Cheching
gavn;e 4 COs
Crean Carcy
Check Cardy
Moie

Leading
Mangage
Momae Equity

£ oucaton Laans

vehicle Ladns

Rates
Mataans B see

User can’t tell.

° Accep,tinginyahd_Qe_lit_QD.ahlggm_@Eﬂ'n:micl_dle
attacks

(see hltp://crypto.stanford.edu/ssl-mitm)
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Man in the middle attack using
invalid certs

.'LW/“»HM ’
- cattacker B, )
(ClientHello) S /ClientHello’ N b_a_nl\

[

ServerCert (Badguy) ServerCert (Bank)
CRCLLDA8ST), oerver el

PANI e 0t s T

Wal’ning! 5o s Wy £\ \\-7
—— e @ boy 3 3\‘\'\3\ \ yio
SSL key exchange -

HTTP data enc withk, 5 HTTP data enc withk; 5

SSI key exchange

o Attacker proxies data between user and bank.
Sees all traffic and can modify data as will.

Firefox: Invalid cert dialog

rigeery nocxmams loc1s Hep

pie Loit yiew g it WAL
B e vl UC,\ -LE:;.;I-: P

A (Blugwogeey (s

P

W) onnectlon Falled |
i

A E igoogle.com Uses an invi

The certificate is onlyy‘ali‘c‘l‘f»

|
'l

or www.gaogle.com
——S——, E,‘

(Error code: ssl_error_bad_cen_domain)

ea problem with the server's configuration, or it could be someone

ersonate the server.
o this server succassfully in the p

y again later.

w This could b
trying to Imp
w If you have connected t
temporary. and you can tr

ast, the error may be

QLxmmumummcnﬂwm
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T

’, «‘,A;.. y‘,‘[
oL medalas

s

A2

A

E T

SRS S
<

17
Y

I eIy
LIRS
URERY,

[E: invalid cert URL bar

plorer i

‘ Live Search

SEARCH OUR SITE

Go Gooale

The Advanced Computing _Svystrems Associatipn

Conferences Join/Renaw wiho W2 Are Contact Us Jogin:

i Direct Links ‘ Us
| UFCOMING CONFERENCES cs:o,
o Pagister On-site for FAST ‘0% Beginning February 23 :rl:

IPsec
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. Overview
: /Uel'uo!k lﬂp(’
41 .
¢ IPsec can provide security between any two
network-layer entities

— host-host, host-router, router-router

¢ Used widely to establish VPNs

b \3\35_._@ N
¢ IPsec encrypts and/or authenticates network-layer

—_—

traffic, and encapsulates it within a standard IP

packet fqr_r’outing‘_qyggﬂlmeh_l;gnft

- Overview
SYagess

o [Psec)consists of two components
_ IKE --- Can be used to establish a key

_ AH/ESP --- Used to send data once a key is established
(whether using IKE or out-of-band)

¢ \AH

_ Data integrity, but no confidentiality

¢ ESB -
_ Data integrity + confidentiality
— (Other differences as well)

Scanned with CamScanner



b \Wasisely ) et ) s *

e
) 5 mues Lf\.—j\_( ‘J:S,)\ O/c(\
S fable Ju AT

' Security policy database
; Girosshy Qoo _pum Al W Qe ) %

© + Nodes maintain a table specifying what is required
. for each incoming packet

- [Drop

- Mwithout [Psec protection

— Require IPsec protection

+ (Auth only
-
'

¢ As with firewalls, decisions can be based on any

information in the packet

n/@\)h\\\§ é——— ‘A T D
\nede/, . (/u-\\l’)
LoV s \aede/ yy o = /\L___@ .
AcL Ve N AL @ s 7 T el
Acl {
E PE",) D

_ Security associations (SAs)
éjtu‘f‘.&p Rl Y e s Sodal 2 2as L DAL —‘-a_..__ L,"L_&

-~ ¢ When a node receives a packet, needs to know
- who it is from

— ng_beﬁf:\eivig IPsec traffic from multiple senders at
the same time -- possibly even with the same IP address

X‘S\'_L\ Sn'-\l(a.h'i-c [

X Agﬂ SAdeﬁneS_aLe%Myer unidirectional
logical connection

— For bidirectio ommunication, need two SAs

¢ The IPsec header indicates which security
association to use
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- Security associations (SAs)

: o A tremendous amount of information is kept in the

- AH: authentication algorithm
— _AH: authentication secret

— ESP: encryption algorithm

— ESP: encryption secret key

— ESP: authentication enabled yes/no
— Manykey-exchange parameters

— Routing restrictions
— IP filtering policy

Firewalls...

D olen 5\ ekt 8 Ty AL G Rsed D) s
¢ Potential problem if upper-layer header data is
used for decision-making; this information will be
encry Pted when using IPSGS: et

n Arguments pro and con as to whether this data

should be encrypted or not:
// . .
_ Pro: This data shouldn’t be divulged; get rid of

ﬁiey__qu S
_ Con: administrators will-likely keep firewalls and turn
off encryption...
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N :\--ﬁl‘.\

) AH VS. ESI
AR

A

+ Two header types. .-
+ Authentication header (AH)

— Provides integrity y only
load (ESP)

— Provides encryption + integrity

+ Both provide cryptographic protectlog S)f o

everything beyond the TP headers v sa i 49

— AH additionally provides integrity| protection of some
fields of the IP header

ey
"5 ¢ Encapsulating security pay’es

~ Transport vs. tunnel mode

+ Transport mode: original IP header not touched;
[Psec information added between IP header and
acket body
— IP header | IPsec | [ packet ]
\ y,

v
protected

— Most logical when IPsec used end-to-end
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Iransport vs. tunnel mode

¢ Tunnel mode: keep original IP packet intact but
protect it; add new ew header information outside

— New IP header | IPsec | [ old IP header | packet ]

by, ToeCaa )‘_SS;L ~N
diskoy 3 Rresdidl s\ encrypted W,
Y
authenticated

— Can be used when IPSec i Sec is applied at intermediate

pomt along _g_h (e g., for 1 firewall-to-firewall traffic)

* Treat the link as a secure tunnel

— Results in sllohtly longer packet

More on AH

rQ.’M_"_ \/( g] .>\:i$).)\ oD

—1
—

¢ AH provides integrity protection on header
jﬁButg,gme fields change en route!

+ Immutable fields included in the integrity check

““”‘”’ + Mutable but predictable fields are also included in

the integrity check
_ The final value of the field is used
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. More on AH vs. ESP

¢ ESP can already provide encryption and/or
authentication

¢ So why do we need AH?

— AH also protects the IP header
— Export restrictions

— ijjc—\ivflls need some high-level data to be uwd
¢ None of these are compelling...

. AH Header

SPT (Security Paramstere Index)
Rerdny dineyy y S

S8quence Number

Authentieatian Data
(usually@_ﬁ or SHA-1 hash)

}+ 32 bits —3-]
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IPSec in AH Transport Mode

. . A
Original IPv4 Datagram Hew 1P New IPvA Datagram

= t Ly i ;
= | ver |hlen T05 pkt len ype & | ver |hlen T0S pxt len o #H size
] = X
D i o
Z In flgs| frag offset iy 10 flgs| frag offset
=y — = =

TIL proto=TCP header cksum TIL proto=AH header cksum

- I~ . /‘} \.:. P =

oomeem" sxc IP addrest——___ |

-

s1c 1P address "~~~ )

det 1P address

PRaY
- Y
|
/
~
.
-,
ﬂ;
1]
J
4
-

dst 1P address

A X
-
s | next=1CF } #4 len l Reserved
TCP header (proto = 6) < ""'"" = =
P Jpl (Secutity Parameters Index)
= ‘ _ _
=l Sesuence Nabez

Authentication Data

TCP Header + payloady.

"
’
TCP payload 4 (usually DS or SHA-1 hash)
8%
A
é (P headmr {pretc = €)
=
- R T
[] +
it ;
Protected by <
AH Auth Data é’ TP payload
S
—
IPSec in AH Tunnel Mode
(S ST Original IPv4 Datagram New 1P New IPv4 Datagram
s ™ type X :
L | ver hlenl TOS pkt len \ f = | v 'hlcu‘ T0S pxt lzn « PH ¢ 1P
= i =
£ 19 flgs| frag offset \ = 1D flgs| frag offset
& b— - = \\ [l - —
T yoto=TCP head=r cksum \ TTL i proto-ik header cksum
I i!’ _____ 2 - L —— 2L ™
= ! —
cam—- syc 1P address ! sxc 1P addrese o
“‘ dst 1P address \\ : dst IP addreas B s,
-'-;" . 1 | E— - »
= /_\-,, pext=1P * 44 Len ! Resegved
< [53 AR T
= TCP header (proto = 6) / = ,
= < ¢+ SP1 (Security Parometezs Ind=x)
(=8 = ‘
- I ettt — =
=~ Segurnce Naes
2—1 ’
? e Authentication Data
= TCP payload ! 5 (usually ¥D5 or SHA-1 hash)
= )
= | wer ghlenl T35 ; vkt len
b
< .
/ . ™ ﬂzsl trag ctfaet
- =
; — 17l ]prnm-T(P head=r cksum
=
[]U Protected by = stc 17 address
AH Auth Data 5
BELATE b det 1P addrese
1LP header (pretle - ¢
1P payload

o
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ESP Header

ESP WQ Authentication

ESP with Authentication

by ]
o : U
SPI (Security Parameters Index) E SPI (Security Parameters Index) 3
_ Y L
) = Sequence Nunber o
Sequence Number 5 4 a
l’ i
\ Encrypted 1
v - ~
. n Encrypled N payload Y
3 N vaTiakl
" i Payload M s, (variakle)
‘\\ {variakle) S e S - T \
e e i padding e o
e - - s
= g Y (variable) pad len Lnext hdr § »
padding r >V'L' >y, ':_1*, B - 9.
' i vl " y - . w
(variable) ! pad len L next hdr} - aithentication Data
L 37 bits > = e |
e ’ : | 32 bits—————]

IPSec in ESP Transport Mode

Original IPv4 Datagram

-
L | ver [hlen] TOS pkt len
=3
.
= 10 flgs| frag offset
= N CL :
TIL  fprota=ICP header cksum
J PR = src IP address
. —
T dst IP address
4
©
I
o
= TCP header (proto = 6)
2
4 oo mmmmm e co el
Il
;
°
<
>
N TCP paylead
O
=

Enrypted

Data
——

¢'I,IIIIOII-
sAuthenticated
—Data

==
tan

New 1P New IPv4 Datagram
type E
& | ver |hlen]  Tos pkt len
o
z: 1D flgs| frag offset
ol R e — 4
—__T_II:‘) ‘protoaﬁt .. header cksum

e ~-——

sre IP addze;; e

e
i

dst IP address

= -y
@ SPI (Security Pavameters Index)
Sequence Number
P 8
TCP Header
-~ = Payload
R ™
o & (variable) Ny ON
i
1
\'\_ e
Padding -
O ri E 5 B emee.,
b \wariakle) j pad Len Lnuxl:‘!ti’j

Authentication Data
(optional)
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At AR R
B PR Ori ina
E} . ginal IPv4 Datagram — New IPv4 Datagram
) ~ fver [hlen| 7o b
i @ . pkt len WPe 8 [ ver [men| oS pkt len
= [
Io ]
B lgs| frag offset . 10 flgs| frag offset
...... o
TIL roto=1 g bt FLEE RS
ProtosTCh{  header cksun TIL, [protosEsPl  header ckstm
P it AR R S
Y Rt sre .
1P address src IP address "~ _
ht dst =
3 1P address dst IP address .
(‘? g Y
= Q.
= TCP head v SPI (Security Parameters Index)
) eader (proto « §) Lt
4 Fommmmee Sequence Number
"""""""""" PR §
o ¥ R
§ : IP Header H
N TCP payload :
(- ]
et '
1
!
1
'
)
| PN ‘S TCP Header <
| [][] R + Payload ~
| 13
‘ H Encrypted )
]
| Cata “ 5
¥ S e 3
‘---.-..-I-I. - P
s Authenticated s Padding Ty
H Data : (varisble) pad len § oext=IP
®cncmaccsana® S —nuaus SFFEEES
Authentication Data
{optional}

IPSec in ESP Tunnel Mode

The future of AH?

o In the long run, it seems that AH will become

obsolete |
_ Better to encrypt everything anyway

_ No real need for AH

: ance disadvantage
— Certain Eel’fgf_l_l}__/< —
/

| S i lex...
oAy —AREITES
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[Psec: IKE

! Overview of IKE

2w AV B oau A
¢ IKE provides mutual authentication, establishes
shared key, and creates SA

SQSS' oN )5 easc Jmﬂ \ \';\.';s éc 4_\_’._,‘,‘,
B . . .
+ Assumes a long-term shared key, and uses this to

establish a session key (as well as to provide

authentication) = = > M@ e =

+ Supported key types
~ Public signature keys = Public ess

AR S;.) A
(= ]

= PUbliC CIlCI'yptiOn keys . . Qo 9Q\- ven ) ?u.\o\\'(. Xy

— Symmetric keys

Scanned with CamScanner



. __.’.AJ_...‘,.;.__,»."'_’ IKE phases

¢ Phase 1: long-term keys used to derive a session
key (and provide authentication)

¢ Phase 2: session key used to derive SAs
¢ Why...?
— In theory, can run phase 1 once, followed by multiple

executions of phase 2

« E.g., different flows between same endpoints

» Why not used same key for each? Is there any secure way to
do thus?

— In practice, this anyway rarely happens

R Key types

¢ Why are there two PK options?
— Signature-based option

* Efficiency (can start protocol knowing only your own public
key, then get other side’s key from their certificate)
* Legal reasons/export control

— Encryption-based option

* Can be used to provide anonymity in both directions

¢ Adds tremendously to the complexity of
implementation
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