Claprer (5) ‘

UDP

« Unreliable Datagram Protocol
« Packet Oriented, not stream oriented like
TCP/IP
. "Witich faster but no error correction
. Must fit data into packets of about 8K or less
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Advantages of UDP |

e UDP communication can be Mmoreefficient than

guaranteed—delivery data streams.
e Unlike TCP streams, which establish a connection,
‘\,U_D;P""Cé‘ﬂS‘é_‘sfjféfWé?fo_v_e rheads.
« Real-time applications that demand up-to-the-second

or better performance may be candidates for UDP, as
there are fewer delays due to the error checking and

flow control of TCP. ;
e UDP sockets can receive data from more ‘(han one
host machine.
—7"' \‘\B\u%nﬁ
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The UDP Classes

« Java's support for UDP is contained in {W
“classes:

java.net.DatagramSocket Cj" impPlemed: o,
imalate Hee nar e
e

ASRVH
A datagram socket is used to send and receive
datagram packets.

java.net.DatagramBacket

- R

c\ééﬁ'QSSGs B

h,@@va.net.DatagramPaETiet "

 The DatagramPacket class represents a data
packet intended for transmission using the User

Datagram Protocol

. Packets are containers for a small sequence of
bytes, and include addressing information such

35 an IP address and a port.
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Creating DatagramPacket

. There are two reasons to create a new
DatagramPacket:

—

|\ETolsendidata to a remote machine using UDP

ITToTeceivedata sent by a remote machine using

UDP ’ Yo loui\d Ovject Q—o Sraht‘)%mq’eue \
. choice of which

DatagramPacket constructor to use is determined
by its intended purpose. Either constructor
requires the specification of a byte array, which

will be used to store the UDP packet contents, and
e the length of the data packet. o

bk .5 Portnumber in francpont (ayer , lub here wm S —_—
@m

“'E‘;fjﬂli%“] c\q\-“@fc«m Docket becawte (Fs Simulatay ok Real »

Two DatagramPacket Constructors

Ve oy 1'mpPertan &
R _Constructors for recejving datagram

- = ;
(D public DatagramPacket(bytc[] buffef int length) C N Josn JENGGen
@ public DatagramPacket(byte[] buffer, int offset, int length) o JS ewo ™)
| " EXample; '7 —. q 0;,\,-\6{1;)0’ " ~—) S5 Q:J‘\&('"k\'#_l) G\"U“*\‘
= ‘rj‘\ «—hyte[ | buffer = new byte[8192]; P R i "o
- \’\
as! . DatagramPacket dp = new DatagramPacket(buffer, buffer.length);
(‘p 1\’%) : L 1 etk Bt g bty v o)
—0k)e-. ’ .,
C.onstructors for sending datagram U"fq’;sf i destinationm
pu\;;lll.c DatagramPacket(byte[] @, int length, InetAddress remote, int port)
public DatagramPack i 5 : s
o} g acket(byte[] data, int offset, int length, InetAddress remote, int

Example:

InetAddress addr = InetAddress.getByName("192.168.0.1"):
DatagramPacket packet = new DatagramPackgt_Mw ’

2000); t (new byte[128], 128, addr,
el 8o
cadv- Ve N ;
e Er——— 1
- 2 000 —_ R.‘.g vis
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DatagramPacket (Example)

String s = “This is a test";
byte[] data = s.gg’?éytes() :
(ry{
InetAddress ia = \netAddress.g@l@m(“www.ju.edu.jo");

L 1P eddress _J

int port =7,
DatagramPacket dp = new DatagramPacket(data, data.length,

R

ia, port); W juedajo N datmgtam fus

1
@UnknownHos’tException e) {

System.err.printin(e);

}

1"

Using a DatagramPacket

« The DatagramPacket class provides some
important methods that allow the remote
address, remote port, data (as a byte array),
and length of the packet to be retrieved.

* As of JDK1.1, there are also methods to
modify these, via a corresponding set method.

* This means that a received packet can be
reused. For example, a packet's contents can
be replaced and then sent back to the sender.

12

Scanned with CamScanner




DatagramPacket:
s o P . M‘Tewtﬂgg >
Communicatyon owl” b= ’ C\,Jc\&u\ pr

o InetAddress getAddress()— returns the IP
address from which a DatagramPacket was
sent, or (if the packetis going to be senttoa
remote machine), the destination IP address.

o byte[] getData()— returns the contents of the
DatagramPacket, represented as an array of

bytes.

e int getLength()— returns the length of the
data stored in a DatagramPacket. This can be
less than the actual size of the data buffer.

13

DatagramPacket: Methods Cont.

eturns the port number from

which a DatagramPacket was sent, or (if the
packet is going to be sent to a remote
machine), the destination port number.
e void setAddress(lnetAddress addr)— assigns @
new destination address to a DatagramPacket.
tData(bytell buffer)— assigns a New

atagramPacket.
he buffer long enough, to

. int getPort()—r

e void se
data buffer to the D

Remember to make t
prevent data loss.

14
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java.net.DatagramSocket Cont.

* Since UDP packets do not guarantee delivery, this
can cause an application to stall if the sender
does not resubmit packets.

« There is no distinction between a UDP socket and
a UDP server socket.

« Also unlike TCP sockets, a DatagramSocket can
send to multiple, different addresses.

« The address to which data goes is stored in the
packet not in the socket.

NET N o s 2la 4 17
—o) Zf Uka q‘/\ BC\W\\/'@( = o
% i 3 C._}n?‘) .
u:f’a@

‘.msi. L—_B ConsHuctor };f recievin amrz‘- f-'fH one

below ()
e S? Cgrt] LL

Creating a DatagramSgcket

Se V\GJQF Ke_c\’.e .;Q_/

< A DatagramSocket can be used to both send and receive
kets Fors: Sfuckel Jst )
< public DatagramSocket() throws SocketException st el Py

¢ public DatagramSocket(int port) throws SocketException (}L%Lo)
¢ public DatagramSocket(int port, InetAddriss laddr) ;
throws SocketException £ o Dttt bl
« The first is for client datagram sockets; that is sockets
that send datagrams before receiving any.

« The second two are for server datagram sockets since
they specify the port and optionally the IP address of the

socket ;
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Using a DatagramSocket

* DatagramSocket is used to receive incoming
UDP packets and to send outgoing UDP
packets.

* It provides methods to send and receive
packets, as well as to specify a timeout value
when nonblocking 1/0 is being used, to inspect
and modify maximum UDP packet sizes, and to
close the socket.

U'S Qs -
+ \lb'ya Conne k
( QD C—— Connechon (_rD (WX Chadk

o B D Gyl
\ 2 “' = ’ . =
S E <o) WL’ Q\)ﬂs}!}e“ D dobs b= (fﬂhd"n ) ,, -

o j _J) l/’/u'l g
& (\COnanmLc,‘gQ -

DatagramSocket: Methods

19

e void close()— @e‘tﬁ and unbinds it from the
local port. (o check 1§ i s e )
° vfg_ig_cp,nnec:t(lnetAddress remote_addrint
MM)— restricts access to the specified remote
address and port. The designation is a misnomer, as
UDP doesn't actually create a "connection” between
one machine and another. However, if this method is
used, it causes exceptions to be thrown if an attemptis_
made to send packets to, or read packets from, any
other host and port than those specified. a
« void disconnect()— disconnects the DatagramSocket
and removes any restrictions imposed on it by an earlier

connect operation. 20

B
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+ When an application wishes to read UDP packets,
it calls the DatagramSocket receive method,
which copies a UDP packet into the specified
DatagramPacket. The contents of the
DatagramPacket are processed, and the process

is repeated as needed.

Listening for UDP Packets Cont.

27

(Zc,a\"—*"‘“j
Listening for UDP Packets Cont.

The following code snippet illustrates this process:
DatagramPacket packet = new DatagramPacket (new

256 byte[256], 256); Ls byres mossin  Leusghin
0 DatagramSocket socket = new
DatagramSocket(ZO(}E))i_) Sk el Salile S5 g
boolean finished = false; Qs bt S\ S
while (! finished ) Tl G
{

socket.receive (packet); —. to recerve datagr packd
— e —— aM oL C 7
// process the packet 8 |

}

socket.close(); " 28
55 g
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Listening for UDP Packets Cont.

« When processing the packet, the application
must work directly with an array of bytes. If,
however, your application is better suited to
reading text, you can use classes from the Java
|/O package to convert between a byte array

and another type of stream or reader.

By hooking a ByteArraylnputStream to the
contents of a datagram and then to another
type of InputStream or an InputStreamReader,
you can access the contents of UDP packets

relatively easily

29

Listening for UDP Packets Cont.

Figure 5-4. Reading from a UDP packet is simplified by applying input streams.

| InpuiStream \
DatagramPacket {_____‘, pu ‘ e
‘

| IP address

e Arra) 1Stream
Pon address_ ‘1 ByteArraylnpulSirea or

|

P'IC'KE'I dat'l / 4

byle[] {o / W}ulStreamReadnr
, PR e R

« For example, to hook up a DatalnputStream to the contents of

a DatagramPacket, the foHowmg code can be used:
{ByteArraylnputStream [eepa—— §=,
QR P2 o) (05

low ! Q.aByteArray|nputStream(packet getData() )
datagian packet- b/VPe

\;\,mg-DataInputStream din = new DatalnputStre m (bin); Conk, Sz, )
// Read the contents of the UDP packet
lCan read 1k, Lhats, - _ %E?A‘g“‘:" %

-------
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Sending UDP packets Cont.

\,V"L ]"E’L
(Sb ‘E Po )

ver:
. The following code snippet illustrates this process: N
. DatagramSocket socket = new DatagramSocket(2000);
. DatagramPacket packef packet = new DatagramPacket (new byte[256], 256);

[
[ packet.set/ setAddress ( InetAddress. getByName(somehostﬂ arre) o by tes

packet.setPort ( 2000 ) \)‘Er; : o Y ( 2erss )
: fnikially.

« boolean finished = false;
« while Mfinished ) (Set Funchions )
I
« /] Write data to packet buffer m ‘
S T
« socket.send (packet);/ i le -mSAcg(’.
+ ]/ Do something else,
« /] see if no more packets to send

like read other packets, or check to

33

}
« [ socket.close();

Disadvantages of UDP

* Lack of Guaranteed Dellvery

- ——————————
e

. Lack of Guaranteed Packet Sequencmg

—

. Lack o_fﬁFIow Control

——

34
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User Datagram Protocol Example

'T{UDP Server:\
(i e e

1/

// UDPlistener.java based on code in Dietel and Dietel

// Server reads a datagram packet from a client and responds

// with a datagram packet.

1/ > ,<

import java.io.*; . %
import java.net.*; Secket ?" SRR B

public class UDPlistener | why 2 j)qcé:efs (9

private DatagramSocket mySocket; = ¥ Lo

private DatagramPacket receivePacket; wdeLine <eroer will reciete \P"‘Ck 3
; —_——— N

, private DatagramPacket sendPacket; Objects- __%‘(LC;,Q,\.\.C) " e e °

Cmﬂfﬂﬂhc_EEbMPlistene:() {

System.out.println(" \nListening very carefully!\njn"): . E
try { "ANS% te shart \l‘il"-cv»d
Cfeare  __npySocket = new DatagramSocket( 4567);: Sy
(a] bd'cgt } L_%? S .
catch( SocketException sE) ( // error so bad server dies!

System.err.println( "Could not open a datagram socket™);
sE.printStackTrace();

System.exit( 1);

}

} // constructor

//

i P i ispl th and respond. i
;; Wait for ackets from client, display them p Sk e s il
public void waitForPackets () { 2 er g, = . O\,,eDAJ
do { // wait for 'END' from client!! \ g
// receive a packet, display it and echo ( — ) i s
try { 2

// set up a packet ready to receive the msg

; Mao .
pbyte data[] = new bytel 100]: » leny r— - s
a}pbo «—receivePacket = new DatagramPacket ( data, data.length); ( o )
WA // now wait for the packet ];33 - 2 |iz
‘J\a * mySocket.receive ( receivePacket); b -
isplayPacket ()} = B .
sendPacketToClient ( "I see you sent: "); =g 2k e gl

I

& ) o (eycep"h'on)

- catch( IOException ioE) { _
System.err.println( "Some receive error!");

System.err.println( ioE.toString());

]
} while( !(receivePacket.toString(}) .equals{ "END"));

} // waitForPacket() s 5, J\A:::‘/:X\g ._f_lf J:*’

U}f}(e,a(cephbn)z_\,_é)gjbr ([J:’J_»D\_SQJ—S %3‘0“;‘)3 (},w_,.) E('! (ﬁlr}) r—;JJVs.J ¥\

(Vo) )y s Lor (Connedt furchon)

2 Sef ”ﬂ:’"} Kk — died] v

b‘#{-f r

pamm——

(c onnﬁh‘on/us) 20 39 J
e i, e
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I :
!;nisplay the received packet

1 0 v

: public void displayPacket() (
sgstem.out.printlnl vpacket received: M);
system.out.println( "\tFrom host: "

system.out.println( e "

tHost port:

+ receive?acket.getﬁqugss());

_ + receivePacket.getPort )7

system.out.printin( "\tLength: " *+ receivePacket.getLength(})i

sySLem.out.prlntlnt w\tContaining: "); e g

system.out.prlntln( m\t\t" + new Stringl receive?acket.getDatal)r 0,

receivePacket.getLength()}]; L(' (

Y /1 displayPacket () e ey ?"!C]ca[—/)

/"

/] echo packet

/!

private void sendPacketToClient( String msg) throws 1oException { - 4 N
¥ PGl POy s

// conmstruct the packet to send gam{= e e kel

: = D Ak R il ke
string sMsg = mMSg + : e

sMsg += new string

( receiveP
/| create the pa

cket to send

acket.getbatal)s 0/

——— e

receivePacket.getLength())?
kD

I:z?nd?acket - pew DatagramPacket( sMsg.getBytes();

eceivePacket.get

address ()
|/ send the

packet
mySocket.send( sendPacket);
System.out.println( npacket sen
v I sendEacketToClient()
1
Il e
H
public static void main( String args
UDPlistener 2PP new ypPlistener{}:
app.wait?or?ackets();

1 // main

} [/ class UDPlistener

xecute the application

A UDP Client:

1

1 UDBclient.java ba
// Sends a datagram
/] waits for a reply.
/!

import java.io.*i
import java.net.*;

sed on code in Di

b

import java.util.Scanner;

public class vDPclient {

private patagramSocket mySocket;
private patagramPacket sendPacket;
private patagramPacket receivePacket;
public ubPelient() { // constructor
try {

m}?gfket - new DatagramSocket();

packet to 2 server and (

sMsg.length( r
receivePacket.getFort(}): déyicﬁ\

t back™);:

th

etel and pietel

e

—

)
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}
catch | SocketException sockE) {

system.err.println( "Problem opening datagr (R
sockE.printStackTrace () ; ¢ e SAEEESTS
system.exit ( 1);

}

} // constructor

/!
4 ;5 Send packets, wait for responses from server and display them.
. J‘ "
::'n “‘j‘ . public void sendPackets () { ’_,___J,{npw]- Streaw s Jﬂrﬂd J:ﬁ
4 Ny S~ Scanner kbd = new Scanner | System.in); P 3 W
Q@Z String message = null; byle :7{
+ byte rdatal]l = new bytel 200]; // to hold response P
do{ // wait for 'END' e o ‘Ef(."do
ery of 19t Crrey =
// set up datagram packet. ine
System.out.println( "\nEnter a message to send (END to disconnect): ")7 "»h’)
// next line of input from keybd.
N message = Kbd.nextLine () // what happens if we use next()?
if( imessage.equals( vEND")) { // if more messages to send
// set up the packet )
i pyte sdatall = message.getBytesﬂ-:__n P,(a m Sk ng Fe b VYie s .
) : bVégggggcket = new Datagram?acket( sdata, sdata.length, ~ L
S s InethddreSS.ggtLocalHOSt(], 4567) ; s\ 2r ¢ <o) j@k@ﬁ)
machine - mySocket.send( sendpacket); L—> ‘e > ;Q@GyZ:wﬂ -_ 3
/] wait for response! = : gif °.ﬁtF;J
receivePacket = new Datagram?acket( rdata, rdata.length): .QpLgL}Gulwp
mySocket.receive( receivePacket); —
displayPacket();
y // if msgs to send
Latch[ I0Exception ioE) {
System.err.println( "Receive error!™);
ioE.printStackTrace();
§ whilel lmessage.equals( "END™) ) ;
System.out.println( "Cclient finished")
mySocket.close();
y // sendPackets ()
1/
// display the received packet
//
public void displayPacket() (
System.out.println( wpacket received: e
System.out.println( w\tFrom host: " * receivePacket.getAddress());
System.out.println( »\tHost port: " * receivePacket.getPort ());
System.out.println( m\tLength: " + receive?acket.getLenqth());
System.out.println( m\tContaining: ");

System.out.println( vy e\t + new string( receivePacket.getData(), 0,
receive?acket.getLength())); |
v/ displayPacket () |

'/
// start the application!
/!

public static void main( String args[]) |
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CHAPTER 6

Transmission Control Protocol| (TCP)

Instructor: Dr. Khalid A. Darabkh

—
| Y
51\:-1‘_?-?)
E -—-Eg‘l"’]b\ﬂ b&- k’ C”l CC!C C{amajc ?::;bréro
:" Flow Bl vrs 2 CBWHGL "' ] ni}— On by Dﬁs(’wﬁ{ UD £
T Brndto Gad prerocsl,

«Datagrams

» Before data is sent across the Internet
from one host to another using TCP/IP, it

is split into packets of varying but finite
size called datagrams.

 Datagrams range in size from a few
dozen bytes to about 60,000 bytes.

- Packets larger than this, and often
smaller than this, must be split into
smaller pieces before they can be

 transmitted.

2
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Packets Allow Error
Correction

» If one packet is lost, it can be retransmitted
without requiring redelivery of all other
packets.

« If packets arrive out of order they can be
reordered at the receiving end of the
connection.

7~ Dca‘haﬂrqm. —a When s/ n& U:D;J
= Yook, _,

i il 7Cp

Abstraction

- Datagrams are mostly hidden from the
Java programmer. )

. The host's native networking software
transparently splits data into packets on the
sending end of a connection, and then
reassembles packets on the receiving end.

“Instead, the Java programmer is presented

with a higher level abstraction called g \
socket.

—
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s (BT
Corr

e - con Stuctors Q-\—-
gl TR Socket Classfwms e

- \__,_ .
2 m e

* The Socket class répresents client

sockets, and is g COMmunication channel
between two TCP Lommunications ports
belonging_jcg_g)ge_qj_w_gmachines. A
socket may connect to g port on the local
system, avoiding the need for a second
machine, but most network software will
usually involve two machines. TCP

sockets can't communicate with more than
.r’ . \__ﬁﬁm i e T s
two machines

,
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Socket Operations

* There are four fundamental operations a
socket performs. These are:

<600~3 y:‘}— n-J(')r"‘ 3'5
. t remote machine __. D

%1. Connect to a remo Obp

= 2. Send data

» 3. ﬁé&%ﬂéta j " \"mb@‘
A Clrem i :
4ﬂJ_S§_ﬂliconnectlon

* A socket May not be connected to more
than one host at a time.

How java Programs use cljent
socket{?

Clh'o-d— D Se,fuer‘ s

(Q\r\us-}c.) L..&_; Sacket W)
* Create new Socket y = <o S NP A ST

Once connection

Bt s establisheq, get
Outpu Stream: Full

Connection cuplex

* When transmission IS com le

Connection P, SgEs

B
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The java.net.Socket class

* The java.net.Socket class allows you to

create socket objects that perform all four
fundamental socket operations.

* You can connect to remote machines; you

can send data; you can receive data; you can
close the connection.

 Each Socket object is associated with

exactly one remote host. To connect to a

different host, you must create a new
sSocket object.

e i

.-~¢,Uef7 Svele ) "Fa/' S

Y Cbnnec{_ ;

Constructing a Socket

* Connection is accomplished through the
constructors.

* public Socket(InetAddress address, int port) throws
[OExeepfign: ~

* public Socket(InetAddress address, int port,
InetAddress localAddr, int localPort) throws
R i Sl e

IOException T P

> g ; — mulp homed

* public Socket(String host, int port) throws Machip,
UnknownHostException, IOException

* public Socket(String host, int port, InetAddress
localAddr, int localPort) throws

UnknownHostException, IOException

10
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try {
Socket yahoo = new e
Socket("www.yahoo.com" 80):
/I send and receive dataw' 8Q>

ﬁr‘ P 0,)‘
aw D‘ﬁ]"q S""'qu&_ )
catch (UnknownHostException ex) { .

System.err.printin(ex); }

catch (IOException ex) {
System.err.printin(ex);

}

15

st connect to any port on any

Oh t. The remote host W
ost.

nnections ON that port.

| | Gd F e (connect hj’k&w
jistening for, SO0 = ue (e

to determiné
host are listenind for
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public Socket(InetAddress host, int port)
throws IOException

try {
InetAddress yahoo = Sk Poresin mamg
mgtit;l_c_l_re_sg.getByName(www.vahoo.com);
™~
Socket ySocket = new Socket(yahoo, 80); é‘u‘
Il send and receive data...} RSN
L8 iy Bpregecnss < JJ

catch (UnknownHostException ex) {
System.err.printin(ex); }

catch (IOException ex) {
System.err.printin(ex);
Y

Picking an IP address

There are constructors also specify the host
and port you're connecting from.

On a system with multiple IP addresses,
like many web servers, this allows you 1o
pick your network interface and IP address.
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in (Strin :
terface, int o |g host, int port,
nknoa Port) throw |6EnetAddress
;[ry { o tException SSapilen
netAddress |
n -
ward = InetAddress.getByNa "
S?Cket Socket = new Sock o‘\féfus e el outer”);
g C " P .
/' work with the Sockels e;( mail®, 25, inward, o).
catch (UnknownHoste \JQ%\J N
Xcepti N
SyStem-err.println(ex); }ptlon ex) { L ,,,0:;, AL
catch (I0Exception ex) { T, S
System.err.printin(ex); ) ‘H%‘qu”%.z
"

19

public Socket(InetAddress host, int port,
InetAddress interface, int localPort) throws

IOException

try {
InetAddress inward = InetAddress.getByName("router");

InetAddress mail = InetAddress.getByName("mail”);

Socket socket = new Socket(mail, 25, inward, 0);
// work with the sockets... }

UnknownHostException ex) {

(ex); }

) { System.err.println(ex); }

catch ( .
System.err.printin

catch (IOException ex

20
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thods tg get an in
Put stregm for
a Socket ang an outpyt stre
Sty P am for the
Publjc Inp

Reading Input from a Socket
j G,ﬁjé:fﬁﬁfﬂiffﬁi>

o AQM¢Q> e ﬁf“‘(ﬁ‘@fé‘:jfﬁ;
| Goaess” The gemtStream()

method returns an oL’
InputStream which reads data from the socket,

* You can use gl the normal methods of the
InputStream class to read this data.
-(/)a I‘eddfr;(

In b»#mcﬂ J-P-Pj §Freamn. )

» he time the input stream IS chained to
s“,/loonita o tother input  stream  or reader
(ex.DatalnputStream or /npuz‘Sz‘reamR(_—;’ader) object
to more easily handle the data. Chaining the input
to buffers (BufferedinputStream or

uBufferedReader)for performance reasons
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The fo| Xample
av OWing cogq fragment Connects tg th
me¥c TE SVEr on  pog 15 -
Sends ' and displays the datg it
try ; ')cleé!’\"
\.16 Socket s =

——-HC.edu", 13),
.getInputStream ) ;

» a_ . o

Af) Str:Lng theTime = br.readLigg(); OP*;‘rm‘z H
Mo

System. out.println (theTimey77—> ’

Fter

catch (IOException e) { Qg:la@ ( h:)
return (0);

25

}

Writing Output to a Socket

e

vl filtefs

The [g/etOutputSf:reamm method retu:g:
- output stream which writes data f%%
:gplication to the other end of the socket.

i output
: J'll chain the raw
. Most of the timeé y%ther output stream Of

some Output
stream to s (ex. DaiaOUI?utSfregllg tohre .
writer ;I/af r)to more easily han
rite
Streaimn

i |
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‘—{d o )

Socket Options (attributes)

SO_LINGER

SO_TIMEQUT J "kt i all vers o

SO_SNDBUF (Java 1.2 and later)

SO_RCVBUF (Java 1.2 and later) *° '

SO_KEEPALIVE (Java 1.3 and later)
(EEPALIVE 13

27

—3(-e,uuy artsbyre Ak .
Jet -

Other Important Methods

How (cms

’'s ol iatatd 2

* boolean getKeepAlive() thI:OWS java.net.Socket

Exception— returns
B the state of the SO_KEEPALIVE socket option. 225 5 (/‘ B
: . ——————"ON er QW .

N[+ void setKeepAlive(boolean onFlag) throws S
java.net.SocketException—— enables or disables the .
SO_KEEPALIVE socket option. bef , P . ol

‘-C'Onch : i F-\—ﬁ not as beffor  in upD .
2. Sennd int getReceiveBu ferSize() throws java.net.SocketExceptlon-—
A% 2 11

returns the receive buffer size used by the socket, determined by
the value of the SO_RCVBUF socket option.

void setReceiveBufferSize(int size) throws

java.net.SocketException—- Modifies the value of the SO_RCVBUF
socket option, which recommends a buffer size f

or the Operating
system’s network code to use for receiving incoming datd. Not

every system will support this functionality or allows absolute
control over this feature. If you want to bufferinco

“you're advised to instead use a BufferedinputStre

BTx?feredReader.
28 4._; Thele 1g hand s \r\qk’fnﬁ
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Other Important Methods Cont.

= WuUSl be l,gh,\,;\d -R'rg‘-— noras bubler ia UDP .

int getSendBufferSize() throws java.net.SocketException— returns the

send buffer size used By the socket, determined by the value of the
SO_SNDBUF socket option.

void setSendBufferSize(int size) throws java.net.SocketException—
modifies the value of the SO_SNDBUF socket option, which
recommends a buffer size for the operating system's network code to
use for sending incoming data{ Not every system will support this
functionality or allows absolute control over this feature. If you want to
buffer incoming data, you're advised to instead use a
BufferedOutputStream or a BufferedWriter.

int getSolinger() throws java.net.SocketException— returns the value

of the SO_LINGER socket option, which controls how long unsent}- ¢ YN
data will be queued when a connection is terminated. < P Q‘\'w 3V
+ void_setSolinger(boolean onFlag, int duration) throws: i L\'Eim' r\ac
java.net.SocketException java.lang.lllegaIArgumentException'— = )3‘!' L
enables or disables the SO_LINGER socket option (according to the
value of the onFlag boolean parameter), and specifies a duration in
. Seconds. If a negative value is specified, an exception is thrown.

Other Important Methods Cont.
« int ggstIiméout() throws java.net.SocketException— returns the value of the

SO_TIMEOUT socket option, which controls how many milliseconds a read
operation will block for. If a value of 0 is returned, the timer is disabled and a
thread will block indefinitely (until data is available or the stream is terminated).
void setSoTimeout(int duration) throws java.net.SocketException— modifies
the value of the SO_TIMEOUT socket option, which controls how long (in
milliseconds) a read operation will block. A value of zero disables timeouts,
and blocks indefinitely. If a timeout does occur, a
java.io.lOInterruptedException is thrown whenever a read operation occurs on
the socket's input stream. This is distinct from the internal TCP timer, which
triggers a resend of unacknowledged datagram packets.

void shutdownlnput() throws java.io.lOException— closes the input stream
associated with this socket and discards any further information that is sent.
Further reads to the input stream will encounter the end of the stream marker.
voi downOutput() throws java.io.lOException— closes the output stream
associated with this socket. Any data previously written, but not yet sent, will
be flushed, followed by a TCP connection-termination sequence, which notifies
the application that no more data will be available (and in the case of a Java

application, that the end of the stream has been reached). Further writes to the
socket will cause an IOException to be thrown.
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Closing the Socket

* Till now it i
IS as
A sumed that sockets close on their

S0
cket closes automatically when one of its two

streams closes
! the ro '49
garbage collected. PICGFEIM - EHES ; Qi s

. To close a socket, the following should be called

bl ,
C|os€-;sbt:g S(\)/g(lgt Cgloset( ) throws IOException:
nnection. Closing a connect may or
g\]gyvglot allow remaining data to be sent, dependingyon
heve &ze(()jf tth:cel SCh)_LINGER socket option. Developers
o flush any output st '
B alion y output streams before closing a

31 o
\/‘I\'f Ao
(//‘

- From the application's perspective, the TCP
connection is a direct virtual pipe between the
client's socket and the servers connection
socket. The client process can send arbitrary
bytes into its socket; TCP guarantees that the

- gerver process will receive (through the
connection socket) each pyte in the order sent.

Furthermore, just as

the same door, the
its socket and the server

end bytes into its connection

process can also S
socket. (oc et yDama BT clied IV S o ¥
32 & 8 \L
G G e
S ock il
oc kel SOCflﬁtL—

~prnt
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Multipje Clients

. Multiple Clientg
€an connegt
Server at the SaMe timeg. to the same Port on the

* A Sel\/el “lay
Choose to accept on| .
. One COlllleC on a
al 'y leen “lOlIIent ’ tl t

. lncoming data s distinguished by the port to which it js
addressed and the client host and port from which it
Came,

* The §ei_"ver Can tell for which Service (like http or ftp) the
data is Intended by inspecting the port.

. it can tell which Open socket on that service the data is

Intended for by Iookin% at the client address and port
() e S
weu ) L OO W

R ccepl éébijj Clred
S g T [/t
R R PO B [ ]
%me\% C’;'ele- B

Se"l/e,
. _Queuing

* Incoming connections are stored in a queue
until the server can accept them.

* On most systems the defaylt queue length

is between 5 and 50—, Qj;_ )

* Once the queue fills up, fUnher incoming
connections are refused until space in the

queue opens up.

36

Fen
to
-~y

Yy
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‘e jla
J Va-het.ServerSnnknf

The java.net.s

Ceos. Clasare erverSocket .
Addless L, _: : .
Ry S@gﬁ onstructors
\oe i
S ja?,;v;;zocskee;u( lrnit;yEQXgrt) tthrows java.io.lOException
. . ceplion— binds the se :
the specified port number onts may
.S '
oot e B o o that remote clients may

If a value of zero is passed, an
free port will be .used—however, clients will be unat’ale 'Z)
access the service unless notified somehow of the port

number. By default, the queue size is set to 50, but an
alternate constructor is provided that allows modification
| of this setting. If the port is already bound, or security
- restrictions (such as security polices or operating system

| restrictions on well-known ports) prevent access, an
exception is thrown.

The java.net.ServerSocket
Class: Constructors Cont.

\ dsnt want fke.a’éf:uH‘
LVO\A we vt ({ +|a ._;-o)

. ServerSocket(iMrt, int numberOfCli Rk

[ |OException,” ~>—*
throws

java.lo.
java.lang.

binds the server

SecurityExceptlon—— mber and allocates

p ifi u

is is an
iant sockets. Th|§ IS
specified number Of Cl;?e ServerSocket(lnt oort)

| it d or
ed version O _ ~dy boun
Ovegg’ﬁgtor and if the port 1S already ception
con ’

gecurity restrictions preve
is thrown-
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The java.net.ServerSocket

Class: Methods Cont.

¢ loe Seiver Sk
. _ ver ket
void cloge throws Java.i0.lI0Exception— closes

the server socket which unbi
, Inds the TCP
allows other services to use ijt. Portend

Fer multinomed > e pers
InetAddress get|netAdtﬂ§s})— returns the% |
address of the server socket,

. which may be
different from the local addre

| ss in the case of a
multihomed machine (i.e., a machine whose

localhost is known by two or more IP addresses).

int _g_e_tl_.gg_qub_o_rt_(l— returns the port number to

which the server socket is bound.
41

The java.net.ServerSocket

‘-'—w(;:ﬁ/rr Class: Methods Cont.

acept)d  int getSoTimeout() throws java.io.|OException— returns
‘:Eonmdw‘w the value of the timeout socket option, which determines
how many milliseconds an accept() operation can block for.
If a value of zero is returned, the accept operation blocks
indefinitely.

. _void setSoTimeout(int timeout) throws
java.net.SocketException— assigns a timeout value
(specified in milliseconds) for the b|o‘cking accept()
operation. If a value of zero is specified, tlmgouts are
disabled and the operation will block indefinitely. Providing
timeouts are enabled, however, whenever_the acce_pt()
method is called a timer starts. When the tlm'er expires, a
java.io.lnterrupteleException is thrown, which allows a

42 garver to then take further actions.
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\'ﬁb}OCk"f\S 'Fl_md",'o,\ (muif )De Connect j{:'fsf- ),
e The accept() and close() methods

—

provide the basic functionality of a server

socket.
- public Socket accept() throws IOException

- public void close() throws IOException

. A server socket can't be reopened after it's
closed

49

: Flgugh_—_-s any '{‘)’h’)ﬂJ " lsupﬁzr Lt ll il ,

¥ / yOb\ doy]/ ” , ’ .
‘e’lae,uu w:// Close ‘L-.- Jose _ went Fof(é-) WOua‘Lo AWSL

Reading Data with a ServerSocket

. ServerSocket objects use their accept ()

method to connect to a client.
e public Socket accept() throws |OException

e There are no getInputStream() or

_getOutputsStream () methods for
gerverSocket.

. accept () m and its
getInputStream and

Lt getoutputstream() methods  provide
getOutputstrealll 2 —————

sstreams.

Scanned with CamScanner




Servers
W ServerSocket :
C‘; wso So.cket s = SS-aCCept(); SCC E\'Wuz_cu#(‘25345)’ \"\‘U’*m'ns
il rlntwriter Pw = new | Shnechon Eqﬁcep#J

mk PrintYVriter(s.getOutputStream());

WE e PW.print("Hello Therel\r\n");
PW.print("Goodbye now.\r\n");
s.close();

}
catch (IOException e) {
System.err.printin(e);

51 }

Server Socket Options

. SO TIMEOUT
__’:_—,,/"”

n

tion
public int getSoTimeout( ) throws IOExceptio

. SO RCVBUF —> |
E;// ze(int size) throws SocketException

. -veBufferSi i
- public vore SE!tReci(:\rlc\a’;ufferSize() throws SocketExcep
ce

_ public int getRe
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Qe - S

0L (s FouY c,\.oe_u}}

——_ Sey
~ ™" ' Creating a TCP Client

Code for DaytimeClient:

import java.net.*;
import java.io.*;

- Cli'ent
public class DaytimeClient! &a
{
Public static final int SERVICE PORT = 13;
public static void main(String args([])

{

SSetver gt ¢se
e MQCLU"»’IQ

> pat 12 Us<rver SHI

try ——agmsr-_) ) \3
{
// Get the hostname of server
443£§E§gg£§§§_hg§£g§me = InetAddress.getLocalHost () ;
g e T S S
//String hostname = args[0];
(ip) ( Port)
// Get a socket to the daytime gﬁrvice \u _ uSQJ Ehe ConsHlugh
Socket daytime = new Socket (hostname,SERVICE_POR‘I‘);____5whl.dA i k
_System.out.println ("Connection established"); ' /RS ble.
ViR ) eSole CIIO + Port Vla;)
gi:"q // Set thetzgcket option just in case server sﬁglls
J e—daytime.setSoTimeout ( 2000 );~—5:F£§:A&p , ARt daJF
'Ol’\gzr ~—_ 1,5;“ g CbSL SQCI:(.F ﬂ'ﬁhr anmj
// Read from the server ~ Felminalio,
BufferedReader reader = BufferedReader 1ne9 J%CkcF
InputStreamReader(daytime.getlnputStream())); .
' N m"eq [a
Qh System.out.println ("Results : " + QQQ:EEEEI——ASS ﬁj:ﬁ;a
q-"; < reader.ggggLineIITTQSQQ:*U . f . ¢
'p . Use babbey Rnd
// Close the connection I Qulfered EWIGI‘
daytime.close () La/u,r~ ’
) cla
catch (IOException ioe) (
; It MPuk Siecn s loyke heaseo]
System.err.println ("Error " + ioe); \
} ‘ZJ\APF%{ -LOlc)Qf XN thr

)
} L “o Bridge — ?QM boffed

eaAéf_
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Serversaas € TCP daytime service \3
S€rver = newy ServerSocket(SERVICE PORT) ;
=T e SR

—t

System.out.println ("Daytime service started");L

/ L . ] . u 2
fér ??1’?)1ndeflnltely, accepting clients ‘éﬂo thw_p}- Ae'\Q/ha s,
{ L2495 many cfjet 4s possible . Shartad .
// Get the next TCP client
Socket nextClient = server.accept () ;

b—-_/\_——\_‘_\w

// Display connection details

System.out.println ("Received request from " +

nextClient.getInetAddress() + ":" + nextClient.getPort() );
)P +P°YH> tbr C\\'Q@

// Don't read, just write the message

OutputStream out =nextClient.getOutputStream(); f, A Send. for chiewg

PrintStream pout = new PrintStream (out);

// Write the current date out to the user
pout.print ( new java.util.Date() )i

// Flush unsent bytes

out.flush ()’
For oWtput- S Froaus

// Close stream
out.close();

// Close the connection
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B9 Sarver is Iigte
) wi
CYead OL’-}"CJP\AO t hesa
r

om Sk
nextClient.close(); ckth
}
}
catch (BindException be)
{ . . . funchons
System.err.println ("Service already running on port "
+ SERVICE_PORT ); Syhen depengont

}
catch (IOException ioe)
{

System.err.println ("I/0 error - " + ioe);

T acl Send  Wvffer
ey B ﬁxalﬁfb%ﬂkf

——
N —ger Inpuk Sroe
- GV\}PM.O SHean-.
~o O lﬂe}- A&JI‘QJJ

- = Pen}

) CAy
import java.io.*; g g Lard
SeYref @l cung W"J&

import java.net.*;
class TCPServer {
public static void main(String argv([]) throws Exceptiocon
{
String clientSentence;
String capitalizedSentence;
$¥§erverSocket welcomeSocket = new ServerSocket(GﬂB9);

L'Qf)" f‘f’) Server Js

other TCPServer Program

n° .
while (true) { ;fhm:
Q.
Socket connectionSocket = welcomeSocket.accept();
etk Al
g1¢¢(' ‘ . 3!@31
i BufferedReader inFromClient = new BufferedReader (new
Bﬁéﬁ" InputStreamReader (connectionSocket.getInputStream())) ;
T ove to Send) bw&"LﬁgﬂwﬁbuﬂﬁﬂJﬁm&V,
(;z¢*”“' DataOutputStream outToClient = new
i DataOutputStream(connectionSocket.getOutputStream()) ;
= no boffored write~
clientSentence = inFromClient.readLine () ; Sb‘¢hizciqfq OM¥P”+§HQWM

‘:'\. hef & f‘

; ; - . . VT
capitalizedSentence clientSentence.toUpperCase() + '\n'; B i g
outToClient.writeBytes(capitalizedSentence); EM“SBmeﬁ

} Lsee;
} SF“”E nét bﬂms.
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