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Lecture 1 Tnternehvarking
and the Internet Prateeal (IP)
Rr. Mohammes Hawa

Electrical Enginesring Repartment
Hniyersity of Iardan
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Netweark Faver salves 3 issues:

1. Provides a homogeneous addressing scheme that is
<cgilobally unigue: Different L2 protocols might use
ifferent sizes l&number of bits) for their MAC
addresses. LAA addresses might be re-used on
different networks (no guarantees).

2. Provides a uniform packet format. Different L2
protocols might use different sizes for their frames,
and might include different fields in the header
depending on the protocol design.

3. Defines end-to-end routing across multiple physical
networks (through routers): A huge self-learning
table in each switch for the whole world is not -~~~
feasible, plus flooding to all machines in the world
from one PC consumes excessive resouctres.

Copynight © Dr, Moluumned Hawa Electrical Enginecring Departmient. Uniocrsity of Jordan 3

Interpefwarking: Bouters

L_[] Intemetwork
Network 2
Network 1 et

(Ethemet)

Network 4
(AT™)

(802.16)

Physical
Network

Copyright @ Dr. Mohanoned Hawa Electrical Enginecring Departmient. University of Jordan 4
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: Ethernet IEEE 80211
Copyright © Dr. Mohammed Hawa Electrioal Engitecring Department. Universitu of Jordan 5
32 Bits .;:.qufi_——————-
l | TOR7 GO R S e | l { B N LI O (S (R I ¥, (O R S0 D I ) I B e e SRS P TR | I
._/—-_-‘
Verson | HL | Typeolservics | - Tolal length 1
Identiication HHl Fragment offset
Timetoive | Protocol Header checksum
Source address
Deslination address
+ Options (0 or more words) -_l[;
L_ data

Electrical Engneering Department, Univcrsity of Jordan
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Tatecnet Protocol (TP)
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IP Packet Fields

« Version: A 4 bit field. The current version is 4 (0100b). The Neo wiC for
future version is 6 (0110b). velsier) 6

- IP Header Length (IHL): A 4 bit field. Specifies the length
of the header, in units of 32-bit words. Used because the
header length is not constant. The minimum value is 5, and
the maximum value is 15, which limits the header to 60
bytes, and the Options field to 40 bytes. y > 16X H

« Type of Service: Used to distinguish quality of service =60 [gﬁe)
desired for the packet (mainly used for the Diffserv QoS

(o architecture). It allows the ,Qx\u_ji/to_decide on a certain

e Ci{uéﬁémﬁpfiori‘tjand adiscar p_rioriﬁfor the received

= \oice X packet. For voice, fast delivery is preferred. For file

( Keep data) - transfer, complete transmission is more important.

«[Z‘,'. vJoict

Copynigit © Dr. Mohumoncd Hawa Electrical Enginecring Department, Uniocrsily of Jerdar 7

32 Bits
l!llllilllIllt!l!llllllllLllllIlJ
Versicn I HL ITypoolumcn l : Total length
Identification : IEI‘,QI Fragment oftset
Time to live I Protocol Header checksum
Source address
Destination address
:l‘: Options (0 of more words) :l.
Copyright @ Dr. Mohaniinied Hawa Electrical Engistecring Department. University of Jordan 8
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* \( (44 {ae’ﬂ)m« MTU a(:‘ccwe(f Ahen 'Ffaﬁm@ﬂ’fﬁﬁ‘m SHIN 7 ;"‘ﬂ/)&’-

+ Total Length: A 16-bit integer that specifies the total number
of bytes in the packet (including both the header and the
datd). So, the maximum IP packet length is 216 -1 = 65,535

~bytes,

tes.

« Identification, Flags and Fragment Offset: used when the IP
datagram is fragmented. All fragments of a single IP
datagram contain the same identification.

« The MF flag stands for “More Fragments to follow”. All
fragments of an IP datagram except the last one have this bit
set.

+ The DF flag stands for “Do not Fragment”. When a host does
not want its IP packet to be fragmented, it sets this bit to 1.

* The Fragment Offset tells the receiver where in the current
datagram the fragment belongs. All fragments in a datagram
except the last one must be a multiple of 8 bytes.

& ; . 'II'ime to a[ige C{Tl' L): A counter usecL to limit ad:ftzlsiée};jmtﬁ . Micdos 0‘( !’ ‘
Hre tis initialized to a positive integer between 1 an e p
ance L sender, ?ﬂé‘s is deczgmented b fo(rl e?hch I(;)ne hc;(p. Wl'(liEI):. thée N%S g
counter hits zero, the router discards the acket and sends =
Je cl &"*e"h from an ICMP packet back to the source. P 12
-~ —_— =0 "
—';TL = ; CIT 1; ILL:J Cepyright & Dy. Mohanmed Hawa Electrical Engineering Depa tient, Unicersity of Jordan 9 L2 l’ l ,-;ld ‘—:‘XL 2 5 5
b oimmedia T =
o ods e Pk & sead Temp, CUIBAE (O Bocsirt
Gl | T3 Trig  decerad.
E L v W
) | (MTU = 1500)
—_— 2 4000 bytes
. M H H; Payi,oad [l
Leagtn = 1020 ender e
ID =601
IP4 and IP,
- 1% g0 Byfes TRk
20 r 14»80,[,7yles 20 K l480]llayles h 20 o 1()10}:ytes ?"R"? -nia , - L’ 00 o
P Payload 1 Payload P (1] payload
Headet |, ~°0,22 Heade B Headet | |~ ™ \/ 8 Y hes
=601 J D= 6ot/ " / D=60l" .
MF=1 = =1 MF=0 !
= Offset = 1480 Offset= L
S |t T apg WgE P 5
(,'xvpyugh{ @ Dy, Mohanpned Hawa Electrival Engisecring Department. Unsocrsity of Jordan 10
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Copynight © Dr. Molununcd Hawa
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IP Packet Fields

* Protocol: A number that tells the receiver to which Layer 4

rocess to deliver data. Possibilities include TCP =6, ==
DP =17, ICMP =1, etc.

 Header Checksum: used to detect errors in the header ~— ]

only. Note that the header checksum must be recomputed
at each hop because at least one field always changes t&1the
TTL field), but special tricks can be used to speed up the

computation.
+ Source Address: the IP address of the sender (a unique 32-
bit number). —_

+ Destination Address: IP address of the intended recipient
(a unique 32-bit number).
+ Options: provides an escape to include information not
present in the original design, to Hermit experimenters to
out new ideas, and to avoid allocating header bits to

information that is rarely used.

Copyright © Dv. Mohunpned Hawa Llectnical Engmecrig Department, University of Jordan
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IP Pascket Farmat

32 Bits
1llllllllllll1ll1llllli||llllllll
Vorsion | HL | Typaotseice | Total longth
Identificalion i J 2 I';'] Fragment offset
Time to live l Protocol Header checksum

Source address

Deslination address
J : S
T Options (0 or more words) :l-
Copynglt © D, Molumnined Hawwa Electrical Engineering Department. Universifu of Jerdan 13
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Message Type Description
DESTINATION UNREACHABLE  Packet could not be delivered
TIME EXCEEDED Time To Live (TTL) filed hit 0
ECHO Ask a machine if it is alive
ECHO REPLY Yes, | am alive
i tire _exceeolecd
5] (j (-1
ICMP Message
P senddec EP
A
of INT.0 T
IP Packet IP, | IP4 Payload
/
*"F " Ethernet Frame | MACa | MAG, | Type Data CRC
v - 1 L

.ﬁ B
W is befween

Ly & L3

we. M]bl!\”
& if almost

(Ab(l'( LIY\L_ Ll{'

n ?‘Ify g!k 'L%. Mé:,,‘,’,,,,g,ﬂ%‘t- OP IU T: ectrical Enginecring Department. University of Jordan 14
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wwu-Yeo9le -com

Tanslate (mlias 20L).

Olul *S/
e VeRY

faside

MWM‘;{

Usage: ping domain_name or

C:\>ping www.gocogle.com

Pinging www.l.google.com/[74.125.77.147] wzth

Reply from 74.125.77.147: bytes=32 time=264ms
Reply from 74.125.77.147: bytes=32 time=199ms
Reply from 74.125.77.147: bytes=32 time=188ms
Reply from 74.125.77.147: bytes=32 time=195ms

Ping statistics for 74.125.77.147:
Packets: Sent = 4, Received = 4, Lost = 0
Approximate round trip times in milli-seconds:
Minimum 188ms, Maximum 264ms, Average

C:\>ping www.ju.edu.jo

Pinging webserver.ju.edu.jo [172.

Ping statistics for 172.16.0.33:
Packets: Sent = 4, Received = 4, Lost 1]
Approxlmate round trip times in milll seconds:
Minimum Oms, Maximum

¥
send P pxt
b we put ’TTL‘-"i

cead TP PUE
~TlL=4

censl 10 PHY
TrTL=S

ping IP_address

pAS ( Domain Nowme Servic e) ;

16.0.33] with 32 bytes of data:

Reply from 172.16.0.33: bytes=32 time<lms TTL=127
Reply from 172.16.0.33: bytes=32 time<lms TTL=127
Reply from 172.16.0.33: bytes=32 time<lms TTL=127
Reply from 172.16.0.33: bytes=32 time<lms TTL=127

Oms, Average = Oms

/ ’_
32 bﬁg of data: X We (M9€+

o (O fuly Gualfed
TTL=237 O[GMﬂt'f] NAMe.
(0% loss),

= 21lms

@TPAM%.

?g/ﬁowlﬂ[ Trip
Lr- Avstance
& congertion.

G) L.

(0% loss),

Copyright @ Dr. Mokarmed Hawa Eloctrical Engineering Department, University of Jerdan 15 [:.
Tells wp
-
+he anmbly
of yvoutess .
5)
Usage: tracert domain_name or tracert IP_address / S f) e s
»
Ci\>tracert fetweb.ju.edu.jo
Tracing route to fetweb.ju.edu.jo [10.249.103.200]
over a maximum of 30 hops: wk"ck ic])s
1 <1l ms <l ms <1 ms 10.249.103.200 + b
Trace complete. ‘ikﬁ
k. .
mMmachwve (5 Y)
Ci\>tracert www.ju.edu.jo
Tracing route to www.ju. edu jo [172.16.0.116) 0(
over a maximum of 30 ps (:Uf‘rjefilan O(Cl ’
1 <l m8 <1 ms <l ma 10.249.96.10
2 1149 ms 159 ms 21 ma www.ju.edu.jo [172.16.0.116]
Trace complete. 5||nAt d"'ha‘(‘ ‘{1‘ "m
€i\>tracert www.google.com
Tracing route to www.l.google, com (209.85.129.147)
over a maximum of 30 hops:
1 2 ms <l mg <l ms 192.168.1.10
2 619 ms 363 ms 483 ms 195.163.110.207
3 981 ms 980 ma 1268 ms 195.163.119.5
4 337 ms8 563 ms B 213.139.32.9
5 534 ms 734 m8 98 ma 80-5-0-0.fral0.ip.tiscali.net [77.67.66.69]
6 309 ms 102 ma 191 me xe-0-0-0.amsl0.ip.tiscali.net [89.149.186.233]
7 118 ms 264 ms 131 me corel.ams.net.google.com [195.69.144.247]
a8 358 ms 244 ma8 105 ms 209.85.248.88
23 126 ms 377 ms 149 ms 72.14.232.209
10 108 ms 111 ms 112 me 72.14.232.201
11 275 ms 435 ms 417 ma 72.14.233.206
12 210 ms 406 ms 112 m8 fk-in-£147.google.com [209.85.129.147]
Trace complete.
\‘_oe‘bvyynghi@[lr. Mohained Hawa Electrical Engineeving Department, University of Jordant 16
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C:\>tracert www.microsoft.com

Tracing route to 1bl.www.ms.akadns.mec [207.46.192.254]

over a maximum of 30 hops:

<1 ms <l ms 1 ms
483 ma 902 ms 597 ms
369 ms 132 ms 92 ms
813 ms 946 ms 546 ms
359 ms 512 ms 138 ms
733 ms 450 ma 820 ms
850 ms 602 ma 1013 ms
617 ms 364 ms 480 ms
405 ms 768 ms 631 ms
339 ms 360 ms 221 ms
885 ms 691 ms 519 ms
763 ms 694 ms 821 ms
1115 ms 741 ms 340 ms
561 ma 516 ms 698 ms

* -

192.168.1.10

195.163.110.207

195.163.119.5

213.139.32.9

80-5-0-0.£fral0.ip.tiscali.net 177.67.66.69]
$0-2-0-0.was10.1ip.tiscali.net [213.200.82.197]
213.200.66.134

207.46.47.92

ge-7-1-0-0.blu-64c-la.ntwk.msn.nec [207.46.33.26]
ge-0-0-0-0.blu-64c-1b.ntwk.msn.net [207.46.33.178]
ge-7-1-0-0.wst-64cb-1b.ntwk.men.net [207.46.34.177]
ge-6-1-0-0.tuk-64cb-1b.ntwk.msen.net [207.46.35.33]
tenl-2.tuk-76c-la.ntwk.msn.net (207.46.44.50]
polé.tuk-65ne-mcs-1b.ntwk.man.net [{207.46.35.142]
Request timed out.

Request timed out.

4/9/2018

Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out

PR TR R
R R R

1

2

3

4

5

6

7

-]

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

PR T L L X 4

- *

Trace complete.

Copyrighi & Dr. Mohanmed Hawa

pol5.tuk-65n8-mcs-la.ntwk.men.net [507.46.35.13“ reports: Destination met unreachable.

Elecirind Engineering Depaytinent, University of Jordan 17

1.2

heve M\(.("IOIFA}
Whes Fl'((!x»d“ 1.

Homeweark: Firewalls

« Read the Wikipedia entry for Firewall
— http:// en.wikipedia.org/wiki/Firewall (computing)

« A firewall is classified as which layer device

(e.g., a router is a L3 device)?

« How is a firewall different than a proxy?
« How did the JU firewall affect the above ping

and traceroute entries?

« Try to use ping and traceroute inside and

outside the University.

« What is a Gateway? Which layer devices is it?

Copyright @ Dr. Mohanimcd Hawa

Electrical Enginecring Degarinient, Universily of Jordun 18
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Firewsall 2> LT 5 proxy ,améwgté I

(¢ wter => LY
o hch = Bridye > 0.
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Lecture 12: IP Addressing
and Datagram Forwarding

Dr. Mohammed Hawa
Electrical Engineering Department
University of Jordan

EE426: Commiwmcation Networks

1oy = 32 biks (4 Egtes) TPyg = 122 bifs (16 Bstes).

The IPv4 Address T -

Each host 1s assignedl.a unique 32-bit IP address, which is typically expressed in in M AC
dotted decimal notation:

(8 bits).(8 bits).(8 bits).(8 bits) t.{g-——___—-b’ts
Examples: & e Ust
_H=10.2037 00001010.00000010.00000000.00100101 tHexa O{CGWﬂ [ .
1281023
128.128.255.1 10000000.100043000.11111111.00000001
129.52.6.2
182.24.31.144 10110110, 00011000.00011111.10010000
192.5.48.3
Range:
000000600, . 00000000, . 000V, . 00000000, - LLTTTL1Le . 1111111 L, . 11111111, 1L,

Og . 0g .04 . Oq-2554 , 2554 . 2554 . 2554

Total of 272 = 4,294,967,296 addresses.
* Capyright © Dr. Mohunoned Hiiva Electrecal Engincermny Depuitizent. University of Jordan 2
: Hox. #of adolresses e T Y.
K fecimal to Buaary: =
(86un K 34 21 U Max. #of addreses For THE 1
covdv o |0 Lo -_—
= = 128
2+ =10 ys
_—
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IP Address

AnIP address does not actually refer to a host. It refers to a
network interface, so if a host is connected to two
networks, it must have two [P addresses (e.g., routers).

[P addresses are hierarchical. They consist of: Network ID,
which identifies the physical network to which the host is
attached, and Host ID, which identifies the host (interface).
* The Host ID is unique to each host on one physical

network, and the Network ID is unique for each physical
network across the globe.

* This ensures uniqueness when assigning addresses, and
reduces entries in router forwarding tables (i.e., simplifies
IP packet forwarding). However, it can waste IP addresses
(inefficient allocation).

Copyright € Dr Molumiimed Hiwa Electrical Enginecring Deﬁur!xi:v.lrl, Uritveraity of Jordan 3

IP Address Assignment

! 22bifs —t o divided info L party

' / Ne:work[[)) / Hpst ID } J for H&(Mchg'

prefix «> suffix

Md/l.?C )Za,!.h AAMES 193.10.2.1 } Host IP Address
m

—L?f Ca,c'd ‘Da/'f‘

Network Dot pe@f Y alwods e
193.10.2.2 e peei aj 1]
: 193.10. address i
(written as 193.10.2.0/24) start with
[
Network Address  Address Mask l “g = lo T 2

' LE.JT 143-10.2:%3 \ H } 1D
Coprreght © By Molimuned Hawa Flectial Liigineering Department, Universay of fordus 4 \+ OS
.
(su Je)e[ ]

o f we have 5 at the fop of n'jH
it is NOT Host 1p.
i v Networl | 2

Jazio-2.0 25 il be called Loty

Hosk 0 (8bifs) 265.
cun’d(. bC, 1727"':}6” = '”Q b f"" = H”{' IP AM&”FL

otwerasise e call i

o & 255 are Yeserved -
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k/\}__g_'_{_& (Ca(ful 'Fdf f‘acL\ We) ~%3\§

Netwer K 17 zg — 2.8t
Hos £ 3D

Mebusar A "wg’”i 32 Bits.
Host /)0[0&’655.

Su’) netwo (K= Mas\( = Nc']LuJafK MagK';— Aofotfes' //lAM;

Address @zg@

—+ Address MashC

la3.10-2.0 / .
= y Bks-
% & _ 82;%' Por Hos F 1.
= 32 -24 % ==
5 for 130 - 1-¥- X o Ketaock address = 120 .1.9-0
e A—
Neb- TP Hosd 1y ' 4 Ho.d 'IP aa/g[(&ﬂes.'
120 -1 - 0+ Z
130U 02
(30 11- 255 ~25'4-J
% 143.90.2.% 2 s 4 s 26U T JF s the possible
4 Hoe o fc'flad '”1 f '”‘{ [m\d b4 \ W}l\‘ad :? “ka” L.
28__2 :Zgl’[ ISOHX)(?
il e 16 7 =
2 oot femﬂ/&’l‘ 2 ‘M
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Network IDs ar U ique Globall
Host IDs are

Network A Network B
193.10.2.X 193.10.3.X
Network C
193.10.4.X

Router

Electnical Engurecrin,

g Departiaent Umuersity of fordan 5

jf Hre adoliess
sl‘mﬂl witht ¢

Classful IP Addresses:
Classes A, Band C

Ahen class A-

"r ’fke aJpl{w
stawt e

then class i

32 Bits
e 7 SR N T e
A 10]’“@.1&[” - T e /2
B mi waork o l - .VHas! 1 /,6
¢ [wo] N B
D l 111G I Multicast address J
E | 11t;~(—k" ﬂcselvad:o—t—l.utme use - J

Capynight & Dr. Molwapned Haia Electiral Exgivicering Deptinen, Universily of jordan 6

4/23/2018

I
—a C [QCSA

__» clasl

|t Ck‘ﬂ C

1910 - 2.+ 0/2

;S o class c
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the class for 10141
Bus 15 decimal  wl 1101
NoT Bined. g000o000]

akialy A3

Cless A L= ¢ lass A .
o £ 4531 4/23/2018

ocopo0oeDOlo
.

elu i 1]

,;q.o#'

as5 13
= g Ranges: Classes A, Band C

| o ¢eo0080

. I I Class | Possible Network IDs No. of Networks | Max Hosts per Network
o ¢¢1 A | LXXXto 127XXX 7 -1=127 2= 16777214
B [1280XXto191255.X.X |2 =16384 216 - 2 = 65,534
141.2%5 BOS C [19200.Xto223255225.X [220=2,097152 | 28-2=254
D [ 224.0.0.0 to 239.255.255.255
E [ 240.0.0.0 to 255.255.255.254
Broadcast | 255.255.255.255

PG rc; PCy
Client Server Chent / Server

Q10 100

o S S TR hich l]p,

Copyright © Dr. Mohammed Hazea Electrical Engimeering Departrent, Unreersity of [ordmm 7

Examples

« MIT (Massachusetts Institute of Technology), USA,
network, was assi{;ned the IP class A address range
18.0.0.0/8 (18.0.0.1 ~ 18.255.255.254). Gave some back.

« University of Kansas, USA, network, is assigned the IP
class B address range 129.237.0.0/16 (129.237.0.1 -
129.237.255.254).

+ University of Jordan, was assigned the class C
network address 193.188.81.0/24 when it was first
connected to the Internet through NIC (National
Information Center, Jordan),

» But since JU switched to Orange, they gave up this

4 address mnge for the smaller range of
273;1‘+ 5 bt 213.139.45.192/27 (213.139.45.193 - 213.139.45.222).

Ned TV Hest Ip « Try whois utility or https:/ /www.whois.com/whois.

j' : ! B ‘}. Copynight € Dr. Mohanoned Hawa
ot .

&
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Global Address Assignment

+ Internet Assigned Numbers Authority (IANA)) oversees global IP
address allocation, autonomous system number allocation, root
zone management in DNS, media types, and other [P-related
symbols and numbers.

+ IANA is a departiment operated by the Intfmet Corporation for

Assigned Names and Numbers
+ TANA hands out /8 address blocks to Regional Internet Registries
L (RIR); e

F,7.'- -~ RIPE NCC (Europe, Middle East, Russia, Central Asia)
,99” ~ APNIC (Asia Pacific)

Al — ARIN (North America)
Mewofi E€ .| - LACNIC (Latin America)

AFriNIC (African Region)

+ (see http:/ /www.iana.org/ assignments/)

+ [SPs obtain their network addresses from RIRs.

- End users and companies obtain their IP addresses form ISPs

Copuright © Dr. Mohammed Hawa Electrical Enginecrmg Deparbmart, Umzeesily of fecidan 9

Mooy ize /

Special IP Addresses

[ NetworkID | 0000000 ...... 0000000 | Network Address

: " Directed (Distant)

[ NetworkiD [ 1111111 ...... IETEEEET vty rmid
£ 0:0:0

foooooooooooooooooooooooooooooooo| This Host Address
266. 966 .265.26%

| T11tid1t1t111111111111t1111111| B:-(:.:::ll(f:;it%dogargss
Hosts on This
00...00 Host ID
[000...000 | ost | o
l 127 I Anything | Loopback Addresses
Copyright © Dr. Moluwmed Hawa Electrical Engincering Deparinient, University of Jordan 10
closs A
/0- O‘ O '0/8
(0.0-0:0 5
L
Hock- T1.

Scanned by CamScanner



/3

{6.0.9-0
6023 =D 0423

6-6.5.3 =
16553

&

130.1. ¢\
ji/‘;?u‘li-a-l
Jponte
%Pd = 0.0 0 j
cat
[)F-d-0:]

o

[27. 255 -255-2%

ook

ﬂﬁ

1p P¥4

%-25& 266286

.

Copyright © Dr. Mohommed Hawa

Special IP Addresses

Network Address: Refers to the network itself. For example 128.211.0.0
denotes the network that has been assigned the Network 1D 128.211.X.X
(or 128.211.0.0/16). The network address is not assigned to any of the
hosts in the network, which means it should never appear as the source
or destination addresses in an I’ packet. However, it is useful for
routing (see later).

Directed (Distant) Broadcast Address: When an IP packet is sent to a
network’s directed broadcast address, a single copy of the packet
travels across the Internet until it reaches the specified network, and the
packet is then delivered to all hosts on the network. This address is not
assigned to any single host, so it can appear as destination address, but
not as source address.

This Host Address: When the computer is not assigned an IP address
beforehand (e.g., when the computer boots up), it is allowed to use the
address 0.0.0.0 as the source IP address to mean “This Computer” or
“This Host”. This is useful when executing certain protocols at startup
such as DHCP.

Electrical Engineermg Department, Uniwersity ef Jordan 1

Copyright © Dr. Mohasnned Huwa

Special IP Addresses

Limited (Local) Broadcast Address: Using 255.255.255.255 as
the destination address, the IP packet will be broadcast across
the local network (i.e., all the hosts on the thsical network
will read the packet). Typically sent in L2 frame with
FF:FF:FF:FF.FF.FF destination MAC address. Useful when a
computer starts up, as it does not yet know the Network ID.

Hosts on This Network: Such addresses allow machines to
refer to their own network without knowing its network ID
(but they have to know its class to know how many (s to
include)).,

Loopback Addresses: Used to test network apglications (i.e.,
for ebugg}ng). AlLIP addresses in the range 127.0.0.0/8 are
loopback. The host address you choose within 127.0.0.0/8 is
irreﬂ’evant since packets sent to any one of these IP addresses
are not put onto the wire; instead they are recycled locally.
The most popular loopback IP address is 127.0.0.1.

Electrical Engincermy Departuient, Unirersity of Jordan 12
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.,o[cscf-'?'kO{ in RFC 1517
5%

CiR =

Qo m+m0¢1‘_

Olass less gjnfr/ »—Qawmin

a7
ael-I0  hatSP

27 5it 5 bit.

i Mmay .’-26—7_
\40‘* ”?&hd‘l

5.

Classless IP Addresses
(CIDR Addresses)

4/23/2018

11.0-0-0/ 2
aet- TV heslZD
- N

.d-0-0
The original class A network address 11.0.0.0 becomes 11.0.0.0/8 [ 2.9-0 / 9

The original class B network address 128.5.0.0 becomes 128.5.0.0/16 nd TV het 1 Y
> origi S rork i ; 25 192.6.1.0/24 -

The original class C network address 1926.1.0 bccozzs 19 2 f
wost 20 .nef. address 2> all 0%5- || G]b“L 9 ?hiF
olygbooop 7 .
bl PR 872162096 maXyefl9 |
JUNet Jordanian Universities W 64) P o akfon = [2 2-5 O 0/]6 i
Network LL.C. (87.236.232.0/24 ) Lt : L ;
87.236.232.010 00000 Netwark Address ne F TP ha ;u v |

— cdas 87.236.22.010 001 8723625265 Host Address

[87.236 , 232,010 11110 £7.236.232.94 1lost Address ’ 6 1 6 |

87.236.232.010 11111 §7.236.232.95 Directed Broadcast

wwny fucdu jo (W.m.BZ.Zhj

Copunght © Dr. Mohammed Hawa 13

Electrical Enginecring Department. Unwversity of [ordan

192. 6-1-0/24 |
et I het IV

24 &,

XF-2 36 2;2.3/2:4 => W s (lassC.

i3

Nel. 7).

Nehsoc Address:
8F236-2352-0
oﬁq}‘m" b{aap{md"
87236250255
po S";:b)c j’lasf IP
adj,(eff&fl
87236232/l

t236.232.264 .

Example

« [f a network contains a maximum of 60 computers,
only 6 bits of Host ID are needed (2° - 2 = 62).

« The remaining 26 bits are used for the Network ID,
and the network address would be written with /26
(e.g., 130.5.1.128/26). Possible IP addresses within
this network are 130.5.1.129 to 130.5.1.190. g\

AA——

000001 | 130.5.1.129

1305.1.190
136-5-1.142 /26 0 Gustél

—

[ 10000010. 00000101, 00000001, 10

s 97 > 4042

proper N is®

Net 27 het 1D
% 8k. 6 8ts

L2 .
> This Aistaat

—
0.5
L’ ’ I w ooa&. crmc{rwncum Departifent, Uml{?.:ly vﬁnr«llmrlq !4
3

Copyright & Dr. Mohanned Huwa

Revadcast -

T
s 130-6-\.129/2¢ a Valid

Mo

(30-5.1 . |28/24 K Network

addtess far yor Metoork ?

7

oith 84 wadhines.

< pet. 39 hat ID
o AD
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266.266" 266 - 192 -
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Example (Different Approach)

What is the Network Address?
What is the Subnet Mask (Address Mask)? for 97.2%.222.0/2M

» What is the Distant Broadcast Address? Subpet mask
+ What is the maximum number of hosts that o
can be connected to this network? 18

*

Is the host IP address 130.5.1.131 within this
network? Yeg.

Is the host IP address 130.5.1.199 within this

network? A/0. ancther
answex” -

Copuright © Dr Mahammed Harea Electnieal Engineering Department, Unrcersity of lordan 15

=
It s - it . 0666 cec o
254-266.265- 0

Example (Cont.)

+ The host with IP address 130.5.1.131 is part of
the network 130.5.1.128 /26 because:

- (130.5.1.131) AND (/26) =
(130.5.1.131) AND (255.255.255.192) = 130.5.1.128

I 10000010. 00000101, 060000001, 10000011 I 130.5.1.131

AND [ 11111111, 11111111, 11111111, 11000000 | 255.255.255.192

[ 10000010, 00000101. 00000001, 10000000 | _ 13051128 ~=—] VeforrK address-

Ve it s withia
M “b'&LJO{K.

Copyright € Dr. Molunoned Hawa Electreal Enginecring Deportmient, Unisoersity ot Jordan 16

Thic is howthe vouler wortC
’rk(o_rujh f/VJD plocess.

e T I T

L g i e g

b = Deliver YES to Whem ALL
ity EoF: = lo it

A;% ;;.25'5-!:5;.[92 l|®o6000 il 1?0-5-[-]2?/2(.
706 ] 128 {\[goaaaoa
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Example (Cont.)

+ The address 130.5.1.199 is not part of this
network because:

- (130.5.1.199) AND (/26) =
(130.5.1.199) AND (255.255.255.192) = 130.5.1.192

[ 10000010. 00000101 00000001. 11000111 | 130.5.1.199

AND | 11111111 11111111, 11111111, 11000000 | 255.255.255.192

[10000010.00000101. 00000001, 11000000 | 13051192 == ool addres
e
Mo iFisVOT
Copyright € Dr Molammicd Hawa [ectrcal Enginerring Deparimeni. Umversdy of Jordsn i .
Py E 1 Eny g Deparimeni. U iy of Jord 17 m%‘v\ '*b\.ﬂ

neteorKe.

1552

IP Datagram Forwarding

+ A router forwards IP packets to the next hop until they reach their final
destination. Called store-and-forward packet switching or next-hop
forwarding.

+ Router examines the destination IP address to select the next router that
is closer to the destination, and then forwards the packet to that router.

+  To allow selecting the next hop at each router, routers maintain a table
(called a routing table or forwarding table) listing many possible
networks in the Internet and the next router (hop) in the path to reach
them.

+  The routing table includes an entry for each network the router knows
about, with each entry consisting of the triplet (Network Address,
Address Mask, Next hop and its interface).

«  Routers only need to know about network addresses and not specific
host IP addresses. This reduces the size of the routing tables in routers.

+  Building the routing tables is called routing, and is done via a routing
protocol, such as RIP or OSPF.

Electrical Engincering Depuriment, Uniersity of Jordan 13
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IP Datagram Forwarding/ Example

L] e.1m201

A 3000129

e gatd

“oa7, “«pas
- ' Network 2 v
v 400608 iy
class A

Route Table at Router 1

1924010 W.1i347

Network 4
192.4.100724

sC

12820018 3
Routsr,

Natwork Destination Netmask Next Hop Metric Interface Comments
30.0.0.0 Direct 6 int¢Q other hosts on LAN
40.0.0.0 /8 Direct € Intl other hosts on LAN
128,2.0.90 /1% 40.0.0.8 6 Intl next hcp
192.4.10.9Q /24 40.0,0.8 [ InCl next hop

.0.0 /0 46.0.0.8 € Intl default gateway

other entries

1f( iDesrIFRddress § Addresstask{i]) == Destinationhetwork(i])

Corward to HextHopl(ils

Copuright © Dr. Moltmumed Hoioa Electrical Engmecring Diepartment, Unitversity of Jordan 19

Routs Table at Router 1
Network Destination Netmask Next Hop Metric Interface Commaents
30.0.0.0 /8 Direct 6 Int0 other hosts on LAN
40.6.0.0 /8 Direct 8 Intl other hosts on LAN
126.2.0.0 /16 40.0.0.8 6 Intl next hop
162.4.10.0 se4 40.0.0.8 % Intl next hop

Q.0.9 I 40.90.0.8% € Intl default gateway
....... othexr entries
Route Table at Router 2
Network Destinaticn Netmask Next Hop Metric Intarface Comments
30.¢0.0.0 /8 40.40.0.7 € Into next hop
40.0.0.0 /8 Divect € Int0 other hosts on LAN
126.2.0.0 /16 Direct 6 Intl cther hosts on LAN
192.4.10.0 f24 128.2.0.9 6 Intl next hop
0,0.0.0 /0 128.2.0.9 6 Totl default gateway
other entries
Route Table at Router 3
Network Destination Netmask Next Hop Metric Interface Comments
20.0.90.0 /8 126.2.0.8 3 Inc0 next hop
40.0.0.0 /8 123.2.0.8 G Inty next hop
128,2.0.0 /16 Divect € IntQ other hosts on LAN
1¥Z.4.140.0 /24 Direct L] Intl cther hosts on LAW
9,0,0.0 4 192.4.10.10 ¢ Intl default gateway
..... . other entriex
Route Table at Router 4
Network Destination Notmask Next Hop Metric Interface Comments
40.0.0.0 2] 192.4.10.9 & Into next hop
40.0,0.0 /8 192.4.10.9 6 Inc0 next hop
128.2.0.0 /16 162.4.10.9 & Intd naxt hop
192.4.10.0 /24 Oirect 6 Intd other hcsts on LAH
0.0,0.0 /0 %o.113.4.8 & Intl default gateway
RN other entries

Copyright b Dr. Mohanined Hiea Clectrcad Lingineering Depaidnient, Unioerstty of [ordin 20
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MAC of P0.007

- A:3000120

Route Tahle at Host 30.0.0 120

IP Datagram Forwardmg/ Example

- B (28201

19241010

SEN1347

MA C,,
= MAC
of

44.0.0.3

MAC g
= MAC
of

4p-0.0.7
- (eg Iv‘d’i

.\

n

noo V\C—* TD

=old neberID

Copyright © Dr. Mohawmed Hawa

Med I0

For example, the class B nef twork address(130. ﬁuuuﬂ 3n be 5,ubneued to the
owing 64 subnets using 6 bits for the Subnet an tﬂo’t. :

Hos!’ {l)

- P
130.50.0. 10000030.00110010. 1/ (mooooouou \
1305040/22  10000010.00110010. / 00.00000000
;Je. 1305080/22  10000010.00110010. / [ ©0.00000000
13050.12.0/22  10000010.00110010. / 00.00000000 =
1305016022 10000010,00110010. / w.00000000 /| *
130. 5o . 14 - —

HATRT

Electracal Enginedrinig Depdyei, Uninversuy of Jortan 22

Netwark Destination Netmask Next Kop Wetric I[nterface Comments
127.0.0.0 /8 127.0.0.1 1 127.0.0.1 Loopback
30.0.0.120 i3z 127.0.0.1 1 127.0,0.1 Hest own IP addiess
20.0,0.0 8 Dirsct € Into other hosts on LAN
30,255,255.25% 13z Direct (2 Intd directed broadcast
29%.265.265.255 /32 Girvect 6 e Limited broadcast
424.0.0.0 L) Dicect € Into multicase
0.0.0.0 /9 30.0.60,7 6 Into default gateway
A if( (DeatTeAddress & AddressMask(il) == DescinaCionMetwock[1])
. Forward to NextHop(i);
Hostioucl (’mwanth send Mf"’ packet to the host 128.2.0.1. ? S
S Nefurt K - J= L] addvess.
(i23 Q.1) AND(ZSﬁOOOI'L.&‘)OO#\)OO (GS“[ me a
0110 (128.20.1) AND (255.0.00) = 125,000 % 40.0.00
r /é 128.2.0.1) AND (255.255.0.0) = 124.2.0.0 = 128.20.0 (Match, Longest) 1N )
= (123.20.1) ANU{ES.‘SS.BS.O]-l@,lﬂ.ﬂ!l‘ﬂ.i.w.ﬂ p CK
(128.20.1) AND (0.0.0.0) = 0.0.0.0 = 0.0.00 {Match) I
Copumight © Dr. Mohammed Hawa e tral Engincering Department, Unaversity of fordm 21 lon 9 es i- m afch
{
2 ot HAne same
70 was 32h ¢
0 hbs (a1t 2e08) glﬂ wel smalley
mettsc.
.
s 32 Bits -
TP WS VEPRN U 5y ST SO | U G O 0 | b .
< sabaet ﬁ) THost T0peu0 RSubnel
s : Zaes ¥ V o 1.2
s [ o | saofhlf s dobibs aek 39 for paside.
magh 131 TP Pt ittt it st i1 10000900900, fon ‘

x subnet :
hest hest ID for
o‘aﬁrk fﬂ“+ﬁf§

s l\ﬂfg,n L,‘w‘
Subncf ?2

\—'

o+ Shébnet ID
= (6+6 =22,

%}a 50.0.0 /16 a[ll/m!f it info Y Jefa'ﬂt’“e"h

130.6U-0.0/13 1subnd

5‘/0/!8————-*2’ -7
(1280 /18 ——2M-2

{30:60-00/p0 0000. ()
O_,_____* 13050 -

t30. 60"

130 5Y.
\30 « 90,
130 +50.

00 00 goco:
0l 0o wooe-
10 g @0op «
i oo odoo .

0
O

* 9 gy

/P

120 .60

Ao

SMAM/'J‘_

11

'F(MS*S [IL 2

P 130. 60.192. 0/('8 m._...,z“ .2'
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L.
Class &
(0. 60.0.0 /16

wte 2 subnefs. kil

Iy
#1 130-50/0_ 500 ©000.(Q -:.130-5'0'0-0/[?

/2 {%0-.50 /I 600 0000.¢g =13d-%0. 28. 0/,7

M—+
0.60- lbak o 130.60:12 8- o/19
13 9 // 000 . & -;7 inge B0l 8718

= (30 -50.142-0/14

123+'s’2 ,' “’ " => 120.50.224-0/19
L ¥ 128
28444192 ST Hw. split m7‘a 8
224 ' more sy 5nc‘fr

(will give /22
.,gfor 4\ms Ex. {j'\oud en‘f(ics m (av\finj }—QMC y

MS«GI’C ()mf&(ﬂ*j‘ﬂp I’(’(‘W‘

190-50.0-0/1% £
0 - 50 -128-0 /19 9 5,576,
/30. 50 (600 /19 PL;
130 .go 192 .0 /1T —— 22
13 - 99 .224-9//9
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Address Aggregation / Example
Observe the following possible [P address allocation for three UK universities:
i
University Network First IP LastIP Number of
Address Address Address Addresses n 2
Cambridge 194.24.0.0/21 194.24.0.1 194.24.7.254 2048 -2 _— 3- 4
Edinburgk 194.24.8.0/22 194.24 8.1 194.24 11.254 1024 -2
{Available) 194.24.12.0/22 {10424 12.1 1942415239~ 1024 -2
Oxford 194.24.16.0/20 | 194.24.16.1 194.2431.254 [ [4096 -2 *‘C h
“ehdch 4 fonqest
Routers outside the UK can aggregate all these entries into a single entry as follows: MIRIC s OAJ es
194.24.0.0/19 Forward to Next Hop to UK T ——
HW- Agareaate e y entres tafe 1. 0 ke (24 with /22
B togi /21
Cogrgrigiit © Dy Mohammied Hawa Electrical Engincerugg Deparbinent, Untversity of fup‘.hldﬂ ,ﬁ: e, [‘{- wl-‘ L &C afke"
ong /2 |

te give /20
208 Jod 29 A

Subnetting / Example

*+ Assume a medium-size business with four
departments has acquired the IP address space
125.5.0.0/16. Each one of its four departments has a
separate physical LAN, and these LANs are
connected together using routers. Show how you
can divide the address space using subnet
addressing, assuming;

— Each department has equal number of computers.
— Some departments have more computers than others.

* Show what type of information is stored at both:
routers internal to the business and routers
external to the business (e.g., the router that
connects the business to its'own ISP).

Copyriylit € Dr. Mohamred Haca Electicad Engincering Depavtment. Untrersity of Jordun 24
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Exmaple (Cont.)

Corporation A
(128.5.0.0116)

¢

External Router

5

One entry only
(128.5.0.0/16)

Dept. 1

Dept. 2
(128.5.0.0/18)

(128.5.64.0/18)

Dept. 3

Dept. 4
(128.5.128.0/18)

{128.5.192.0/18)

25

Electrical Engmeering Department, Um versity of Jordan

Capynight © Dr. Mohamnied Hawa

Exmaple (Cont.)

Corporation A
(128.5.0.0/16)

/

External Router

\

One entry only
(128.50.0/16)

Dept. 1
{1285.160.0/19)

Dept. 4
{128.5.00/17)

Router

Electrical Engincering Depariment, Untversity of Jordan 26
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Lecture 13: Address
Resalution Pratasal (ARF)

Dr. Mohammed Hawa
Electrical Engineering Department
University of Jordan

o) ssign om 1P 00(6(/855 1%( flre l‘(fi'&('gc’-ct
= UsinY the locafed

et U @Hrla[-
bt B | Examgle e

X C s [
avulablc Yadge o Aas'C elass 2
: Network Network
213.20.10.0/24 e W Router Interface 1 1285.0.0/16
X outer Interface 0 128.5.255.254

213.20.10.254

2173.20.10°

Router Interface 0
140.55.255.254

Router Interface 1

s 140.55.255.253

213.2;: 10-264

2. ARP RESPONSE

Network 1. ARP REQUEST
14055.00/16 — 2. ARP RESPONSE
class 3

Coppright € Dr. Mohainpied Hawa

Electricat Engineering Depa tincat, Univeraty of Jodan
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Host

Host

213.20.10.25 128.5.10.3
Router 1 Router 2
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+ Address resolution: The process of translating a host’s
IP address into the equivalent MAC address.

» A machine can resolve the address of another machine
only if both machines are on the same ical 0

« For hosts outside of the network machines resolve the
address of the default gateway (next hop).

* ARP (described in RFC 826) can perform address
resolution. Pty

« ARP is commonly used to resolve IP addresses into
Ethernet MAC addresses, but it can map any type of
address to any other address type.

« ARP allows a machine to build an address binding
table. The machine starts with an empty address
binding table (except for an entry to its own address).

Copyright € Dr. Mohawried Hawa Electrival Engineering Depariment, Unizersity of Josdan 4
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exedy maching
has o table 1iKe
thig.

IP Address Hardware (MAC) Address Type

213.20.10.25 0A:07:4B:12:82:55 Static

213.20.10.1 0A:1C:28:71:32:8D Dynamic
213.20.10.23 0A:11:C3:68:01:99 Dynamic
213_.20.10.200 0A:74:59:32:CC:1F Dynamic
213.20.10.201 0A:04:BC:00:03:28 Dynamic
213.20.10.254 08:77:81:0E:52:FA Dynamic

* To see the table on your Windows machine:

Copyright © Dr. Mefuninted Haws Elevtricai Engineering Depertment, Lbgtversity of fordan 5

P

ARP

» ARP is executed to fill the table as follows:

— The machine broadcasts an/ARP REQUEST]message to all
hosts on the physical network.

— Each machine on the network receives the REQUEST
message. All stations (and especially the destination) are
required to read this binding and update their cache with
the new entry. Only the machine that has the IP address
replies with an ARP RESPONSE.

» The address binding table is treated as a cache:

— Oldest entry is removed when the table runs out of space.

— Entries are removed after a long period of time
(e.g., 20 minutes).

— New information overrides old information. _

» An optimization is to have every machine broadcast its
mapping when it boots (Who owns my IP address?).
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ARP Messages

Lajer3.
ARP REQUEST

Who owns 213.20.10.2547 Tell (213.20.10.25, MACs)

FEFFFEFEFFFF  Type = 0806h @
\ N
Laje(‘ 2

Data

Ethemet Frame CRC

MACy

MAG,

Type

ARP RESPONSE
MAC Address for 213.20.10.254 is 08:77:81:0E:52.FA

e NA

MAC | MAG; | Type Data

Ethernet Frame CRC

'7( 2
Type = 0806h
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* Classf’ul 37 address '6“1_) s inefficient -
(Why,?)

« fQecanse \,( is LOW Uhlllzﬂfl‘ﬂn .
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Electrical Engineering Department
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IPy4 Address Shortage

* Clagsless IP addressing solved IPv4 address
shortage temporarily, but the exponential
owth of the Internet presented yet again
e challenge of running out of IP addresses.
* Solutions:
e Future: migrating from IPv4 (with 32 bit IP

. dress) to IPv6 (with 128 bit IP address).
Soln tions f; HCP mic Host Configuration
Protoco -

i"’[ o/j- (VM /[_- ( NZSTf(Ne.twork Address Translation). :
ess T
Shor *‘E%lg» -

2Lt &Y i de Midirtned Ficie StedlB R Frgliasing Urwarhoied LIgimartin of w5060
T % 3 T .

TPvYy (32 2t TP adkdress) = 2?2 ithewt ceseqred.

TPvg (2824 => 978 1

Scanned by CamScanner



4/27/2018

+ DHCP is described in RFC 2131, RFC 2132 and others.

* Was extremely helpful for ISPs with dial-up
subscribers. An ISP with /16 (formerly class B
addresses dynamically assigns an IP address (through
a DHCPT server) to a comﬁ)uter when it calls up and
logs in, then takes back that IP address when the
session ends.

- This way, a single /16 address space serves few
hundred thousand customers, since less than 65,534
are active users at any time.

¥k : U + With ADSL modems, fiber connections and business

HC P is No customers (i.e., always-on Internet), DHCP is now.

Lgf/r A aocL seen as a tool to simpify__}hg job of the adm%

SOI u_} i o Bu‘l’ e T § Racheient Lo s Dignieamans, Sinistoity o oo

DRynamic Hest Configuration
Protacol (RHCP)

» A DHCP server supplies clients with the
following IP configuration information:
— A unique IP address for the host
— Subnet mask
— Default gateway
— Other IP configuration parameters, such as the
domain name.
» This happens through 4 sequence message
exchange between the DHCP client and
DHCP server.

Lt hd e Milisninns PR Lredr, S Enginasivg Srmpartarnd Livitarsiy of g6 4
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Machine

DRHCP Messages

I’ Address

Available | Lease Expires At

Options

30.00.1
30.002
30.0.03

Used | 2015/3/13,1205
Used | 2015/3/14,1843

N/A
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DPHCP Messages

DHCP DISCOVER DHCP OFFER
MACq | FF.FF:FF.FF.FF.FF FE:FF:FF:FF.FF.FF
MAC, | MAC of Host MAC of DHCP Server
Type | 0800h 0800h
P4 255.255.255.255 255.255.255.255
. 1P, 0.0.0.0 IP of DHCP Server
9!"4 0 Porta | 67 (UDP) 68 (BOOTP)
ue' < L { Ports | 68 (BOOTP) 67 (UDP)
DHCP REQUEST DHCP ACK
MACa | FF:FF:FF.FF:FF:FF FF:FF:FF:FF:FF:FF
MAC, | MAC of Host MAC of DHCP Server
Type | 0800h 0800h
1P4 255.255.255.255 255.255.255.255
1P, 0.0.0.0 IP of DHCP Server
Porta | 67 (UDP) 68 (BOOTP)
Port, | 68 (BOOTP) 67 (UDP)
v 5 37, Mt uninat Hmog #ackeiend Csinraeon s Doprtvs, indiperdis ol Roaden

DHCP Agents

* To be reachable through broadcasting, the DHCP server
must be on the same LAN as the requesting host.
Otherwise, a DHCP relay agent is needed on each LAN.

| MNvarhy dxioted
host looking for  DHCP Owpe DHOP
itg i1 ag\_iq?es's relay Ntk Router server
]

; ‘M"’--M'
- el . Y
LHOP Digcover Uricast packet o,
pachet (hroadcust) DHCP rotay 10 DHGP sanvee
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NAT (Network Address
Translation)

o ltiple IP addresses for your PC or laptop (one for
}E/tolﬁe?rfgtdl\lfrllg, agother for BluetoothyNIC, another for Wi-Fi
NIC, etc).

« Enterprises and Universities have thousands of PCs to be
connected to the Internet. ) o

« Everyone wants to connect to the Internet, including billions

L of smart phones and now Internet-of-Things (IoT). ]

» NATisan u:gly solution to the IPv4 address exhaustion
Problem because it violates OSI rules of separating the layers,
L3 Jcpcn and limits any one-to-any one communications on the

LY Internet. ‘

4 : + But it was a very effective solution that prolonged the life of

50 N AT Lg IPv4. So, it is now widely available. i d i
oAl - It ed to be abandoned once IPv6 is oyed, 1

o ﬁj‘j 5|luhM no?vasvseu e{)\?es Carrier-grade NAT (CGN) and Nﬂ for‘IPV,G_._

St 6 Us. Mcirinad 1w 2 itkricsd L tiasae Dapreenias, Lindig iy oF Jeedin

NAT: Priyate vs. Public

¥, £5¢

» All devices in your home are assigned private IP addresses.

¢+ Other homes and business can re-use those private IP
addresses. Everyone can.

* But none of these private IP addresses are allowed to
communicate over the global Internet because address
uniqueness will be destroyed.

* Rather, these é}rivate IP addresses are translated into one
(or a few) public IP addresses when they leave your home.

+» All devices in your home look like one device (using that
public IP address) to the outside world. They share the address.

* NAT was never meant to be a security feature. However, in
most cases (not all), when a machine is behind a NAT box; the .
machine is somewhat protected, because even if one of its qcms ts is -
left open by mistake (say a Web server on port 80), people fr
the outside cannot connect to it directly.

o g ; 3 ', 7 ', g ey oa s 2 53 2 ., .
A O [0 M biiragond Finios Foreednh, 8 Bitglivmaiveg Ummartarsed $Insnasivio of porsn
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Private IP Addresses

~'£6 .

The three reserved ranges for NAT are:

Address Range | Private IP Addresses Number of Addresses

10.0.0.08 classA  10.0.0.1 - 10.255.255.254 16,777216 - 2
172.16.0.0/12 C lassless. 172.16.0.1 - 172.31.255.254 1,048,576 - 2
192.168.0.0/16 Clags R 192.168.0.1 - 192.168.255.254 65,536 - 2

The range 10.0.0.0/8 is used by Windows machines by default.
The range 192.163.0.0/16 is used by default for many routers (inside the
same box for Ethernet switches and Wi-Fi access points).

akgright 8 U5 Ml fine  Ranelves o tmanna s DNV Ry Maant 3ty nd e i

A},olj

I%‘-: [0-60

Example

Company Router
with NAT box

and Firewall

(198.6042.12)

Company\f.AN

Packet Header
10001 10.00.2 10003 y/ i after Translation
i = —o—m
| A google.com
ey 1sp /
-{ i
' t 1 Router
Packet Header Line
before Translation

Copgrelefd O e A daniav (v by &R .‘\.g\‘:.\'ﬂ;sg Pprerdpanad fminasndy o fandex I

:rPS' =[0.0.9.1
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.50l Yhis S]iole on the WL‘;&&C )far bei%f Viet.

1
o et < ervedd
Example (Cont.) 1% || o @0
Original Source Original Source | New Source New Source % "}hc S’—M ﬂ"/

1 Address TCP Port 1P Address TCP Port ~™

10001 1088 198 6114212 1096 Ld

10.001 100 193.60.42.12 4097 >L’ 0‘?6

10.0.0.1 500 193.60.4212 4098

10.0.02 1038 198604212 4099

10.003 L 19860.42 12 4100 H ’.

0003 1023 198.60.4212 a0

1150.3.4 ;50 19R.60.42.12 4102 PD‘ ic. anﬂ =

Cotpftsotistt 4 £

heioneaT | Fagiond |?m«,«m e, ww}m-w Lir ~m«m1 -

—- TCP=I1083

aarsiat [roud | kel et dim] - g [ 0z] (Zntecnet).

Explarex

e [ googic [0+ 1s0azia] acEer | TR AU ] Paviond | Bedore NAT

[ goger Jwisonar [ xbriam [acyj«is | oy o 1 Aternar
* g

36 80 08, Miuatentiond Hii Elarint! o imereint Ao, L of foades

Max. Nmbe( o«‘ lMtS for onie public IF address

= 65,55 -4 QA { =max.#f active connections on
ovie PHHIC
g 1 o address.

Example: JU Network

Web Server

: Mail Server Router
University of Jordan (172.16.040) (r2ls0.ne with
Network Firewall

(private I1 addresses)

_(  JUNet
(ordan Public
Universities)

Engineering

00296072 1) fetweb juedujo \
m (10249.103.200) T
External Router
with NAT box
ce-isa jredujo
i (10239.177200)

W] darjuedujo
(10.249.377.60)

& o nl Baepdunapadere 3% mnpestuyec 8 G thel ity
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~Lecture15: 'Internet' Protocal
Yersion 6 (IPy6)

Dr. Mohammed Hawa
Electrical Engineering Department
University of Jordan

EE426: Connnuiticittion Networks

IPyg addressing _1

* IPv4 uses 32 bit = 4 bytes addresses, IPv6 uses 128 bit = 16 bytes addresses.

Ll aP2adllieses

A diagrom demensioling fhe
massive growih in Qgiess spoce
under sach protocol.

L

.+ Buch coscoding blockiso
magnification of o tny areg in the
preceding block, represented by o
Iack square,

LT LT image s o seate, excepl the black
o aaa s enlarged for ease of viewing

Copyright © Dr. Molammed Ha Eleclrical Engincering Departiment, University of Jordan 2
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I3
network prefix g interface ID

[xooex oo [ oo [ oo [ xoex [ oex | oo | xx |
|

.‘ ' 128 bits : |
XXXX = 0000 through FFFF
oo”aual {loo
Examples: Z / ((
d is 001,00 B8:€003:0001:0000:0000:0000:E00D
Hexa 2001:0db8:85a3:0000:0000:8a2e:0370:7334

NOT fecimal.  2001:0db8:0000:0000:0000:0000:1428:572b

Copyright © Dr. Molsimuned Haron Electrical Engineering Departurent, University of Jordan 3

Short-hand notation

Remove leading zeros; double-colon :: option only once:

2001:DB8:C003:1:0:0:0: FO0D
2001:db8:85a3:0:0:8a2e:370:7334
2001:db8:0:0:0:0:1428:57ab

0000:0000: 0000
2001-13138.(;003.1{1;00]) since eoe h
18:853::8a2e so there

2001:db8:85a3::8a2¢:370:7334 N
2001:db8::1428:57ab f“‘“lf

44 |
Loap bé{E

Copyright © Dr. Mohammed Hawa Elecirical Engineering Departinent, University of Jordan 4
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mem o1 2C //
IPv6 is described m‘ RFC 8200)The [Pv6 addressing architecture is described in RFC3515—
-and-REC4193 The 128-bit- addresses are represented in hexadecimal format: 3
. u”r“)s. P '=="<==‘='8 dﬂMKS =18 /é-—baf’ toa s
lng[h T xxxx: 2 XXX T XXXX 3 XXX 2 XXKK T XHKK & xxxx‘g +#+ 16 %‘i‘@!

e 5 C‘(Mk’{

re S Zero's

i) chuncks.
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% wnite  He ,I’d”w,-ﬂj as short and  Apbdion:
200l:0000 0000 . 053] 0000:000¢ : wpgy | SAAC

= 900[:0:0" 531 -'3-53/—\(’,'
(22) ased only once-

200l 853" SAA( (odrang)_.

gince  gou will VOT Know
here the missing Chut s cure. .
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Address Types

Unicast: one-to-one (global, link local, unique local, compatible)
Anycast: one-to-nearest (allocated from Unicast)
- “Multicast: one-to-many (also feplaces broadcast addresses)

g Tga,-;aag_aﬁe_ o0 200037 :

Global Unicast 3
Link-Local Unicast 1111111010 FEB0:/10 i

Unique Local Unicast 1111 1100 FCOO/8 ?

1111 1101 FDOO=8
Multicast 1111 1111 FFG0/8 E
ﬁ
Copyright & Dr. Molwunmed Hawa Electrical Engineering Departent, University of Jorlan 5

Address Allocation & Aggregation

[CANN allocates address space & 6,’1 .
to each regional registry: ;\OS} Iw)ﬂ(df“fef "2 i
o RIPE NCC (EMEA)
s+ APNIC (Asia Pacific) |2 g
+ ARIN (North America) p
o LACNIC (Latin America) 8 )2 )fES S 3 ‘j+(‘S . M{f nC h «:)'7L 1)) )
o AfriNIC (African Region) j ) 8
" B A |
/12 /32 /48 /64
| l l |
2q|01 0DB8
; {
Registry = . ' Interface ID
Big ISP Prefix ———] :
Site (Small ISP) Prefix —b: :
Subnet (Customer) Prefixy ————
Copyright © Dr. Molmmed Hinu Elecirical Engineering Departinent, University of Jordan 3
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Allocatio o & Ageregation Example

att e -
T I 1A ISP l‘,r c* :‘h"ﬁ fopne
\ s We$ 2001:0DB8::/32 _ not cys Tort
Ok\ Ls A .
eh ,/ Only announce
 2001:0DB8:32 - — — — — — - == —— = = m— — = — =

A Sk ODBSJE‘*::‘ 2001:0DB8.0000:0000;:/ 64

2001:0DB8:0000:0001 /64
ﬁc‘Sf 2 28y 001:0DB8:0000:0002:1/64
2001:0DB3:0001::/48

2001:0DB8:0001:0000::/ 64
2001:0DB8:0001:0001::/64
2001:0DB3:0001:0002::/64

2001:0DB8:0002:0000::/ 64
2001:0DB8:0002:0001::/64 g
2001:0DB8:0002:0002:: /6

"~ Site 65,536
2001.0DB8:FFFE:: /48

7

Copyright © Dr. Moluvnmed Hatod Electrica! Engineering Depirtment, University of Jordan

Vext slides JoT TWCLUDED:
IPy6 Header Framat (RFC 2460)

IPvd Hoador. - ¥ L IPy6 Header

-Flow Label

i

\Headar ;

Source Address

Sourca Addrass’
“Destintion Ad T | e

astinatlon Address b L a7 Destination Address
SPadding 7 | o L DAY AR

. Feld s nams kept from IPv4 to IPvG
i-"elds not kept in IPvE
& -Name and posltmu changed in vaG
[ New fieldin IPvs

Copryright © Dr. Mohauimied Hana Electrical Engincering Departanent, University of Jordan 8
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Changes to the Heade

* Revised
— Time To Live -> Hop Limit
- Protocol -> Next Header
— Addresses increased 32 bits -> 128 bits
+ Extended
- Flow Label field added.
* Removed:
— Header length field eliminated
—~ Header checksum eliminated
+ Streamlined (using the idea of extended headers):
- Fragmentation fields moved out of base header
— IP options moved out of base header
— Length field excludes IPv6 header
— Alignment changed from 32 to 64 bits

Copyright © Dr. Moltamned Hawu Electrical Engineering Depavtinent, University of fordan 9

— Precedence and TOS=>TFrafficclass—-----—----------=----—~ e R St

Extended Headers

BRI Fragmentof
Il TCP Huader .
+Dala IPv6 Basic Hoader

{40 Octets)

Any Number of
Extension Headers

Data ~™"--..

\.—.r-_'l' [ —

fo.g. TCPorUDP)
—

Copyright © Dr. Mahainmed Hawa Electrical Engineering Departimend. University of Jordan 10

Pvé
Packet

-
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Extended Headers (Cont.)

Hop-by-Hop Options feader 0
Destination Option Header 60
Routing Header 3
Fragmens Header - - 44
Authentication Header (RFC 1826) 51
and ESDP Header (RFC 1827)
Upper-Laver Header 6 (TCP)
17 (UDP)
Mobility Header 135

Copyright © Dr. Mohammed Hawa

Electrical Engiuecring Departuent, University of Jordan 11

Extended Headers (Cont.)

« When more than one extension header is used in the
same packet, it is recommended that those headers

appear in the following o
— IPv6 header

— Hop-by-hop options header
— Destination options header (routing header associations)

— Routing header
— Fragment header
— Authentication header

~ Encapsulating security payload header
— Destination options header (options processed by final

destination)
— Upper-layer header

Copyright © Dr. Mohaumied Hawi

rder:

Electrical Engineering Departinent, University of Jondan 12
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