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Problems (Set #1)

Question#1: Consider a LAN with a maximum distance of 4km. At what bit rate would the

; . &
propagation delay (at a propagation speed of 2.3 x 10 m/s) be equal to the transmission delay
for 512-byte packets?

uestion#l:_ Suppose there is a 100-Mbps point-to-point link between the earth and the
moon. The distance from the moon to the garth is approximately 385,000 km, and data travels

over the link at the speed of light (3 * 10 m/s). A camera on the moon takes pictures on the
carth and saves them in digital format to disk. If the Mission Control on earth wants to

]
download the most current image of size 5 x 10 bytes. What will be the amount of time that

will elapse between the moment when the request goes out and the moment when transfer is
completed?

Question#3: Hosts A and B are each connected to a switch S via 10-Mbps links as shown in
the figure below. The propagation delay on each link is 20 ps. S is a store-and-forward
device; it begins retransmitting a received packet 35 ps after it finished receiving it. Calculate
the total time required to transmit 10,000 bits from A to B

(a) As a single packet;

(b) As two 5,000-bit packets sent one right after the other.

.__‘
=
Ay
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Computer Networks

Dynamic Routing Protocols (2)

Link-State Protocols oo

\\:_:_\S ("Llc F.*S”' lin k-
Shete pm}c{cl)

SIS T Y A= 90 5o\ Ow e 7

"fl_*d'-

e petwork |

* Lick- shate patket —> Ifﬁannq Le flooded all O\R ¢

ol el 5. e e e —
o2 . h
£ 2
s

Link State Packets

* The link state packets consist of the tellowing
information:

The address of the node creating the LSP

A Zistof directly connected neighbors to that node with
the cost of the link to each neighbor

@ A sequence nimberto make sure it is the most recent
one

A time-ro-live to insure that an LSP doesn’t circulate
indefinitely
A node (routery witlonlv send an LSP if there is a
change of status to some of its links or if a timer@
expires
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LS Protocols: Dijkstra's algorithm

« Link-State (LS) Protocols

— Based on an algorithm by Dijkstra a/r Bellnen-ford
— Each router on the network is assumed to know the
state of the links to all its neighbors
— Each router will disseminate (via reliable flooding of
Iink 3!.?3&""{:‘!‘5‘. L.SPs) the information about its link
d

states tofllyrouters in the network.
®— In this case, every router will have enough i ion
to build a complete map of the network and therefore is

able to construct a Shortest Path Spanning Tree from
itself to every other router - _ _
¥ 1 1 . . i
Anide floding 'S nok reommended t= o LY m:r ;‘:’l‘ﬁﬁi‘ *
Conlrp

@ Contol oyer-head . il

@ Guses webwork ©agerhion .

SPT (Shortest Path Tree) algorithm

(Dijkstra)
« SPT= {2}

for all nodes v

»

— if vis adjacent to a then Dyv)= cost (a, v)
= clse D(v) = infinity
Loop

— find wnot in SPT, where Diw}is min
— add win SPT

— for all vadjacent to wand not in SPT
* D(v) = min (D(v), Diw) + Cew, v))
until ail nodes are in SPT
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wiil - be 'Fwnd far each link —
ok s ;.Sf (W U\Sg}} E};hf.g_@ aule C::}v:}”;ﬁ HASAN
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' Dijkstra’s Shortest Path Algorithm

(I)
+ Inminalize shortest path tree SPT = 1B} > Cast

= A | .
« Foreachnnotin SPT. Cfm = [{s.n)

« CEY=1.GAY=3.C(O)=4. Clothers) = infinity
* Add closest node to the tree: SPT=SPT U {E} since
Ci E} 18 mimimum for all w not in SPT. 5 weisht
* No shorter path to E can ever be found via com, other
roundabout path. o
+ Shortest path ree SPT= -:/\5\/\
R % N o
38. t| r’_‘{ " _""'_';:"w-—__g______-l\;ﬁi'
[ B dun 7
E L,
/—\// O J-""“‘fff
i = . D ]
N S

Dijkstra’s Shortest Path Algorithm
"
(3)
* Loop again. select node with the lowest cost path:
.+ C(A)=2,C(D)=2.C(F)=23,C{C)=4
- SPT=SPTU {A! FRE B

* No shorter path can be found from B to A, regardless of anv
new nodes added to tree

« Recale: C(n) = MIN (C(n).
C(A) = I{A.n)) for all n not
yet in SPT e
o  CID)=MIN(2. 2+inf)

O(F)=3.C0 =4 4{,3'.3..'
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Dijkstra’s Shortest Path Algorithm
(2)
* Recalculate C(n) = MIN (C(n). C(E) + I(E.n)) for all

nodes n not vet in SPT

* C(A)=MIN( C(A)=3. I + )= MING3,2) ()

+ C(D)=MIN( infinity, 1 + 1) €2) 4 s ¥
C(F) = MIN( infinity, 1 +2)=3 ®F”»* r},

* C(C)=MIN( 4, | +infinity) =4

« Each new node in tree, (A !-
could create a lower cost 3;,:—&“ !
path, so redo costs / \/\ e F

{?1——3—";{,5_)/4[ el |
4 AN/ !

g g |
(®)
o

i
i R
‘\._.-v"J

Dijkstra’s Shortest Path Algorithm
(4) ‘

* Continue to loop, adding lowest cost node at each step
and updating costs
*  SPT crawls outward

* Remember to store the links in SPT as they are added
(each node’s predecessor is stored)

* Each node has to store the entire topology. or database of
link costs (5.

WLy .

e
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S Tnantial opplictions T iy Sagh by
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TCF' \ .
s \i¢ y y
Milidary PPN fﬁ?ﬁu‘:ulcr Networks 060

[Transport Layer Protocols
Ha 3 -) LR 7 \ayer SRCACS J—"" 2 proYotoV (‘f{

Unre )i able «— VDP

Q'TCP! Trantmitfion comtral Plotocs) — Reliable P‘cﬁ‘xo\
Flow wnd ecroc Gntol v Eﬁ" <

ﬁ Real Hme Shcam.’njx_l.,_*, Audio oc U, 0eo FramsomsSEi v
J

LY

UpP 7 oo bl @l

Jargons

Process: program running within a host.

@ « within same host, two processes communicate
using inter-process communication

_—

P R ——=

« processes running in different hosts
communicate with an applicaiion i e protoc.
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Application-taver Protocols

|.1"\'l-1 :' |

l_llt'-:':"_ |
. i - P — | -l ek i
M RO $% O TS | phsic .J.'B\ |

— one “piece” of anapp

— define messages
exchanged by apps and
actions taken

— use communication
services provided by

Fute
W b
transport

“networs
lower laver protocols R

(TCP. UDP)

L

\
p.l_(‘" S g e 1)1I4{..1__ |

= 1,’.-') !:!-) :.‘JF;-:\:,."J E LY

Client-Server Paradigm

Typical network app has two i
pieces: clientand serer

Pl b
{ {102
. ¢ L

« initiates contact with server

1y

» typically requests service from

server
L IR
@* provides requested service to client & gl
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Application-layer Protocols

» how does a process “identify” the
other process with which it wants to
S communicate?
(_B'IU’? Ef”;“f 4 S IP address
I 7\& 08y 1> 2~ of host running other process L-Vyudl) regi_nu}t 9 rb,;
IP addiess = Port RUMDET number 7 el

R J allows receiving host to determing to
& 2aPso

Fenspoct )
wlayer which local process the message should
Applicetis, Ve &) be delivered

P"Gbiall
Server o, Robd 8 5
F—-F—TH&"‘Q{E}‘_—J——&P_SQI Jer

HEP plotcol — P Serw/

T
[ransport Service Requirements .

3 my'il’ Contelns *

vy R Y

Application Data loss Bandwidth Time Sensitive
file transfer no loss elastic no
e-mail no loss elastic no
Web documents loss-tolerant  elastic no

audio: 5Kb-1Mb Yes, 100's msec
video:10Kb-5Mb

( c® stored audio/video _loss-tolerant _same as above yes, few secs
loss-tolerant few Kbpsup  Y€s, 100's msec

- real-time audio/video loss-tolerant

: oA interactive games
~ financial apps no loss elastic
‘(5:.:_’;\'\;“"" M&)IM‘J L. Tl 3 13
| r . s i _,...-"-_'__.G
opP A e s dalb las JEo ( :_ o
cr

. Bw U‘}'lll%"}'&'ui- Laéftrr‘
d\_ZlgL-..?{’.- /1‘6’["/«51__.-—) (S Ldy, CRC -0 s
: W[,w r.;L__, Node o UL

e f
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Transport Services

* some apps can tolerate
some loss

* other apps require 100%
reliable data transfer

* some apps require low
delay to be “effective”

Iy

some apps require
minimum amount of
bandwidth to be
“effective™

other apps (“elastic
apps’) make use of
whatever bandwidth
they get

Transport-Layer Protocols

Services:

« Reliable, in-order
delivery (TCP)

« Unreliable (*best-
effort™), unordered
delivery: UDP

«.-Services not available:

— real-time
— bandwidth guarantees

applicaton
LR &

o twark

[ data link |

physical

g twork /f

dota bk
phyysical
& I
-4
1]

* appheaton

[ S

e twork
ey [ datalmk

wl ol | L
Q E physicel

————— ]
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TCP Services

« Connection-oriented. SetuE tequired between
Clicatb ) o~ Heit shakm‘j v RELR

client and server —>» . Sewer Y 0
>

e Reliable transport between sending and
receiving processes
e Flow control-sender won't overwhelm receiver

Congestion control: throttle sender when

network overloaded
« No

~ timing
_ minimum bandwidth guarantees

and Transport Protocols

Internet Application

Underlying

Application
transport protocol

layer protocol

Application
TCP

e-mail smtp [RFC 821] TcE
te terminal access feinet[RFC854]  TCP
e Web  htip [RFC 2068) TcP
ftp [RFC 959] Tcp
& 2 TCP or UDP

file transf t
nag multimedia  Prop prietary
s (e. RealNetworks) ——
Internet telephony proprietary typ pically U
N
w’p;‘faﬂ’*}s“’/ W&Pr)ﬁ’mﬂf% Ls Vvideo

2 sl

Fr,(l/f,«l" » ),‘_gb’ rﬂ—L'J G} % . o sttt Beadiv N o
pad i NI

; '~ S L:e» f\.""’ <
{\ e |
.- %S . gl | ) s P w

o ar -th..'!i L2 ]

JDFP Lﬁl; -~

Scanned with CamScanner



UDP Scrvices aapedhinles
. unreliable data transfer between sending and

receiving processes
« Does not provide
« connection setup
« reliability
+ flow control
+ - congestion control
v~ timing guarantee

v bandwidth guarantee
(): Why is there a UDP?

Transport Services and Protocols

Provide /ogical
conumunication between
processes running on
different hosts

Transport protocols run
in end systems

Network layer
— data transfer between end
systems

Transport layver
— data transfer between
processes

o e S e

opplication
network Eg;’
data Lok § 2= == netwark /
physical ",:: data hnk
¢.._-12§‘p?:'kk physical
0. I
N
q‘:#__i;!r networs

. | dota lnk
ol physical network
U data link

“dapphection
Srepart

e TyOr=
[ _dnta fink

priysical
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59{#4/ L}Js' Setvs? K= _','\fl o)), Feaiwm'_Ji_x_
e otk fe PEC
Demultuplexing -~
Recall: <comeni- unit of data
exchanged between
transport layer entitics

— aka TPDU: transport
protocol data unit

F Demultiplexing: delivering !
- received segments to
. correct app layer processes

receiver
-~|:-I- | 2 éﬂl—i-—--—a*-
\ aphlicdtion "
egment | P1 trérsport f@ii :
aer \ F f— network [ e an—
- “ + lappication ﬁﬁﬁf—:
rent— Wyl m 1 transport hetwork
Hol ) network i
|
| - 1
13
Examples
= A b A R, e R
source port: x Web client
host A [dest.port: 23] server B host C
@ ~—m-—[ l] @
dest, tix r
esl. por ] Source IP: C || Source IP: C §
I Dest IP: B Dest IP: B |

source port: y

source port: x |
dest, port: 80

dest. port: 80 ‘

port use: simple telnet app

. !
Source IP: A § /
_ el ESETRR B Web
Web client source port: x n server B
host A dest. port: BO %
port use: Web server

15

s g g 0 A i . 2. o
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Multip)

f‘f‘ti]i 1!i1|u '.—'1'1:;_.1'_

gathering data from multiple
app processes, enveloping
data with header (later used
for demultiplexing)

« Well-know port numbers
defined in RFC 1700, e.g.,

HTTP: 80
ETP: 21
Telnet: 25

CXINE
;o

other hedder' fields

application
data
(message)

TCP/UDP segment format

UDP: User Datagram Protocol

« “Bare Bones” Internet transport F
protocol

+ “Best effort™ service, UDP
segments may be:

— lost _:
— delivered out of order to
app
o Conpectionioss:

— no handshaking between
UDP sender, receiver

~ each UDP segment handled
independently of others

Why is there a UDPY
« no connection

establishment (which can
add delay)

« simple: no connection
state at sender, receiver

» Often used for streaming
multimedia apps

— loss tolerant
— rate sensitive

16
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TCP Congestion Control

+ TCP has a mechanism for congestion control. The mechanism is
implemented at the sender

« The window size at the sender is set as follows:

[3;”“1 Window = MIN (flnw control window, congestion window) ‘J

where
Hovccannolve iow is advertised by the receiver
“hnwrdnw is adjusted based on feedback from the network

pp{n-lr—i-o,*pb;n\- - Chak ¢ &amcaa prole M

Erd Ao —End —3 chede For looth damig ond dOP T
— C‘o?'_j@dfm ganh’o]

& . Addihve |nlrease mv Hiphiofive
. M Cleafe Q){ﬁd.ina‘l

TCP Variation: 7CP Tahoe s

slow Stect

» 1s'improvement was TCP Tahoe (1988)

~ Adjusts sending window as congestion increases or
decreases (AIMD congestion avoidance & s love-start)

— Improved retransmission policy (" a5t Retransni)

- coqgTshiun

c:myfsﬁm prodscol —— Trangpthlper & %> 70590,

o and 010 a2 ik leer — Sy induue

[C T*y“‘ Ay e
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I CP Variations?

VWhat Are
+ Implementations of TCP that use different
algorithms to achieve end-to-end congestion
control.
— Tahoe
- Reno

- NewReno

11773

TCP Tahoe Window Control

» JCP sender maintains two new
variables:

congestion window

cwnd is inferred from the level of congestion in
the network.

.—-— slow-start threshold

ssthresh can be thought of as an estimate of
the level below which congestion is not
expected.
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Slow Start Phase

(C\f‘-fﬂ-‘;f < ssinresi !)

 Initially:
—cwnd = 1"MSS (Maximum Segment Size)

- ssthresh is very large.

* If noloss:
—cwnd += 1*MSS (after each new ACK)
- (This gives exponential growt/1 of cwnd)

* If loss (timeout):
max( flight size/2, 2*MSS)

—ssthresh = !
—cwnd = 1*MSS Ur“j
\{-/

l,.‘.’!.I E..:t.:aJ:_‘L,,{

2 & e Glow Start & Congestion | o -,

PRIV Lf a3 AP .
¥ e Avoidance
/{Xf@WHJ)‘:'\%n? *
t . ally: @i S‘ﬂ-““"i' > m”JﬂHM win
—cwnd =1"MSS o
“ssthresh = very high (65535)  (S{"% o P Ne—
\.'@ If a new ACK comes: C
x : ;
dﬁ‘: {}\ - if cwrd < ssthresh =
2‘5" ?t, update cwnd accordingto_
& slow start e Bt
?‘\5 47 - ifcund  ssthrest K W_:L
,{ i update cwnd according 10,z A
ke congestion avoidance =
AR - If cwnd = ssthresh > either TN g A
- slow '.f.,_.i I Ggreen
AL ]_QSS} E congestion aveidance = in blue
- ssthresh = flight size/2; . -
-cwnd = 1*MSS O up ety Sle-Stvt Sl 26
_ makiaum mi SHe Uu;{g‘:v,uz.':,\, Lplse nt‘d,{, "

Ve K cw » = A ;
> K S s ESIY g T ol o o
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Congestion Avoidance Phase
(cwnd > ssthresh)

If no loss:

— increase cwnd af most 1*MSS per RTT (additive

INcrease)

—cwnd += ( MSS*MSS /cwnd ) on every ACK
(approximation to increasing cwnd by 1*MSS per RTT)

» |f loss:
— ssthresh =

‘g,/" decrease)

= 1*MSS.

\ — cwnd
ﬁ%‘h & Hf?u’ é'./ Js lh;f;’
ik \ayer
mld'd'hﬁ W s L m;p’by Fow and esnr antrol e -

max ( flight size/2, 2*MSS ) (multiplicaiive

J,: Llow

¥ -

S Jeni e
ko headle Lot Jomaye ot direp

link layer hl'mdk, (e dnmoc s while in
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Policy

* When a segment is lost, original TCP waits for
an ACK that’s not coming and eventually times-

out.

« Often, many, if not all, of the segments sent
after the lost segment arrive at the receiver.

« For each segment received, the receiver sends
a duplicate ACK, notifying the sender that the
receiver is waiting for the missing segment.

» TCP Tahoe interprets duplicate ACK's as an
indication that a segment was lost.

L

e

ot

Fast Retransmit
(Cont.)

If three or more duplicate
ACKs are received in a row,
Y the TCP sender believes that
O\ a segment has been lost.

+ Then TCP performs a
retransmission of what seems
to be the missing segment,
without waiting for a timeout to
happen.

+ Enter slow start.
. ssthresh = cwnd/2
cwnd = 1

2 duplicate

3 duplicale

[isemng
b s ! ,

=. 1K %‘%
- T T

- AckNo=1024

|
osorz]

" |
‘,_Eck’uo/ﬂﬁm
1K |SeqNo=4096]
el R —

AckNo=1024 -
| T— ..EKISEQN{F_TEE‘:}

e
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TCP Tahoe's Faat% etransmit

1. Sender cwnd = = segment1 *
receives 3 ACK 1 _
dUpACKS. ownd =2 ——e segment 2
o segment 3 i
2. Sender infers . ACK? =
that the cwnd =4 s
segment is Raniche v
lost. segment 6 " |
ey seament 7 o i
3. Sender I'B- SUUPIICE‘!E : ol i r
sends the ACKs ;
Segment > _.::-. - segment 4 R
immediatelyW@;‘?
4. Seetﬂ:_jnesr to V\L;:\,? fast-retransmit +—> CF‘:‘“TJ[E
slow-start. " L of segment4 meodt
o5 G2 ET
Gl s S
P J’/\\z, O - J)
-’%g,ti s il -«;}U( CF }'“ _
_of
TCP Variation:"7CP,. Réeno
. 2nd Improvement was TCP Reno
(1990)
— From Tahoe:
. AIMD congestion avoidance with slow-start

« Fast retransmit |

— New to Reno: -
ar Jaot Behvunsmssidn

"

» ASLIIECOVEY
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* After fast retransmit, fast-retransmit

r ‘ ansmi
educe cwnd by half, N [fastretransmit timeout

and continue sending
segments at this
reduced level.

./'ﬁﬁ_|

:ﬂr.a't(.'ff
'/

Observations:

* Receiver is still gettin
T-PDUs. There can't be

overwhelming ' [ '

congestion.

* How does sender s .
transmit T-PDUs on a b B i
dupACK? Needtouse . ... ...3L. . ...

a “trick” - inflate cwnd.  : wfaung cena s oA CKs

gduf'ﬂ"k'.i N Tmeod e A L‘_;é_o-;

(]

AR

Time

o —_:w ol v & Fust Recoviry
Fastidrangt | Retransortio )z,

c&eflo:h:tj Anflefiny a2 Ve pas (1 Qls &

TCP Reno (Revisited)

Retroasmit Qb Tt 3IRPK Ghr,

+ Duplicate ACKs: —2 v Jasto fetoury (< 7 "C)*’D g
+ Fast retransmit a __ Cj - n
« Fast recovery _3.2_ ‘)9‘ N~ \Maw O"L{‘}‘":"""{"u’ AL L

-» Fast Recovery avoids slow start

= Timeout:
! « Retransmit
» Slow Start

TCP Reno improves upon TCP Tahoe when a single packet is dropped in a
round-trip time.
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Fast Recovery (Cont.)

Fast recovery avoids slow start after ¢
fast retransmit

Intuition: Duplicate ACKs indicate
that data is getting through

After three dug

by
M ells Ml

......

cwnd=12
sshiresh=5

cwnd=12
sshiresh=5

1. duplicale
cwnd=12
sshiresh=5

2. duplicate

P

K [seane- S —
| T
-~._.__.____1___m -
. ad SeqNo mzj}_.
1K | SeqNo=2048 i
S "_.'-_.-_.-—-"_-__--._-—-
nckNE_l':E},/,
\E-_‘"
i

cwnd=12 i

sshiresh=5

3 duplicate |
ownd=15 b b
sshiresh=6 |

ACH fod news data
cwnd=6
sshiresh=6

1K | SeqNo=a096

1

i 5mNﬂ=1024,
SeqNa=5120

i
| _P.Ean:ﬁ 148
* E

Fast Retransmit / Fast Recovery in TCP Reno

« A sender uses fast retransmit / fast recovery algorithm to improve

throughput of TCP

— “Fast’ -
a segment

because it doesn't wait for time oufwhen not getting an ACK for

. Fast Retransmit — after 3 “duplicative ACKs", the sender assumes
that the segment was lost, retransmits the segment and moves to

Fast Recovery phase

- Fast Recovery — the sender decreases Congesnon Window (cwnd)

|\~! Z..‘"_J'f

Uirey ,-1: ¥y r.- e

ts original size , adds 3 (3 pack
-1) and continue to send new segments (if

Phaey rreat
g .'.,-;a-‘,-';‘.,f_-. and

allowed by the cwnd value) until receiving new different ACK, which
should acknowledge receiving 3! segments sent till moving to Fast

Recovery phase (assuming that no more segments were lost).
— For each additional duplicated ACK received, increment cwnd by 1
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Limitation of TCP Reno algorithm

« If cwnd size is too small (smaller than 4 packets) then it's not
possible to get 3 duplicate acks and run the algorithm

-+ The algorithm can not manage a loss of multiple packets from a
single window of data

— It will cause a use of retransmission time out

« The algorithm doesn’t manage a loss of packets during the Fast
Recovery stage

— Not a loss of the retransmitted packet
— There is no recursive run of the Fast Retransmit

e b e e
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